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Chapter 1. How can | help?

We will try to provide comprehensive coverage for all Linux PPP implementations. However time is of the
essence and this document is not a revenue maker. We provide this information in hopes that it will be usefi
to the Linux Community and newly converted Linux users. We are always interested in feedback and will
implement every relevant topic possible to this HOWTO.

If you would like to assist with this document, there are two primary avenues that are extremely helpful.

» Purchase an OpenBook! If you purchase OpenDocs books, OpenDocs Publishing will donate a
portion of the proceeds back to tBeen Source Documentation Fund. This fund assists authors
financially while they continue to write documentation for Open Source projects.

» Provide a monetary contribution to the document. By doing so you can even request what you woulc
like to have updated, written, or expanded with in the document. If it is a major revision (such as
writing sections specifically for Mandrake or Caldera) please co@t@oimand Prompt, Inc.

« If you have written something that you would like to contribute just email it to poet@linuxports.com

Chapter 1. How can | help? 1
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Chapter 2. Introduction

PPP (the Point to Point Protocol) is a mechanism for creating and running IP (the Internet Protocol) and oth
network protocols over a serial link — be that a direct serial connection (using a null-modem cable), over a
telnet established link, or a link made using modems and telephone lines (and of course using digital lines
such as ISDN).

Using PPP, you can connect your Linux PC to a PPP server and access the resources of the network to wh
the server is connected (almost) as if you were directly connected to that network.

You can also set up your Linux PC as a PPP server, so that other computers can dial into your computer an
access the resources on your local PC and/or network.

As PPP is a peer—to—peer system, you can also use PPP on two Linux PCs to link together two networks (o
local network to the Internet), creating a Wide Area Network (WAN).

One major difference between serial based PPP and an Ethernet connection is of course speed — a standar
Ethernet connection operates at 10 Mbs (Mega — million bits per second) or 100 Mbs maximum theoretical
throughput, whereas an analogue modem operates at speeds up to 56 kbps (kilo — thousand bits per secon

Also, depending on the type of PPP connection, there may be some limitations in usage of some applicatior
and services.

2.1. Clients and Servers

PPP is strictly a peer to peer protocol; there is (technically) no difference between the machine that dials in
and the machine that is dialed into. However, for clarity's sake, it is useful to think in terms of servers and
clients.

When you dial into a site to establish a PPP connection, you are a client. The machine to which you connec
is the server.

When you are setting up a Linux box to receive and handle dial-in PPP connections, you are setting up a P
server.

Any Linux PC can be both a PPP server and client — even simultaneously if you have more than one serial
port (and modem if necessary). As stated above, there is no real difference between clients and servers as
as PPP is concerned, once the connection is made.

This document refers to the machine that initiates the call (that dials in) as the CLIENT, whilst the machine
that answers the telephone, checks the authentication of the dial in request (using user names, passwords ¢
possibly other mechanisms) is referred to as the SERVER.

The use of PPP as a client to link one or more machines at a location into the Internet is, probably, the one |
which most people are interested - that is using their Linux PC as a client.

The procedure described in this document will allow you to establish and automate your Internet connection

Chapter 2. Introduction 2
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This document will also give you guidance in setting up your Linux PC as a PPP server and in linking two
LANSs together (with full routing) using PPP (this is frequently characterized as establishing a WAN — wide
area network — link).

2.2. Differences between Linux distributions

There are many different Linux distributions and they all have their own idiosyncrasies and ways of doing
things.

In particular, there are two different ways a Linux (and Unix) computer actually starts up, configures its
interfaces, and so forth.

These are BSD system initialization and System V system initialization. If you dip into some of the Unix new
groups, you will find occasional religious wars between proponents of these two systems. If that sort of thing
amuses you, have fun burning bandwidth and join in!

Possibly the most widely used distributions are

« Slackware which uses BSD style system initialization

* Red Hat (and its former associate Caldera) which use SysV system initialization (although in a
slightly modified form)

« Debian which uses SysV system initialization

BSD style initialization typically keeps its initialization files in /etc/... and these files are:—

letc/rc
/etc/re.local
/etc/rc.serial
(and possibly other files)

Of recent times, some BSD system initialization schemes use a /etc/rc.d... directory to hold the start
up file rather than putting everything into /etc.

System V initialization keeps its initialization files in directories under /etc/... or
letc/rc.d/... and a number of subdirectories under there:-

drwxr—xr—x 2 root root 1024 Jul 6 15:12 init.d
—rwxr—xr-x 1 root root 1776 Feb 9 05:01 rc
—rwxr—xr-x 1 root root 820 Jan 2 1996 rc.local
—rwxr—xr-x 1 root root 2567 Jul 5 20:30 rc.sysinit
drwxr—xr-x 2 root root 1024 Jul 6 15:12 rc0.d
drwxr—xr—x 2 root root 1024 Jul 6 15:12rcl.d

2.2. Differences between Linux distributions 3



drwxr—xr—x
drwxr—xr—x
drwxr—xr—x
drwxr—xr—x
drwxr—xr—x

If you are trying to track down where your Ethernet interface and associated network routes are actually
configured, you will need to track through these files to actually find where the commands are that do this.

2 root
2 root
2 root
2 root
2 root

root
root
root
root
root

Linux PPP HOWTO

1024 Jul 6 15:12 rc2.d
1024 Jul 18 18:07 rc3.d
1024 May 27 1995 rc4.d
1024 Jul 6 15:12 rc5.d
1024 Jul 6 15:12 rc6.d

2.3. PPP configuration tools

There are many good tools available for configuring and using PPP on Linux. This document will try to cove

some of the more popular ones, including:

* kppp A PPP setup and dialer tool for KDE.

« WvDial Another PPP driver for Linux, with an emphasis on simplicity.
* RP3...(short for RedHat PPP). It is a simple configuration program with a "wizard" interface- it asks

a series of questions.

« Linuxconf A generalized tool for configuring and managing your Linux machine, it has a section that

helps configure PPP.

2.3. PPP configuration tools



Chapter 3. IP Numbers

Every device that connects to the Internet must have its own, unique IP number. These are assigned centra
by a designated authority for each country.

If you are connecting a local area network (LAN) to the Internet, YOU MUST use an IP number from your
own assigned network range for all the computers and devices you have on your LAN. You MUST NOT pick
IP numbers out of the air and use these whilst connecting to another LAN (let alone the Internet). At worst
this will simply not work at all and could cause total havoc as your 'stolen' IP number starts interfering with
the communications of another computer that is already using the IP number you have picked out of the air.

Please note that the IP numbers used throughout this document (with some exceptions) are from the
‘unconnected network numbers' series that are reserved for use by networks that are not (ever) connected t
the Internet.

There are IP numbers that are specifically dedicated to LANs that do not connect to the Internet. The IP
number sequences are:-

* One A Class Network Address 10.0.0.0 (netmask 255.0.0.0)
« 16 B Class Network Addresses 172.16.0.0 — 172.31.0.0 (netmask 255.255.0.0)
» 256 C Class Network Addresses 192.168.0.0 — 192.168.255.0 (netmask 255.255.255.0)

If you have a LAN for which you have not been allocated IP humbers by the responsible authority in your
country, you should use one of the network numbers from the above sequences for your machines.

These numbers should never be used on the Internet.

However, they can be used for the local Ethernet on a machine that is connecting to the Internet. This is
because IP numbers are actually allocated to a network interface, not to a computer. So whilst your Etherne
interface may use 10.0.0.1 (for example), when you hook onto the Internet using PPP, your PPP interface w
be given another (and valid) IP number by the server. Your PC will have Internet connectivity, but the other
computers on your LAN will not.

However, using Linux and the IP Masquerade (also known as NAT — Network address Translation)
capabilities of the Linux and the ipfwadm software, you can connect your LAN to the Internet (with some
restriction of services), even if you do not have valid IP humbers for the machines on your Ethernet.

For more information on how to do this see the IP Masquerade mini-HOWHiGQuatIP Masquerade mini
HOWTO

For most users, who are connecting a single machine to an Internet service provider via PPP, obtaining an |
number (or more accurately, a network number) will not be necessary.

If you wish to connect a small LAN to the Internet, many Internet Service Providers (ISPs) can provide you

with a dedicated subnet (a specific sequence of IP numbers) from their existing IP address space.
Alternatively, use IP Masquerading.

Chapter 3. IP Numbers 5
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For users, who are connecting a single PC to the Internet via an ISP, most providers use dynamic IP numbe
assignment. That is, as part of the connection process, the PPP service you contact will tell your machine
what IP humber to use for the PPP interface during the current session. This number will not be the same
every time you connect to your ISP.

With dynamic IP nhumbers, you are not necessarily given the same IP humber each time you connect. This t
implications for server type applications on your Linux machine such as sendmail, ftpd, httpd and so forth.
These services are based on the premise that the computer offering the service is accessible at the same IF
number all the time (or at least the same fully qualified domain name — FQDN - and that DNS resolution of
the name to IP address is available).

The limitations of service due to dynamic IP number assignment (and ways to work around these, where
possible) are discussed later in the document.

Chapter 3. IP Numbers 6



Chapter 4. Aims of this Document

4.1. Setting up a PPP Client

This document provides guidance to people who wish to use Linux and PPP to dial into a PPP server and s
up an IP connection using PPP. It assumes that PPP has been compiled and installed on your Linux machir
(but does briefly cover reconfiguring/recompiling your kernel to include PPP support).

Whilst DIP (the standard way of creating a SLIP connection) can be used to set up a PPP connection, DIP
scripts are generally quite complex. For this reason, this document does NOT cover using DIP to setup a P
connection.

Instead, this document describes the standard Linux PPP software (chat/pppd).

4.2. Linking two LANs or a LAN to the Internet using PPP

This document provides (basic) information on linking two LANs or a LAN to the Internet using PPP.

4.3. Using intuitive configuration tools to set up PPP

There are many tools used for configuring your PPP connection. This document will try to cover the most
common and easiest to use of said programs.

4.4, Setting up a PPP server

This document provides guidance on how to configure your Linux PC as a PPP server (allowing other peopl
to dial into your Linux PC and establish a PPP connection).

You should note that there are a myriad of ways of setting up Linux as a PPP server. This document gives
one method - that used by the author to set up several small PPP servers (each of 16 modems).

This method is known to work well. However, it is not necessarily the best method.

4.5. Using PPP over a direct null modem connection

This document provides a brief overview of using PPP to link two Linux PCs via a null modem cabile. It is
possible to link other OS's to Linux this way as well. To do so, you will need to consult the documentation
for the operating system you are interested in.

Chapter 4. Aims of this Document 7
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4.6. This document at present does NOT cover...

« Compiling the PPP daemon software See the documentation that comes with the version of pppd yo
are using.

« Connecting and configuring a modem to Linux (in detail) See the Serial-HOWTO and for modem
specific initialization, se&odem Setup Information for information that may help you to configure
your modem.

« Using DIP to make PPP connections. Use chat instead...

 Using socks or IP Masquerade. There are perfectly good documents already covering these two
packages.

» Using EQL to gang together two modems into a single PPP link. This is covered in the

Networking-HOWTO.

4.6. This document at present does NOT cover... 8
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Chapter 5. Software versions covered

This HOWTO assumes that you are using a Linux 1.2.x kernel with the PPP 2.1.2 software or
1.3.x/2.0.x/2.2.x kernel with the PPP 2.4.0 software.

This HOWTO will cover version 1.6.18 of KPPP.
This HOWTO will cover version 1.41 of WvDial.
This HOWTO will cover version 0.03 of PPPOE.
This HOWTO will cover version 1.18 of Linuxconf.

Please try to use the latest versions of software, as many bugs are fixed as time goes on.

Chapter 5. Software versions covered



Chapter 6. Other Useful/Important Documents

Users are advised to read :—

« The documentation that comes with the PPP package.

» The pppd and chat man pages; (use man chat and man pppd to explore these.)

» The Linux Network Administration Guide (NAG); s&ébe Network Administrators' Guide.

* The Net-2/3 HOWTO; seleinux Networking—HOWTO.

« Linux kernel documentation installed in /usr/src/linux/Documentation when you install
the Linux source code.

» The modem setup information page — Bemlem Setup Information.

» The excellent Unix/Linux books published by O'Reilly and Associates.GBBei(ly and Associates
On-Line Catalogue). If you are new to Unix/Linux, run (don't walk) to your nearest computer book
shop and invest in a number of these immediately!

* The PPP-FAQ maintained by Al Longyear, available ftonux PPP-FAQ. This contains a great
deal of useful information in question/answer format that is very useful when working out why PPP
is not working (properly).

» The growing number of Linux books from various publishing houses and authors; You are actively
encouraged to check the currency of these books. Linux development and distributions tend to evolv
fairly rapidly, whilst the revision of books move (generally) much more slowly! Buying an excellent
book (and there are many) that is now out of date will cause new users considerable confusion and
frustration.

« The documentation associated with the PPP tool(s) you are using The package specific
documentation, usually easily available, is often the most useful when dealing with a specific tool.

The best general starting point for Linux documentatidrhis Linux Documentation Project Home Page.
The HOWTO's tend to be revised reasonably regularly.

Whilst you can use this document to create your PPP link without reading any of these documents, you will
have a far better understanding of what is going on if you do so! You will also be able to address problems
yourself (or at least ask more intelligent questions on the comp.os.linux... newsgroups or Linux mailing lists)

These documents (as well as various others, including the relevant RFCs) provide additional and more
detailed explanation than is possible in this HOWTO.

If you are connecting a LAN to the Internet using PPP, you will need to know a reasonable amount about
TCP/IP networking. In addition to the documents above, you will find the O'Reilly books "TCP/IP Network
Administration" and "Building Internet Firewalls" of considerable benefit!

6.1. Useful Linux Mailing Lists

There are many Linux mailing lists that operate as a means of communication between users of many level
of ability. By all means subscribe to those that interest you and contribute your expertise and views.

A word to the wise: some lists are specifically aimed at "high powered" users and/or specific topics. Whilst

no-one will complain if you 'lurk’ (subscribe but don't post messages), you are likely to earn heated
comments (if not outright flames) if you post 'newbie' questions to inappropriate lists.

Chapter 6. Other Useful/Important Documents 10
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This is not because guru level users hate new users, but because these lists are there to handle the specific
issues at particular levels of difficulty.

By all means join the lists that offer open subscription, but keep your comments relevant to the subject of th
list!

A good starting point for Linux mailing lists isnux Mailing List Directory

Chapter 6. Other Useful/Important Documents 11
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Chapter 7. Easy Configuration Utilities for PPP
7.1. KPPP - The KDE PPP Dialer

http://devel-home.kde.org/~kppp/index.html

KPPP is an easy tool for configuring your PPP links. It comes with the default installation of KDE, and is
quite well integrated into that environment.

KPPP also has a good help system built in. If you just right click on the majority of the buttons in the
application, a menu will pop up with an item called "Quickhelp". Clicking it will give a quick summary of
whatever item you clicked on.

The opening screen of kppp will list any available connections, and allow you to specify a Login ID and
password for the connection. There is also a "Show Log Window" option. Selecting this will show a log
window. This can be handy if you are trying to debug a connection.

Connect to: l sadas j

Login ID: |

Password: ]

[~ Show Log Window

.....................................

Quit Setup l Help . Connect

For now, click on the "Setup" button. This will bring up the setup window. It has a series of tabs across the
top. Select the one called "Accounts". There will be a list of Accounts, if any.

Chapter 7. Easy Configuration Utilities for PPP 12
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Configuration

kppp

|Device |M0dem | PPP
— Account Setup
sadas
New...
Yiew Logs
oK Cancel

Select "New" from the right hand side. Another menu will pop up.

Connect to: I sadas j

Login ID: |

Password: |

[T Show Log Window

.....................................

Quit | Setup I Help . Connect |

First, specify a name for this connection in the "Connection Name" box. A good name would be the name of
your ISP. Then enter the phone number. Select the type of authentication. If your ISP hasn't specified
otherwise, leave it as "PAP". You can optionally store your password between sessions, but this may be a
security risk.

Click on the tab marked "IP". Here you have the option to configure your IP address, either a Dynamic or
Static address. You should know what kind you want, specified by your ISP. You can also optionally specify
that you wish to configure the hostname for this IP, which means that kppp will name your machine
according to the name given to it by your ISP.

Chapter 7. Easy Configuration Utilities for PPP 13
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B New Account

Click on the tab marked "DNS". Here you can set up DNS. Fill in the appropriate fields with the information
supplied from your ISP.

Chapter 7. Easy Configuration Utilities for PPP 14
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MNew Account

Dial [IP S IGateway |Login Script Accountingl

— DNS Servers

Domain Name: l

DNS IP Address: I

DNS Address List:

" Disable existing DNS Servers during Connection

oK Cancel

Click on the "Gateway" tab. Here you can configure your gateway, or router address. If a gateway or router
address was specified by your ISP, select "Static Gateway" and enter it in the box below. Otherwise leave tt
alone. The box marked "Assign the Default Route" should be checked.

Chapter 7. Easy Configuration Utilities for PPP 15
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MNew Account

Dial IIP |DNS Login Script | Accounting I

— Gateway Setup

' Default Gateway

—{ Static Gateway

[V &ssign the Default Route to this Gateway

oK Cancel

The "Login Script" tag is only useful if you specified "Login Script" authentication under the "Dial" tab. If
you need to use a Login Script, you can enter it here, as a series of commands. Select the type of commanc
you wish to use, followed by the argument, then click "Add". Click "Remove" to remove a selected commanc
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MNew Account

pial |IP | DNS | Gateway  Login Seript | Accounting |
— Edit Script

IExpect j |

add | |

oK Cancel

The "Accounting" tab allows you to track the number of bytes that you have sent and recieved for a given
connection. This can be useful if your ISP tracks the amount of data that you use, and perhaps charges you
based on that. If you wish to use accounting, click on the "Enable accounting” box. You can then select a
country, if you live in a country that has taxes, tariffs, or other charges based on data transfer. Otherwise, ju
select either "Bytes in", "Bytes in and out", or "Bytes out". For more information, consult the KPPP manual.
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MNew Account

Dial IIP |DNS |Gateway Login Script ~ Accounting I

— Accounting Setup

I” ‘Enable accounting:

Selected: |(hone)
Yolume accounting: No accounting j
OK Cancel

Click OK to finish the creation of this new account.
Now we'll cover the other tabs in the kppp configuration window.

The next one is "Device". It contains configuration information about your modem. You can select the
device, flow control, line termination, and connection speed. It is recommended that you leave these alone
unless otherwise specified by your ISP. You can also specify values for using a lock file for your modem
device(recommended) and a modem timeout. Modem timeout refers to the amount of time that kppp will wa
for your modem to respond.
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kppp Configuration

Accounts  :Device: |M0dem | PPP l Graph | About I
— Serial device

Modem Device: Ifdew’modem _v_l

Flow Contral: |crRTsCTS -

Line Termination: ICR El

Connection Speed: |57600 vl

Vv Use Lock File

Modem Timeout: 60 Seconds

oK Cancel

The "Modem" tab is mainly useful for debugging your modem. You can also adjust your modem volume. Fol
more information on these commands, consult the kppp documentation.

kppp Configuration

— hModem

Busy Wait: ID Seconds

Modem volume [ . .

hModem Commands

Query Modem

Terminal

OK Cancel

Next is the "PPP" tag. It contains many useful items for making kppp tailor fit to your needs. The "pppd
Timeout" field specifies how long kppp should wait for pppd to bring up a connection. The "Dock" option
states that kppp should recede into the KDE dock when it is connected. The "Automatic redial" specifies tha
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kppp should redial if it is disconnected. The "show clock™ option will display how time you have been
connected. The "Disconnect on X—server shutdown" means that if you leave KDE, PPP should shut down.
The "Quit on Disconnect" option will close kppp if you disconnect from your ISP. Finally, the "Minimize
window on connect" option will minimize kppp when it connects.

kppp Configuration

Accounts |Device |M0dem IGraph IAbout I

— kppp Setup

pppd Timeout: ISD Seconds

" Dock into Panel on Connect

[T Automatic Redial on Disconnect
v Show Clock on Caption

IV Disconnect on X-server shutdown
" Quit on Disconnect

IV Minimize Window on Connect

oK Cancel

The "Graph" tab is useful for kppp's throughput graphing. For more information on this feature, see kppp's
documentation.

Click Ok to leave this menu. Now ensure your connection is selected in the "Connect to:" box, and click
"connect”. You're all set!

7.2. WvDial — A command-line pppd driver

The WvDial homepage is here

WhvDial is a command-line pppd driver. It has two main components, wvdialconf and wvdial. Both must be
run as root.

First you must run wvdialconf. wvdialconf is generates a configuration file containing information on your
modem and ISP information. Running wvdialconf will probe your comm ports, looking for a modem, and
determine the capabilities of any modems it finds.

wvdialconf is invoked with the name of your wvdial configuration file— which is always /etc/wvdial.conf.
Here's what the output should look like.

[root@blah /root]# wvdialconf newconffile
Scanning your serial ports for a modem.
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ttyS1<*1>: ATQO V1 E1 —— OK

ttyS1<*1>: ATQO V1 E1 Z —— OK

ttyS1<*1>: ATQO V1 E1 S0=0 —— OK

ttyS1<*1>: ATQO V1 E1 S0=0 38;C1 —— OK

ttyS1<*1>: ATQO V1 E1 S0=0 38;C1 38;D2 —— OK

ttyS1<*1>: ATQO V1 E1 S0=0 38;C1 38;D2 S11=55 —— OK

ttyS1<*1>: ATQO V1 E1 S0=0 38;C1 38;D2 S11=55 +FCLASS=0 ——- OK
ttyS1<*1>: Modem ldentifier: ATI —— 28800

ttyS1<*1>: Speed 2400: AT —— OK

ttyS1<*1>: Speed 4800: AT —— OK

ttyS1<*1>: Speed 9600: AT —— OK

ttyS1<*1>: Speed 19200: AT —— OK

ttyS1<*1>: Speed 38400: AT —— OK

ttyS1<*1>: Speed 57600: AT —— OK

ttyS1<*1>: Speed 115200: AT —— OK

ttyS1<*1>: Max speed is 115200; that should be safe.

ttyS1<*1>: ATQO V1 E1 S0=0 38;C1 38;D2 S11=55 +FCLASS=0 —— OK
ttyS0<*1>: ATQO V1 E1 —— ATQO V1 E1 —— ATQO V1 E1 —- nothing.
Port Scan<*1>: S2 S3

Found a modem on /dev/ttyS1.
If your output looks different, check that your modem is plugged in, turned on, and connected to a com port.

Once you have run wvdialconf, you need to edit the /etc/wvdial.conf file to reflect the phone number to dial,
and your username and password. Open up /etc/wvdial.conf in your favorite text editor. It should look
something like this:

[Dialer Defaults]

Modem = /dev/ttyS1

Baud = 115200

Initl = ATZ

Init2 = ATQO V1 E1 S0=0 38;C1 38;D2 S11=55 +FCLASS=0
; Phone = 555-1212

; Username = my_login_name

; Password = my_login_password

Remove the *;" and fill in the appropriate fields— phone number, login name and password. Now you should
be all set to run wvdial.

Run wvdial. Assuming that you filled in your phone number, username, and password correctly, wvdial will
now dial your ISP. wvdial will not exit until the connection is terminated- you can do a Ctrl-C to terminate it.

wvdial is fairly new and untested software, so if you run into any problems along the way, you should contac
the authors. You can find their contact info on the homepage listed above.

7.3. rp3 — RedHat PPP dialer

A good page about rp3 is located here.
rp3 is available on any RedHat system running RedHat 6.2 or later. It is located on your GNOME menu

under Internet- called "Dialup Configuration Tool". It is perhaps the simplest to use of the tools this
HOWTO covers. When you start it up, it presents you with a screen that looks like this:
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Add New Internet Connection

Create a new Internet Connection

This dialog will help you set up a new Internet Connection.

You can hit cancel at any point to stop.

% Back || [ Next X Cancel

Click "Next". If rp3 can't find a modem, it will try to confiugre one. Select your modem from the list and
click next if this happens. You should see a screen asking for an "Account name" and a phone number. Ent:
your ISP's name and number in the appropriate fields. Click "Next".

rp3 will then ask you for your username and password. Enter them in the appropriate fields and click "Next".
Next rp3 will ask you if your ISP is named in a list. If it is, select it and click next. If not, select "Normal ISP"
and click next.

That's it! Click "Finish" to complete account creation.

To initiate a connection, go to the GNOME menu again, and look under Internet for "RH PPP Dialer". Click
on it. When asked for an interface, select "ppp0". This should bring up a small window. Right click on the
window, then on "Connect to ppp0". Wait a few seconds, and you're online! To disconnect, right click on the
window again, and then click "Disconnect". That's it.

7.4. Linuxconf — Universal (almost) Linux PPP dialer

Linuxconf homepage

For help at any time while using Linuxconf, just hit the help key. Linuxconf has contextual help menus for
most its functionality.

Linuxconf's PPP section is fairly simple. First of all, open up Linuxconf. This must be done as root. Here's a
shot of Linuxconf in action:
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GNOME-Linuxconf

L

E}E[}(Zonﬂg
—H Networking

B Client tasks
— Basic host information
— Name server specification (DNS)
B Routing and gateways
Set Defaults
Set other routes to networks
Set other routes to hosts
Set routes to alternate local nets
Configure the routed daemon
— Host name search path
— Network Information System (NIS)
— IPX interface setup
— PPP/SLIP/PLIP
B Server tasks

E Exported file systems (NFS)
&

IP aliases far virtual hosts
+- Mail delivery system (sendmail)
R Basic AT

Quitl Act/Changes | Help |

Click on the box next to "Config", then the box on "Networking", then the box next to "Client tasks". You
should see an entry called "PPP/SLIP/PLIP". Click on that. On the right hand side of Linuxconf, you should
now see a box called "PPP/Slip/Plip configurations". There should be an area below that, listing existing PP!
devices(if any) and three buttons below that.

= GNOME-Linuxconf =lBX]
E’E[}Cﬁgimkmg 3| (PPRrsiinPiip configurations |
B Client tasks
— Basic host information Logical device IConﬂguration name |
— MName server specification (DNS) ppp0
B Routing and gateways ppp

Set Defaults

Set other routes to networks

Set other routes to hosts

Set routes to alternate local nets ;

Configure the routed daemon Quuit I Add | Help I
— Host name search path
— MNetwork Information System (NIS)
— IPX interface setup
- PPP/SLIP/PLIP
B+ Server tasks

E Exported file systems (NFS)

IP aliases for virtual hosts
Mail delivery system (sendmail)
R Basic

Quit| ActChanges | Help |
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Click "Add" to add a new connection. It will then ask you to select a type of interface. Make sure "PPP" is
selected, then press Accept.

GNOME-Linuxconf

Bg}Fﬁlgiiorking 3 Type of interface PPP interface ppp1 ||~J
B Client tasks :
— Basic host information Phone number
— Name server specification (DNS) Madem port rdev/modem _f_'
B Routing and gateways
Set Defaults _| Use PAP authentication
Set other routes to networks Login name |

Set other routes to hosts
Set routes to alternate local nets FEERRI |
Configure the routed daemon
— Host name search path Hcceptl Cancel I Customize | Help I
— Network Information System (NIS)
— IPX interface setup

— PPP/SLIP/PLIP

B Server tasks

— Exported file systems (NF3)

— IP aliases for virtual hosts

B Mail delivery system (sendmail)
R Basic /

Quit | Act/Changes | Help I

In this box, there are fields for phone number, modem, username and password. Enter the appropriate
information into the appropriate fields, and you should be configured.

To bring up the PPP link, open the "Control" tab on the left hand side, then go to "Control Panels", then

"Control PPP/SLIP/PLIP Link". You should see a list of PPP devices. Click on the one you just made. A
guestion will pop up, asking you if you wish to activate the connection. Click "Yes".
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GNOME-Linuxconf

1

L default boot mode PPP/SLIP/PLIP connection control |~..I -
E)E'_Control
- Control panel You are allowed to activate/deactivate
— Activate configuration PPP, SLIP and PLIP link
— Shutdown/Reboot .
— Control service activity Logical device |Configuration name |Status I
B Mount/Unmount file systems
Control configured local drives PPpRO
IE Control configured nfs volumes PppT
Mount other NFS file systems
— Configure superuser scheduled tasks

— Archive configurations :
— Switch system profile Quit Help
— Control PPP/SLIP/PLIP links —‘ —'I
B Control files and systems

— Configure all configuration files

— Configure all commands and daemons

— Configure file permission and ownership
— Configure Linuxconf modules Y|

T anficnurva cuctam nrvafilae /

Quitl Act/Changes | Help |

There are also advanced configuration options, such as modem speed, connect scripts and etc. If you need
configure any of that, go back to the place where you originally configured the link, and click on the link you
wish to customize. It should bring up a screen with four tabs: Hardware, Communication, Networking,and
PAP.

It is advisable to not change any of these options unless you are specifically told to do so by your ISP or
modem vendor. Most of them will work just fine without any additional configuration.

Linuxconf also has command line tools for use in bringing your PPP connection up and down:
 netconf ——connect pppsetup [-—fore] This will bring the link up. The optional ——fore means that it
remains in the foreground. Otherwise it will terminate either if the connection is successful or if it

fails. It will return O if successful, higher if otherwise.

 netconf ——dialctl This will display all the available connections and their status.
 netconf ——disconnect pppsetup This will disconnect the link.
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There are any number of reasons that your connection does not work — chat has failed to complete correctly
you have a dirty line, etc. So check your syslog for indications.

8.1. | have compiled PPP support into the kernel, but...

A very common problem is that people compile PPP support into the kernel and yet when they try to run
pppd, the kernel complains that it does not support ppp! There are a variety of reasons this can occur.

8.1.1. Are you booting the right kernel?

Whilst you have recompiled your kernel to support ppp, you are not booting the new kernel. This can happe
if you do not update /etc/lilo.conf and rerun lilo.

A good check on the kernel can be obtained by issuing the command uname —a, which should produce a
line like:—

Linux archenland 2.0.28 #2 Thu Feb 13 12:31:37 EST 1997 i586

This gives the kernel version and the date on which this kernel was compiled — which should give you a
pretty good idea of what is going on.

8.1.2. Did you compile ppp kernel support as a module?

If you compiled your kernel ppp support as a module, but did not make and install the modules, then you ca
get this error. Check the kernel-HOWTO and the README file in /usr/src/linux!

Another module connected possibility is that you are expecting required modules to be automatically loaded
but are not running the kerneld daemon (which auto—loads and unloads modules on the fly). Check the
kerneld mini—-HOWTO for information on setting up kerneld.

8.1.3. Are you using the correct version of PPP for your
kernel?

You must use ppp-2.2 with kernel version 2.0.x. You can use ppp-2.2 with kernel version 1.2.x (if you patcl
the kernel), otherwise you must use ppp-2.1.2.
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8.1.4. Are you running pppd as root?

If you are not running pppd as the root user (and pppd is not suid to root), you can receive this message.

8.2. My modem connects but ppp never starts up

There are innumerable variations on this (take a look in comp.os.linux...).

A VERY common mistake is that you have mistyped something in your scripts. The only thing to do here is t
make sure you are logging the chat conversation between you Linux PC and the server into your syslog
(/var/log/messages) and then go through this line by line to make sure there are no mistakes.You may need
dial into the ppp server manually to check things out again.

You need to check the log against the actual prompts very carefully — and bear in mind that we humans hav
a tendency to read what we THINK we have typed — not what is actually there!

8.3. The syslog says "serial line is not 8 bit clean”

There are variations on this too — such as serial line looped back etc., and the cause can be one (or
a sequence) of a number of things.

To understand what is going on here, it is necessary to grasp a bit of what is going on behind the scenes in
pppd itself.

When pppd starts up, it sends LCP (link control protocol) packets to the remote machine. If it receives a vali
response it then goes on to the next stage (using IPCP — IP control protocol packets) and only when this
negotiation completes is the actual IP layer started so that you can use the PPP link.

If there is no ppp server operating at the remote end when your PC sends Icp packets, these get reflected b
the login process at the far end. As these packets use 8 bits, reflecting them strips the 8th bit (remember,
ASCIl is a 7 bit code). PPP sees this and complains accordingly.

There are several reasons this reflection can occur.

8.3.1. You are not correctly logging into the server

When your chat script completes, pppd starts on your PC. However, if you have not completed the log in
process to the server (including sending any command required to start PPP on the server), PPP will not ste

So, the Icp packets are reflected and you receive this error.

You need to carefully check and correct (if necessary) your chat script (see above).
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8.3.2. You are not starting PPP on the server

Some PPP servers require you to enter a command and/or a RETURN after completing the log in process
before the remote end starts ppp.

Check your chat script (see above).

If you log in manually and find you need to send a RETURN after this to start PPP, simply add a blank
expect/send pair to the end of your chat script (an empty send string actually sends a RETURN).

8.3.3. The remote PPP process is slow to start

This one is a bit tricksy!

By default, your Linux pppd is compiled to send a maximum of 10 lcp configuration requests. If the server is
a bit slow to start up, all 10 such requests can be sent before the remote PPP is ready to receive them.

On your machine, pppd sees all 10 requests reflected back (with the 8th bit stripped) and exits.
There are two ways round this:—

Add "lcp—max-configure 30" to your ppp options. This increases the maximum number of Icp
configure packets pppd sends before giving up. For really slow server, you may need even more than this.

Alternatively, you can get a bit tricksy in return. You may have noticed that when you logged in by hand to
the PPP server and PPP started there, the first character of the ppp garbage that appears was always the ti
character (U).

Using this knowledge we can add a new expect/send pair to the end of the chat script which expects a
tilde and sends nothing. This would look like:-

Note: as the tilde character has a special meaning in the shell, it must be escaped (and hence the leading
backslash).

8.4. Default route not set

If pppd refuses to set up a default route, it is because (quite correctly) it refuses to remove/replace an existir
default route.

The usual reason that this error occurs is that some distributions set up a default route via your Ethernet car
as opposed to setting up a specific network route.
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See the Linux NAG and the Net2/3 HOWTOs for information on correctly setting up your Ethernet card and
associated routes.

An alternative to this is that your LAN uses a gateway/router already and your routing table has been set up
to point the default route at this.

Fixing up this last situation can require a fair bit of IP networking knowledge and is beyond the scope of this
HOWTO. It is suggested you obtain some expert advice (via the news groups of from someone locally you
can ask).

8.5. Other Problems

There are many reasons apart from these that ppp fails to connect and/or operate properly.

Look in the PPP FAQ (which is really a series of questions and answers). This is a very comprehensive
document and the answers ARE there! From my own (sad) experience, if the answer to your problems is no
there, the problem is NOT ppp's fault! In my case | was using an ELF kernel that | had not upgraded to the
appropriate kernel modules. | only wasted about 2 days (and most of one night) cursing what had been a
perfect PPP server before the light dawned!
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Chapter 9. Overview of what has to be done to get
PPP working as a client
This document contains a great deal of information — and with each version it grows!

As a consequence, this section aims to provide a concise overview of the actions you will need to take to ge
your Linux system connected as a client to a PPP server.

9.1. Obtaining/Installing the software

If your Linux distribution does not include the PPP software, you will need to obtain thighiedomux PPP
daemon.

Select the latest possible version(2.4.0 at the time of this writing.)

The PPP package contains instructions on how to compile and install the software so this HOWTO does not

9.2. Compiling PPP support into the kernel

Linux PPP operations come in two parts
 the PPP daemon mentioned above
* kernel support for PPP
Most distributions seem to provide PPP kernel support in their default installation kernels, but others do not.

If at boot your kernel reports messages like

PPP Dynamic channel allocation code copyright 1995 Caldera, Inc.
PPP line discipline registered.

your kernel does have PPP support compiled in.

That said, you may want to compile your own kernel, whatever your distribution, to provide the most
efficient use of system resources given your particular hardware configuration. It is worth remembering that
the kernel cannot be swapped out of memory and so keeping the kernel as small as possible has advantage
on a memory limited machine.

This document provides minimal kernel re—compilation instructions at sechiapter 10.

For greater detail, see the Kernel-FHOWTQlé Linux Kernel HOWTO
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9.3. Obtaining information from your ISP

There are an almost infinite number of ways in which a PPP server can be set up. In order to connect to yoL
ISP (or corporate PPP server to access your intranet), you will need to obtain information on how the PPP
server operates.

Because you are using Linux, you may have some difficulty with some ISP help desks (and work site based
PPP intranet servers) which know only about MS Windows clients.

However, a rapidly growing number of ISPs use Linux to provide their service — and Linux is also
penetrating the corporate environment as well, so you may be lucky if you do strike problems.

SectionChapter 11 tells you what you need to know about the PPP server to which you are going to connect
- and how to find out the information you need to know.

9.4. Configuring your modem and serial port

In order to connect to a PPP server and to obtain the best possible data transfer rate, your modem needs to
configured correctly.

Similarly, the serial ports on your modem and computer need to be set up correctly.

SectionChapter 12 provides information on this.

9.5. Setting up Name to Address Resolution (DNS)

In addition to the files that run PPP and perform the automated log in to the PPP server, there are a number
text configuration files that have to be set up for your computer to be able to resolve names like
www.interweft.com.au to the IP address that is actually used to contact that computer. These are:-

« /etc/resolv.conf
* /etc/host.conf

SectionChapter 13 for details on setting this up.
In particular, you do NOT need to run a name server on your Linux PC in order to connect to the Internet

(although you may wish to). All you need is to know the IP number of at least one name server that you can
use (preferably one at your ISPs site).
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9.6. PPP and root Privileges

As establishing a PPP link between you Linux computer and another PPP server requires manipulation of
network devices (the PPP interface is a network interface) and the kernel routing table, pppd requires root
privileges.

For details on this, see sectiGhapter 14.

9.7. Checking your distribution PPP Files and setting up
the PPP Options

There are a number of configuration and dialer files that need to be set up to get PPP operational. There are
examples as part of the PPP distribution and this section shows what files you should have:-

letc/ppp/options
letc/ppp/scripts/ppp—on
letc/ppp/scripts/ppp—on-dialer
letc/ppp/options.tpl

You may need to create some additional files depending on exactly what you are aiming to achieve with
PPP:-

letc/ppp/options.ttyXX

letc/ppp/ip—up
letc/ppp/pap—secrets
letc/ppp/chap-secrets

In addition, the PPP daemon can use a large number of command line options and it is important to use the
right ones; so this section takes you through the standard PPP options and helps you choose the options ya
should use.

For details on this, séehapter 15.

9.8. If your PPP server uses PAP (Password Authentication
Protocol)

Many ISPs and corporate PPP servers use PAP. If your server does not require you to use PAP (if you can
in manually and receive the standard user name/password text based prompts it does not use PAP), you ca
safely ignore this section.
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Instead of logging into such a server using a user name and password when prompted to enter them by the
server, a PPP server using PAP does not require a text based login.

The user authentication information instead is exchanged as part of the link control protocol (LCP), which is
the first part of establishing a PPP link.

SectionChapter 16 provides information on the files you need to set up to establish a PPP link using PAP.

9.9. Connecting to the PPP server by hand

Having set up the basic files, it is a good idea to test these by connecting (using minicom or seyon) and
starting pppd on your Linux PC by hand.

See Sectiohapter 17 for full details of setting this up.

9.10. Automating your PPP Connection

Once you are able to log in by hand, you can now move to setting up a set of scripts that will automate the
establishment of the connection.

SectionChapter 18 covers setting up the necessary scripts, with considerable attention paid to chat and
scripting the login process to the PPP server.

This section discusses scripts for user name/password authentication as well as scripts for PAP/CHAP
authenticating servers.

9.11. Shutting down the link

Once your link is up and working, you need to be able to deactivate the link.

This is covered in Sectig@hapter 20.

9.12. If you have problems
Many people have problems getting PPP to work straight away. The variation in PPP servers and how they
require you to set up the connection is enormous. Similarly, there are many options to PPP — and some

combinations of these just do not work together, ever.

In addition to the problems of logging in and starting the PPP service, there are problems with the modems
and the actual telephone lines as well!

SectionChapter 8 provides some basic information about common errors, how to isolate these and fix them.

This is NOT intended to provide more than just the basics. Al Longyear maintains the PPP-FAQ which
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contains much more information on this topic!

9.13. After the link comes up

Once a PPP link is operational (specifically, once the IP layer is operational), Linux PPP can automatically
run (as the root user), a script to perform any function you can write a script to accomplish.

SectionChapter 25 provides information on the /etc/ppp/ip—up script, the parameters it receives from
PPP, and how to use it to do things like, acquire your email from your ISP account, send any queued email
waiting transmission on your machine and such.

9.14. Problems with standard IP services on a Dynamic IP
number PPP link

As noted in the introduction, dynamic IP numbers affect the ability of your Linux PC to act as a server on the
Internet.

SectionChapter 23 provides information on the (main) services affected and what you can do (if anything) to
overcome this.

9.15. Maintaining a permanent connection to the net with
pppd.

If you are fortunate enough to have a semi permanent connection to the net and would like to have your
machine automatically redial your PPP connection if it is lost then here is a simple trick to do so.

Configure PPP such that it can be started by the root user by issuing the command:

# pppd

Be sure that you have the "—detach' option configured in your /etc/ppp/options file. Then, insert the
following line into your /etc/inittab file, down with the getty definitions:

pd:23:respawn:/usr/shin/pppd

This will cause the init program to spawn and monitor the pppd program and automatically restart it if it dies.
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In order to use PPP, your Linux kernel must be compiled to include PPP support. Obtain the Linux source
code for your kernel if you do not already have this — it belongs in /usr/src/linux on Linux's standard
file system.

Check out this directory — many Linux distributions install the source tree (the files and subdirectories) as
part of their installation process.

At bootup, your Linux kernel prints out a great deal of information. Amongst this is information about PPP
support and if the kernel includes it. To view this information, look at your syslog file or use

dmesg | less

to display the information to the screen. If your kernel includes PPP support, you will see lines like

PPP Dynamic channel allocation code copyright 1995 Caldera, Inc.
PPP line discipline registered.

(this is for the Linux 2.x.x kernel series).

Linux kernel sources can be obtained by ftp from sunsite.unc.edu or its mirror sites.

10.1. Installing the Linux Kernel source

The following are brief instructions for obtaining and installing the Linux kernel sources. Full information
can be obtained fromhe Linux Kernel HOWTO.

In order to install and compile the Linux kernel, you need to be logged in as root.

1. Change directory to the /usr/src directory cd /usr/src.

2. Check in /usr/src/linux to see if you already have the sources installed.

3. If you don't have the sources, get them fildnmux kernel source directory or your nearest mirror.
Select the appropriate directory- v2.0 if you are running a 2.0.x kernel, or v2.2 if you are running a
2.2.x kernel. If you are looking for earlier versions of the kernel (such as 1.2.X), these are kept in Olc
Linux kernel source directory.

4. Choose the appropriate kernel — usually the most recent one available is what you are looking for.
Retrieve this and put the source tar file in /usr/src. Note: a 'tar' file is an archive — possibly
compressed (as are the Linux kernel source tar files) containing many files in a number of directories
It is the Linux equivalent of a DOS multi—-directory zip file.

5. If you already have the Linux sources installed but are upgrading to a new kernel, you must remove
the old sources. Use the command rm —rf /usr/src/linux.

6. Now uncompress and extract the sources using the command tar xzf
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linux—X.X.XX.tar.gz where "X.X.XX" is the version of the kernel you downloaded.

7. Now, cd /usr/src/linux and read the README file. This contains an excellent explanation
of how to go about configuring and compiling a new kernel. Read this file, (it's a good idea to print it
out and have a copy handy whilst you are compiling until you have done this enough times to know
your way around).

10.2. Knowing your hardware

You MUST know what cards/devices you have inside your PC if you are going to recompile your kernel!!!
For some devices (such as sound cards) you will also need to know various settings (such as IRQ's, 1/O
addresses and such).

10.3. Kernel compilation — the Linux 1.2.13 kernel

To start the configuration process, follow the instructions in the README file to properly install the sources.
You start the kernel configuration process with...

make config

In order to use PPP, you must configure the kernel to include PPP support (PPP requires BOTH pppd AND
kernel support for PPP).

PPP (point-to—point) support (CONFIG_PPP) [n] y

Answer the other make config questions according to the hardware in your PC and the features of the Linux
operating system you want. Then continue to follow the README to compile and install your new kernel.

The 1.2.13 kernel creates only 4 PPP devices. For multi— port serial cards, you will need to edit the kernel
PPP sources to obtain more ports. (See the README.linux file that comes as part of the PPP-2.1.2
distribution for full details of the simple edits you need to make).

Note: the 1.2.13 configuration dialogue does NOT allow you to go backwards — so if you make a mistake in
answering one of the questions in the make config dialogue, exit by typing CTRL C and start again.
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10.4. Kernel compilation — the Linux 1.3.x, 2.0.x, and 2.2.X
kernels

For Linux 1.3.x, 2.0.x, and 2.2.x you can use a similar process as for Linux 1.2.13. Again, follow the
instructions in the README file to properly install the sources. You start the kernel configuration process
with...

make config

However, you also have the choice of...

make menuconfig

This provides a menu based configuration system with online help that allows you to move backwards and
forwards in the configuration process.

There is also a highly recommended X windows based configuration interface...

make xconfig

You can compile PPP support directly into your kernel or as a loadable module.

If you only use PPP some of the time that your Linux machine is operating, then compiling PPP support as ¢
loadable module is recommended. Using 'kerneld', your kernel will automatically load the module(s) requirec
to provide PPP support when you start your PPP link process. This saves valuable memory space: no part c
the kernel can be swapped out of memory, but loadable modules are automatically removed if they are not i
use.

To do this, you need to enable loadable module support:—

Enable loadable module support (CONFIG_MODULES) [Y/n/?] y

To add PPP kernel support, answer the following question:-

PPP (point-to—point) support (CONFIG_PPP) [M/n/y/?]

For a PPP loadable module, answer M, otherwise for PPP compiled in as part of the kernel, answer Y.
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Unlike kernel 1.2.13, kernel 2.0.x creates PPP devices on the fly as needed and it is not necessary to hack
sources to increase available PPP device numbers at all.

10.5. Note on PPP-2.x and /proc/net/dev

If you are using PPP-2.x, you will find that a side effect of the 'on the fly' creation of the PPP devices is that
no devices show up if you look in the /proc/net file system until a device is created by starting up pppd:-

[hartr@archenland hartr]$ cat /proc/net/dev

Inter-| Receive | Transmit

face |packets errs drop fifo frame|packets errs drop fifo colls carrier
lo: 92792 0 0 0O O 92792 0 O O O O

eth0: 621737 13 13 0 23 501621 0 O 0 1309 O

Once you have one (or more) ppp services started, you will see entries such as this (from a ppp server):—-

[root@kepler /root]# cat /proc/net/dev

Inter-| Receive | Transmit

face |packets errs drop fifo frame|packets errs drop fifo colls carrier
l0:428021 0O O O 0O 428021 0 O O O O
eth0:4788257 648 648 319 650 1423836 0 0 O 4623 5
ppp0: 2103 3 3 0 0O 2017 0 0 O 0O O

pppl: 10008 0 0 O O 8782 0 0O O O O

ppp2: 305 0 0 0 O 297 0 0 O O O
ppp3: 6720 7 7 0 O 7498 0 0 O 0O O
ppp4: 118231 725 725 0 0 117791 0 0 O 0 O
ppp5: 38915 5 5 0 0 28309 0 0 0 0 O

10.6. General kernel config considerations for PPP

If you are setting up your Linux PC as a PPP server, you must compile in IP forwarding support. This is also
necessary if you want to use Linux to link to LANs together or your LAN to the Internet.

If you are linking a LAN to the Internet (or linking together two LANSs), you should be concerned about
security. Adding support for IP fire walls to the kernel is probably a MUST!

You will also need this if you want to use IP masquerade to connect a LAN that uses any of the above
mentioned 'unconnected’ IP network numbers.

To enable IP Masquerade and IP fire walling, you MUST answer yes to the first question in the make
config process:—
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Prompt for development and/or incomplete code/drivers (CONFIG_EXPERIMENTAL)?

Whilst this may sound a bit off-putting to new users, many users are actively using the IP Masquerade and
fire walling features of the Linux 2.0.x or 2.2.x kernels with no problems.

Once you have installed and rebooted your new kernel, you can start configuring and testing your PPP link(
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about the PPP server

Before

you can establish a PPP connection with a server, you need to obtain the following information (from

the sysadmin/user support people of the PPP server):-

The telephone number(s) to dial for the service If you are behind a PABX. You also need the PABX
number that gives you an outside dial tone - this is frequently digit zero (0) or nine (9).

Does the server use DYNAMIC or STATIC IP numbers? If the server uses STATIC IP numbers,
then you may need to know what IP number to use for your end of the PPP connection. If your ISP i
providing you with a subnet of valid IP numbers, you will need to know the IP nhumbers you can use
and the network mask (netmask). Most Internet Service Providers use DYNAMIC IP numbers. As
mentioned above, this has some implications in terms of the services you can use. However, even if
you are using STATIC IP numbers, most PPP servers will never (for security reasons) allow the
client to specify an IP number as this is a security risk. You do still need to know this information!
What are the IP numbers of the ISPs Domain Name Servers? There should be at least two, althougt
only one is needed. There could be a problem here. The MS Windows 95 PPP setup allows the DNS
address to be passed to the client as part of its connection process. So your ISP (or corporate help
desk) may well tell you you don't need the IP address of the DNS server(s). For Linux, you DO need
the address of at least one DNS. The linux implementation of PPP does not allow the setting of the
DNS IP number dynamically at connection time — and quite possibly will never do so. Note: whilst
Linux (as a PPP client) cannot accept the DNS address from a server, it can, when acting as a serve
pass this information to clients using the dns—addr pppd option.

Does the server require the use of PAP/CHAP? If this is the case you need to know the "id" and
"secret" you are to use in connecting. (These are probably your user name and password at your
ISP).

Does the server automatically start PPP, or do you need to issue any commands to start PPP on the
server once you are logged in? If you must issue a command to start PPP, what is it?

Is the server a Microsoft Windows NT system and, if so, is it using the MS PAP/CHAP system?
Many corporate LANs seem to use MS Windows NT this way for increased security.

Carefully note down this information — you are going to use it!
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Chapter 12. Configuring your modem and serial
port

You should make sure that your modem is correctly set up and that you know which serial port it is
connected to.

Remember...

* DOS coml: = Linux /dev/cua0 (and /dev/ttyS0)
* DOS com2: = Linux /dev/cual (and /dev/ttyS1) et cetera

It is also worth remembering that if you have 4 serial ports, the standard PC set up is to have com1 and con
share IRQ4 and com2 and com4 share IRQ3.

If you have devices on standard serial ports that share an IRQ with your modem you are going to have
problems. You need to make sure that your modem serial port is on its own, unique IRQ. Many modern seri;
cards (and better quality motherboard serial ports) allow you to move the IRQ of the serial ports around.

If you are running Linux kernel 2, you can check the in—use IRQs using cat /proc/interrupts, which
will produce output like

0: 6766283 timer

1 91545 keyboard

2: 0 cascade

4 156944 + serial

7: 101764 WD8013

10: 134365 + BusLogic BT-958
13: 1 math error

15: 3671702 + serial

This shows a serial port on IRQ4 (a mouse) and a serial port on IRQ15 (the permanent modem based PPP
link to the Internet. (There is also a serial port on com2, IRQ3 and com4 is on IRQ14, but as they are not in
use, they do not show up).

Be warned - you need to know what you are doing if you are going to play with your IRQs! Not only do you
have to open up you computer, pull out cards and play with jumpers, but you need to know what is on which
IRQ. In my case, this is a totally SCSI based PC, and so | can disable the "on motherboard" IDE interfaces
that normally use IRQ14 and 15!

You should also remember that if your PC boots other operating systems, moving IRQs around may well
mean that OS cannot boot properly — or at all!

If you do move your serial ports to non-standard IRQs, then you need to tell Linux which IRQ each port is
using. This is done using " setserial" and is best done as part of the boot process in rc.local or

rc.serial which is called from rc.local or as part of the SysV initialization. For the machine

illustrated above, the commands used are...
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/bin/setserial —b /dev/ttyS2 IRQ 11
/bin/setserial —b /dev/ttyS3 IRQ 15

However, if you are using serial modules dynamically loaded, when required by the kerneld process, you
cannot set and forget the IRQs, (etc.) once at boot time. This is because if the serial module is unloaded,
Linux forgets the special settings.

So, if you are loading the serial module on demand, you will need to reconfigure the IRQs, (etc.) each time
the module is loaded.

12.1. A note about serial