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become increasingly labor intensive. However, the Election Problems section and
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the lllustrative Risks section are now up-to-date as of 6 March 2014. For other
recent items, try the search engine at http://www.risks.org. Also, the ACM
SIGSOFT Software Engineering Note&2HN have for many years contained

highlights of items from online RISKS, along with one-liners of additional items of2

note. All of theSENissues are now online: http;//www.sigsoft.org/SEN/
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1.39 The Proper Role of Technology?
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2.1 Books

2.2 Inside Risks Columns

1995 is summarized in my Computer-Related Risks book (see be&#N.

?Some incidents are well documented, while others need further study. A few are «
4uestionable authenticity, and are noted as such (“bogus???”). Please send me
corrections and new cases, along with suitable references. This document is

updated at least quarterly and is browsable on-line
6 (ftp://ftp.CSL.sri.com/neumann/illustrative.html
Otfried Cheong’s Hyperlatex). [Hyperlatex is wonderful Free Software:

http://www.cs.uul.nl/"otfried/Hyperlatex).] This document is also printable in a

8 two-column 8-point format (illustrative.pdf and illustrative.ps).
12

13 SEN regular issues, by year, volume&number
3 .1976,vol 1: #1 = May; #2 = Oct

l4year 1977 78 79 80 81 82 83 84 85

14 volume 2 3 4 5 6 7 8 910
16 Jan # 1 1 1 1 1 1 1 1
18 Apr #3 2 2 2 2 2 2 2 2

Jul #4 3 3 3 3 3 3 4 3
18 Oct # 4 4 4 5 4 5 5 5

19
.year 1986 87 88 89 90 91 92 93 94
19 volume 11 12 13 14 15 16 17 18 19

19Jan # 1 1 1 1 1 1 1 1
2lpapr #2 2 2 2 2 2 2 2 2
22 Jul #3 3 3 5 3 3 3 3 3
Oct #5 5 4 6 5 4 4 4 4
23
241995,vol20: #1=Jan; 2=Apr; 3=Jul; 5=Dec
..1996,vol21: #1=Jan; 2=Mar; 4=Jul; 5=Sep
26..1997,vol22: #1=Jan; 2=Mar; 4=Jul; 5=Sep
31..1998,vol23: #1=Jan; 3=May; 4=Jul; 5=Sep
32..1999,voI24: #1=Jan; 3=May; 4=Jul
..2000,volI25: #1=Jan; 2=Mar; 3=May; 4=Jul
46 ..2001,v0I26: #1=Jan; 2=Mar; 4=Jul; 6=Nov
47 --2002,v0I27: #1=Jan; 2=Mar; 3=May; 5=Sep
..2003,volI28: #2=Mar; 3=May; 4=Jul; 6=Nov
48.2004,vol29: #2=Mar; 3=May; 5=Sep; 6=Nov
53005,vol30: #1=Jan; 2=Mar, 3=May; 4=Jul; 6=Nov
..2005,vol31: #1=Jan; 2=Mar; 3=May; 4=Jul; 6=Nov
55.2006,v0I32: #1=Jan; 2=Mar; 3=May; 4=Jul; 5=Sep; 6=Nov
572007,vo0l33: #1=Jan; 2-Mar; 3=May; 4=Jul; 5=Sep; 6=Nov
..2008,volI34: #1=Jan; 2-Mar; 3=May; 4=Jul; 5=Sep; 6=Nov

his list summarizes items that have appeared in the Internet Risks Forum Diges
RISKS) — which | moderate (comp.risks newsgroup) — and/or published ACM
SIGSOFTSoftware Engineering Not¢SEN). In this collection of mostly one-liner
summaries, (R i j) denotes RISKS volume i issue j; (S vol no:page) denotes an iss
of SEN, where there has been one volume per year, with vol 33 being the year
2008; page numbers are given fairly regularly from 1993 on; (SAC vol no)
indicates an item in the quarterly SIGSAC Security and Control Review, where vo
16 is 1998, which was the final volume. The RISKS-relev&BN material prior to

material is now being brought on-line by Will Tracz: http://www.acm.org/sigsoft

courtesy of



..2009,voI35: #1=Jan; 2-Mar; 3=May; 4=Jul; 5=Sep; 6=Nov a = Event attributed to animal(s)

..2010,volI36: #1=Jan; 2-Mar; 3=May; 4=Jul; 5=Sep; 6=Nov | = Insider; O =Outsider; A = InadequatAuthentication Access control, or
..2011,voI37: #1=Jan; 2-Mar; 3=May; 4=Jul; 5=Sep; 6=Nov Accountability

..2012,v0lI38: #1=Jan; 2-Mar; 3=May; 4=Jul; 5=Sep; 6=Nov d = SystenDevelopment problems

..2013,volI38: #1=Jan; 2-Mar; 3=May; 4=Jul; 5=Sep; 6=Nov e = ImpropetEvolution/maintenance/upgrade. (H,h,i,f,d,e involve human foibles.)
..2014,volI38: #1=Jan; 2-Mar; 3=May; 4=Jul; 5=Sep; 6=Nov r = Problems wittRequirements for system or operation (including the overall

system concept)
f = Flaws (orFeatures in design, or hardware/software implementation)

Read the Risks Forum as comp.risks if you can, or send e-mail to i = Mis| nterpretation/confusion/human errors at a man-systesrface;

risks-request@csl.sri.com for a subscription, single text line "subscribe” (a enddocumentation problems
STeq o ’ ption, sing e e PPENS = HardwareMalfunction attributable to system deficiencies, the physical
desired address only if not your From: address), or “info" for info. Send

o . . ) . . environment, acts of God, etc.
contrlbuthns to r|sk§@CSL.sr|.com; Archlve_s are available at http‘”WWW'”Sks'(R}igi Malfunction or misuse specifically due to electronic or other interference
which redirects to Lindsay Marshall's Web site at Newcastle + = Beneficial; - = problematic with none of the above categories
http://catless.ncl.ac.uk/Risks/, including a nice search facility. Specific issues C%-SI = This item’ is also listed in another category
be read directly abttp://catless.ncl.ac.uk/Risks/l.J.html
[where I=volume#, J=issue#]. SRI's archive is at
ftp://ftp.sri.com/risks or by "ftp ftp.sri.com", "login anonymous", "cd H H
risks" (which gets the "dir" for the current volume, and "cd i" then gets you into thel CO”eCted Items LISted by Categorles
subdirectory for noncurrent volume i). An Australian mirror is at .
http://the.wiretapped.net/security/textfiles/risks-digest/. “Inside Risks” distills som¢.1 ~ Recent yet-to-be-merged items
of the discussion into a monthly inside-back-cover column inGbenmunications

of the ACM.The list of columns to date is given at the end of this document. $ Destia (EconoPhone) terminates all service (R 21 37)

) ) *SM UK trials of GPS controlled car speeds (R 21 22-23)
My book (Peter G. NeumanGomputer-Related Riskéddison-Wesley (ISBN  v(m/f?) Canadian grocery chain Sobeys’ software crash lasts 5 days (R 21 22)
0-201-55805-X) and ACM Press (ACM Order 704943), 1995) summarizes manyfafiniversity of Washington server crash leaves thousands of students unable to
these cases and provides additional analysis. (A few errata for the first three register for classes (R 22 38)
printings are on my Wet_) page, nc_)ted above.) Most of the (_S vol no) items !isteq Risks of not-quite-identical keyboard layouts (R 21 26)
below forno < 20 are discussed in the book; more recent items generally inclugf United Airlines Web site for one hour accidentally offered SFO-Paris round trips
the relevant on-line (R ij) references. If you cannot find the book in a bookstore, ifor cost of taxes and fees only (roughly $30 instead of $300) (R 21 24-25)
is on amazon.com, or call A-W within the U.S. at 1-800-822-6339 — or if you are Japanese modem misdialing seemingly at random in pulse-dial mode (R 21 25)

outside of the U.S., 1-617-944-3770 and ask for International Orders. The bookisEoExchange shuts down free ad-supported services without warning; customer
now also available in Japanese (ISBN 4-89471-141-9). Instead of trying to produggta lost (R 21 32)

a second edition in the face of a massive influx of new RISKS cases, the fourthjgnd virtual-parrot squawks confuse firemen (S 26 6:10, R 21 46)
fifth printings of the book gives the URL for the Addison-Wesley Web site f Cable theft results in network congestion when Seti@Home screen savers are
(http:www.awl.com/csengltitles/ISBN-0-201-55805-X/), which includes the first ynable to access Seti servers (R 21 48,53)

chapter of the book and an extended preface. That Web site and my own contaig Carefully planned seamless British Telecom BT SurfTime upgrade seemed very
further material that would otherwise have gone into the second edition. seamy, with premature cancellation of old service (R 21 44)

Henry Petroski (among others) has noted that we rarely learn from our succes$t§ Risks in MacOS 10.2.4 update and httpd.conf replacement (R 22 56)
and must learn more from our failures. The collection of cases cited here provid@ UK magistrates courts staff upgrade failure requires two sets of systems insteac
rich opportunities for reflection that could help us to avoid similar problems in the®ne, and a huge windfall for the deficient contractor (R 21 59)

future. Unfortunately, it also demonstrates that the same types of mistakes tenéftgdobe Acrobat 5.0 pdf upgrade not backward compatible (R 21 59)
recur, over and over... e NASA data from 1970s lost due to “forgotten” file format (R 21 56)

) ) f California DMV sorting machine sends licenses to wrong people; 8-year-old sortin
SENand RISKS also consider approaches for developing better computer systemgachine blamed (R 21 39)

e.g., safer, more reliable, more secure, fewer cost and schedule overruns, etc. Tfifauto dashboard system can shoot water at drivers not answering questions
are many approaches to developing sound systems; none is guaranteed. Whereggoperly (R 21 53)

the emphasis in the following list is on problems rather than on would-be solutiggSpaif of Norway's banks offline for a week: erroneous keystroke in EDB Fellesdat
the pervasive nature of the problems suggests that techniques for the effective A5 ypgrade wiped out entire data warehouse instead of merely initializing 280 ne
development and operation of computer-related systems are frequently ignored. gisks (R 21 58)

Worse yet, even ideal systems can result in serious risks, through unanticipated onstar GPS computer reports accident, pinpoints hit-and-run driver (R 21 46)
technological problems or human foibles. We include here primarily cases thatx pgjarized sunglasses mask LCD displays (R 21 53,54,56)
have been publically reported, although we know of various additional cases whgggse fatal-error report on completed atomic transaction (R 21 53,54,57)

existence for one reason or another has not seen the light of day. A few succesg@sriber cut takes out network connectivity within U. Pennsylvania (R 21 55)
are also included, although the failures seem to predominate. We are always  angther autoresponder loop (R 21 51,56)

interested in hearing more about successes. Although | receive occasional  gfhe Euro computer cutover risks (R 21 40)
complaints about the preponderance of failures in RISKS, there appear to be VefYbayday delayed by one day in Belgium: once-in-five-year glitch (R 21 45)
few real successes. Perhaps not enough folks are heeding some of the advicefhths uniphase bad quarterly results report allegedly hacked, halting trading — but
you can gather from RISKS and that are distilleCiomputer-Related Risks. turned out the report was Web-posted prematurely! (R 21 56)
eHS Beware of free URL-forwarding services (R 21 47)
di Custom system risk: dead men produce no documentation (R 21 47)

Descriptor Sym bols $h 40,000 federal tax returns and $800M payments missing at Mellon Bank
processing center (R 21 63)
The following descriptor symbols characterize each entry. $m _CD-eatlng geotr_lchum fungus amongus (R 21 51)_
| = Loss of life/lives; * = Potentially life-critical or safety problem ? Singapore bans divorce by SMS (short-text messaging between cell phones),

V = Overall system or subsystem Siability problems (with respect to diverse ~_ ©verruling Muslim authorities, after 16 divorces Apr to Jun 2001 (R 2158)
adVersities, including attacked malfunctions). Startlingly many cases fit this $ Chinese divorce: fight over online Mir 2 game account characters and virtual item
category; many V-unflagged cases also represent failures to continue performin%""c_’rth over 40,000 Yuan (R 23 93) ) )
properly, or delays, or other cases of misuse that could have led to much more- hinese Internet blind date turns out to be married couple; big spat when they

serious survivability problems. finally rendezvoused! (R2155) o _
$ = Loss of resources, primarily financial $th New British solar parking meters give free parking in bad weather, when installe
S = Security/integrity/misuse problem; PRrivacy/rights abuse or concern under trees, etc. (R 21 65) ) ) )
H = IntentionalHuman misuse (e.g., user-administrator-operator-penetrator) $H Judge tosses out red-light camera tickets because contractor had incentives to
h = AccidentaHuman misuse or other inadvertence increase the number of citations (R 21 65)



fi Poor car-wash control interface design (R 21 77) $h E-commerce Web site mistakenly listed low price for Kodak cameras; automatic
Ihi Military intelligence at its best? “As a pilot, | can do everything perfectly with a response constituted acceptance of sale (R 21 90);
perfect weapon system, and still cannot account for every weapon going exacthi PC mail-order price typo cost Marubeni over $2 million; company honored the
where it's supposed to go.” U.S. Rear Admiral John Stufflebeem was respondingeaor (R 23 02)
the deaths of three U.S. soldiers in Afghanistan after yet another bomb went asirByy.com mispriced a monitor; automated price search promises lowest price; (R :
(S272:5 R2182) 21)
he Stupid defaults in database conversion cause propane runout (S 27 2:5, R 218%ut blamed on computer) Argos retail offered Sony Nicam TV for 3£ instead of
e Mistranslated fields and changed defaults create problems in database conversid300£ (R 20 57)

for propane company changeover (R 21 89) $(hi?) Oops! US Air round trip for $1.86 (R 23 85)
*hi(VSP also) Sometimes high-tech isn’t better: discussion of doctors’ dependen@ Huge $25 airfare bargains from United Airline’s Web site (R 22 10)
on computers (Laura S. Tinnel, S 27 2:5, R 21 84) $h Compagq issues refunds for one-cent PCs after canceling the erroneous promoti

$f Japanese Yohkoh satellite loses control due to annular eclipse during invisible-orftt22 08)
out-of-sight period, draining batteries; recovery possible but not clear (R 21 85fhi Self-service gas station loses money due inadvertent low pricing: $.19/gallon
Vm Durham NC water line break closes 911 center and police department (R 21 83hstead of $1.83/gallon (R 23 72)

Vf(SH?) Dutch royal chat session failed on apparent overload (R 21 89) $hi Candy machine non-atomic transaction punishes the quick-thinking (R 22 08-1(

fi Excel cut-and-paste glitch (R 21 88) a related story (R 22 10)

+/-? Largest prime number: Mersenne prime, 4,053,946 digi%466.917 _ 1; * China bans toxic American junk: computers, TVs, copy machines, etc. (R 22 14)
found with 130,000 volunteer participants (R 21 82-83) $ No more JPEGs: ISO to withdraw image standard in infringement case (R 22 18)

?7?? 100:1 lossless compression hype sounds like oil (R 21 87) $ef Boston Big Dig overruns $1 billion (R 22 55; correction 22 56)

h Euro cutover risks: lots of screw-ups, wrong currencies, etc. (R 21 84,86,87); LtrtoSentinel Fire Mapping tool for Australian fire location overloaded by heavy
schoolboy profits from ATM giving 1.6£to the Euro, rather than the reverse (R 21 demand by nonemergency users (R 22 58)

86) mef IBM’s DB2 blamed for Danish banking crisis (R 22 68; S 28 4:6)
$f UK NatWest bank turns debits into virtual credits in Quicken and MS Money i Risks of misquoting Google hit counts (R 22 72)
.OFX format (R 21 81) ai$ Turtle tangled in discarded beacon triggers Coast Guard massive search and
$hf Grocery self-checkout risks: duplicate charges (R 21 81) rescue effort (R 22 70)
$f Automated bus pass kiosk denies authorization but debits: previous customer'#?h? Kellogg's American Airlines online sweepstakes: thousands of nonwinners
authorization screen image displayed (R 21 81) erroneously notified of winning (R 22 71)
hV Outsourcing of upgrade to automated system knocks out Australian Bureau of The Googlewashing of our language: Risks of trusting Google? (R 22 67)
Statistics (R 21 90) m?f?h? Database crash loses names of Canadians in nationwide firearms registry

f Johns Hopkins researchers announced the “color of the universe” basedona 2277, S 28 6:9)

weighted average of the electromagnetic frequency of emissions from all galaxidrizon’s error sends customers to Massachusetts adult phone line (R 22 84)

in the observable universe: it's turquoise; after discovering a software glitch, nofrit'¥ GenCon conference registration woes blamed on computer network (R 22 84)

really beige (R 21 98); no, because of an algorithm error, it’s really salmon (R 22Guardiancrossword puzzle unable to handle numbers! (R 22 82)

02); could there be a pot of gold at the end of the rainbow for the culler of colorg?$) Cingular sends final bill for -$3.36 after refund check, threatening late fee (R 2:
$fe More on PayPal problems: IPO prospectus, flaws, upgrade difficulties, fraud  88)

reported, fraud holds, merchant views (R 21 92,94,98) Paypal meets the Patriatn Eurofighter Typhoon brake fault (R 23 02; S 29 2:9)

Act: eBay accused of facilitating Internet gambling, eBay rebuts (R 22 67,69; SFAA warns of FlightLogic EFIS system fault (R 23 12; S 29 2:9)

4:9-10) defm Houston 911 system prone to crashes (R 22 92; S 29 2:10)

$SH $1M eBay fraud scams 1000 victims for $1000 each for nonexistent laptops§&fth UK MoD scraps £130-million inventory management system (R 23 05; S 29
2277) 2:10)

Vm Disk crash destroys on-line law-enforcement mug shots in Macomb County, Sdfi Computer virus freezes 21 VMS York car park displays tracking empty spaces;
Michigan; no backup other than some hardcopy photos! (R 22 08) one system showed 349 spaces instead of none; mass chaos (R 22 92; S 29 2:1(

Vhie 50,000 Idaho court records erased during upgrade; no viable backup (R 22 $8) Messed-up test run gives erroneous deposits on outsourced payroll system (R

$(m/f?)V Crash of critical legacy system costs Comair $20 million (R 23 87) 96; S 29 2:11)

V(f/m?) Year 2000 crash destroys WashDC maintenance database of 5000 trees+ Rigorous semantics of SPARK Ada applauded (see John Barnes’ High Integrity
destined for removal, causing serious subsequent problems (R 22 08) Software); also more discussions of avoiding GOTOs (R 23 02)

+? Dutch city implanting chips to monitor tree health (R 22 10) *m Faulty wiring in window heater led to windshield cracks in 3 Boeing 777s (R 22

Si Risks of deceptive characters in URLs: Rob Graham (R 21 89), and note on 94)

Gabrilovich/Gontmakher’s Inside Risks column on The Homograph Attack, withm Seattle Air Traffic Control [and elsewhere] affected by fires in Southern

look-alike characters in different languagésmm.ACM 452, Feb 2002 (R 21 89); California (R 22 98)

confusion among lowercase L, uppercase I, number 1 (R 21 91-93); lloyds vs hi$ Continental Airlines backs off erroneous 500K free-mile winners (R 22 92)

llyods and domain protections (R 22 11, correction R 22 12) m Risk of leaving devices turned OFF: electrolytic capacitors degrade chemically:
Shi Risks of ordinary GUI “pop-up” windows: hidden spoofing (R 23 46,49; S 30 new kind of bit rot (R 22 98)

1:13) *m Nokia blames mobile-phone battery explosions for nonNokia batteries (R 22 97
Risks of Unicode and WSIWYG interpreting addresses: lookalike Japanese and e$ WBIG radio unable to pay employees after computer upgrade (R 23 01)

English modes (S 27 3:8-9:;, R 21 96) *fi Honda CRV 4WD electronic doors trap man in Australian flood, nearly drown hirr
fi Undesired text alterations: Microsoft Outlook appropriates the word “begin”to (R 23 06); try the rear window, which is not electric! (R 23 12)

denote uuencoded text; recommended solution is not to start messages with thi(f?) Driver relies on car navigation system, winds up inside a supermarket (R 22

word “begin” (R 21 90); .Net violates English rules (R 21 91); search engines give6)

wrong site, altering punctuation (R 21 91); OCR scanning alterations as well (R 2tura MDX and BMW 7 series (in)human interfaces (R 23 01); BMW: “When you

92); UK Waitrose strips apostrophes from message content (R 21 92) and perhap&ld complexity you add risks” (R 23 02); Karcher’s Law: “Don’t check for error

is using SQL? (R 21 93); BAD! in Perl, apostrophes are string delimiters (R 21 93}pnditions you are not prepared to handle.” (R 23 03)

some Web forms reject addresses containing a plus sign (R 21 93) *$f BMW series 5 flaw disables Dynamic Stability Control and ABS (R 23 60; S 30
SV Dutch royal chat session failed; intended for 100 selected citizens, and using a &it&8)

designed for tens of thousands of users, the site reportedly received 3 billion hiks Input data error on auto registration transfer causes driver’s arrest (R 23 11)

(which seems implausible)! (R 21 89) fi French weather program mistakenly interprets frost (on a spider web on a sensor’
e Time runs out for BBC’s Domesday time-capsule discs: media unreadable (R 21 snow (R 23 03)
93); FOLLOW-UP (R 25 44) $hi Trifecta race-track bet on 2003 Melbourne Cup wins AU$2.6 million despite
$i Australian man racked up A$22,000 in fines on Melbourne toll road, not having betting operator’s ten-fold error: bettor had not requested confirmation (R 23 03; !
updated his address, and not having acquired a transponder (R 21 93) 29 2:14)
$(f?h?) Seattle City light billing disputes (R 22 05) hi Goofs: Animated billboard congratulates the Chicago Cubs on winning the
(f?) Two unsolved telephone mysteries: unattended mobile phone calls home, andbaseball’s National League pennant — but they lost! someorsehdinstead of
replicated phone bills; software faults? (R 22 08-10) delete(R 22 96);New York Posprepared opposite editorials, released the wrong



one: N.Y. Yankees lose 2003 American League pennant — but they won! (R 22f7)etc.) 130 most common bugs — and counting (R 23 67; S 30 3:29)
Israel's YNET.co.il announced Columbia had landed safely (with Israel’s first hi- Vatican Web page on Pope John Paul II's death on 2 Apr 2005 was prepared on
astronaut aboard, and details of what he was supposed to be doing after landingApr 2005, before his death, announcing “Vacancy of the Apostolic See” (R 23 84)
but the Columbia was lost on reentry (R 22 98) *(f/m/?) Judge accepted hypothesis that Ontario Safari Park tiger triggered power
hi ‘Technical error’ blamed for dirty picture shown to Mexico’s first lady (R 22 92)  window opening and entered the automobile, awarded $2M in damages (R 23 69
f Difficulties with U.S. Census Bureau income data: Gini averages based on truncatadisk of high-speed CD/DVD-rom drives in current-day PCs, and slowing them
individual data for the wealthiest, max recorded is $999,999, to protect identities?lown (R 23 71,72); Macrovision DVD copy-protection (R 23 72)
No! (R 22 93,95,97) 1*+/-? Hospitals have dramatically reduced unnecessary deaths? (R 24 32,33)
$f Computer problem affects Mississippi liquor stores and restaurants (R 22 98) $f $8 million for self-parking charge8.1E + 6 (R 24 30-31)
fe South Carolina DMV software glitch costs Sumter County $164,000; car tax e NZ IRD tax numbers about to run out (R 24 33)

records vanish (R 22 98) m Wily crows disconnect wired Tokyo (R 24 33)
$hi E-ZPass returned via UPS truck keeps getting charged for Jersey Turnpike trigsish ATM pays double; ethical dilemma (R 24 30)
(R2301) fi Construction blocked by e-mail filtering ‘erection’ (R 24 30)
$ Official self-service litigation system available in England/Wales (R 23 06) Vhi Risks of relying on the Web in wartime: Australian Consulate required
$himf Peter Deutsch’s Eight Fallacies of Distributed Computing (R 23 06) registration online, with no electric power (R 24 35)
hi NOAA training session test message warns of hotter weather as Earth nears ttié DVD player human interface, not designed for usability?
Sun (R 2307) (R 24 44)
i Southern drawls thwart voice recognition for Shreveport police (R 23 04) *hi Silliness in Action: California poised for car cell phone ban (R 24 40)

hi Proper understanding of “The Human Factor” (essay by Don Norman, R 23 07British ambulance crew goes 200 miles off course based on name confusion in
commentary on two earlier RISKS items in R 23 04 and 06); two follow-ups from satellite navigation (R 24 48,49)
Doug Jones and Peter Ladkin (R 23 08); more on Murphy’s Law (R 23 09) and END of yet-to-be-merged items .....
developers (R 23 09); similar arguments about medical records (R 23 10)

i 'Master’ and 'slave’ computer labels unacceptable, LA officials say (R 23 05) .
m Sony recalling 550,000 CD Walkman battery packs (R 23 04) 1.2 11 Sep 2001 and Homeland Secu”ty

hi Erroneous Australian banana import recommendation due to errorinrisk Combatting Terrorism
assesment input to Microsoft Project file with @Risk add-on (R 23 28) II*VSHf$S$ 11 September 2001: terrorist highjacking of four planes used as cruise
(m/f/h?) Dispatch computer glitch grounds Delta flights for 2 hours in Atlanta (R 23 yissiles to destroy the World Trade Center twin towers and part of the Pentagon,
35) i . ) with thousands of lives lost and extensive disruption of lower Manhattan
f Netgear/UWisc NTP router to keep time accurate: bug causes incessant infrastructures; relevant GAO reports cited (S 27 1:7, R 21 66-67)
retransmissions; fascinating item (R 23 41) Ih Stray bomb caused by typo in coordinate digit (R 21 70,71,73);
d Risks of believing in testing; also a GAO report (R 23 38-43) Sf Discussion of the risks of remotely controlling airliners to prevent hostile
fJim Horning: Risks of inadequate exhaustive testing of 10M cases (R 24 42, S 31i5keovers (R 21 68-69); tamperproof autopilot (R 24 60)
6:23) SP Joke e-mail seemingly from bin Laden reportedly landed its recipient in jail, but
$f Poor fallbacks on automated systems: Paytrust SmartBalance (R 23 39) the details were in dispute (R 21 68-70)
fi Reason Magazingubscriber-customized covers messed up (R 23 39) + Role of amateur (ham) radio communications after land-line and cellular comms
hi The Daily Farceonline satire (Rumsfeld banning digicams in Iraq) reported as  zjjed (R2168-71)
truth “(R 23 3?) _ lih Friendly fire in December 2002 caused by Special Forces GPS battery changeo
fi USB “square” plugs plug in backwards! (R 23 32) resetting Taliban target confirmation to its own location!!! (S 27 3:5, R 21 98)
fi Florida sues AT&T for billing & million noncustomers (R 23 35) Sm RISKS discussion of earlier World Trade Center problems (R 21 67) and lessor
ef Canada’s largest bank has "processing disruption” (R 23 43) of 7 WTC (R 21 80)
$f TurboTax electronic filing option fails to send AMT Form 6251 (R2335) g The Web Never Forgets, foiling attempts to remove info later thought to be sensiti
de Risks of broadband upgrades: Cox outage affects the recommended Toshiba 1{.&021 80)
cablg .mode.ms: .bad upgrade (R 23 30) SHA Airport security: can you trust a “trusted traveler"? (S 27 3:, R 22 03)
$fm MiniDV Firewire connector fragility (R 23 33) SPfh No-fly terrorist blacklist snares peace activists, a nun, etc. (R 22 29); More on
e On-line accounting software upgrade problem: increased ID number length breakge No-Fly List (R 22 74); people named David Nelson turned away by CAPPS II
system, which converted to scientific notation and rounding! (R 23 51) attern matching: at least 6 in LA area, 18 in Oregon, 4 in Alaska (R 22 80); in
m Zinc whiskers from under datacenter floors can lead to high equipment failure ra stin, David Nelson planned to fly as D. Austin Nelson (R 22 81)
(R 23 45) _ . SPhi Travelers continue to struggle with wrongful Watch List matches (R 24 05)
m DSL problem: mice, snakes, and wiring (R 23 57) _ SHfh“Homeland Insecurity”: technology not foolproof; subsequent discussion on
$f Lack of sanity checking in Web shopping cart software: beware of specifying  propanilistic Risk Assessment, firearms in the cockpit, and Computer Assisted
fractional items (R 2351) Passenger Screening (R 22 20-21,23-24,27); Real risks of cyberterrorism, relate
$m Gloria Estefan performance in Dallas canceled due to computer crash (R 23 49isaster planning; large-scale events; SCADA systems, even if not Internetted:
i Emoticon-interpreters create risks in instant messaging servicbscomes a nonpublication of Gartner/ NavalWarCollege study; beware of fear-mongering (R
yellow smiley-face icon (OK), but 401(k) in e-mail to female boss becomes 401 55 22-23,27)
followed by “a big pair of smoochy lips”(R 23 48) SH SCADA systems hacked (R 24 44, S 31 6:28)
fhi Leslie Lamport: A Comedy of Errors; TLA+ quoted character anomaly (R 23 6§¢ ynexpected consequences of airport random screening: 20selected instead of 2
S 30 2:19-20) and discussion (R 23 67) (R2436, S 316:28)
fhi Jim Horning: Risks of lenient parsing: a tale of tracking down an HTML proble&tni vvancouver Int'l Airport locked down due to training software phantom bag (R 2
(R 23 66; S 30 2:20) and discussion (R 23 67) 44, S 31 6:27-28)
fi Software is no substitute for thought: yet another instance: need for human chegksrichard Clarke on Homeland Security, airport ID checks, etc. (R 23 78-79; S 3C
for reasonable_nt_as_s (R 23 60; S 30 2:20) 3:30); “High-tech passports are not working” (R 23 73; S 30 3:31)
f B”_Jce Tognazzini list of 130+ most common bugs (R 23 67): $SH Thieves sabotage Dutch telecom infrastructure (R 24 43, S 31 6:28)
http://asktog.com/Bughouse/index.html S Digital retouching of photos to make a propaganda point (R 24 36, S 31 6:28)

$fh Belgium's Banksys cashpoints failed due to small technical errors and overload, cyhersecurity

affe_cting 220K bank card transactions and 60K credit‘card transaction_s (R 23 63)fi User security, system security, DMCA, etc.: Edupage neatly juxtaposes two
$(f/h/i/m?) Strange Standard and Poor stock numbers: index fell 870 points, 73% ofems: Richard Clarke (at Black Hat in Las Vegas) urges hackers to find and repo

Its value, for one day (R 23 62,63) _ _ bugs; HP uses DMCA against bug finders (R 22 20); FTC uses Dewie the Turtle t
fi Unintended effects of RFID devices; RFIDing babies (R 23 62,63,65) _ promote computer security through hard-to-guess passwords, antivirus software
hi E-mail notification from Southwest Air to wrong person, with no reply possibility and computer firewalls, just like President’s Critical Infrastructure Protection Boar

(,R 23 61) . . — which puts the onus on users, not on the need for secure systems (R 22 27);
$hi Problems with Chicago-area toll road transponders (R 23 67) reminiscent of Bert the Turtle fromuck and Cove(R 22 28); relying solely on
$hi Ticket not in computer system: your insurance rates may increase, because Yoysers to tighten security is misguided (R 22 33); attempts to rescind parts of DMC
cannot pay the fine! (R 23 66) by Rick Boucher and by Zoe Lofgren (R 22 28)



Shi Education and the National Strategy to Secure Cyberspace: a critical review bfDiscovery SRB recovered with missing pair of pliers (S 18 3:A14)
the second version of the national cyberstrategy (Rob Slade, R 22 63) *h Discovery shuttle tail speed-brake gears were installed backwards in 1984, not
S?H?f? Ptech raided for suspected al Qaeda link? No, financial crime investigationgiscovered until 2004, 30 flights later! (R 23 29; S 29 5:13)
says U.S. attorney; their software is used by Government agencies, but possibiliti€shannel blocked, Discovery exhausts storage for ozone data (S 18 3:A14)
of Trojan horses reportedly unfounded (R 22 42) H Experimental Space Shuttle e-mail address divulged, bombarded (S 16 4)
$ Liability risks from cyberterrorism (S 27 6:12, R 22 18) m Woodpeckers delay shuttle launch (S 20 5:8)
SP American style cyberwarfare: what are the risks? (S 27 6:13, R 22 18,22)  *m Docking problem aboard Soviet space station Mir (S 15 5)
S Federal agencies get failing grades on cybersecurity; half D or worse (R 23 73;r8 Blir Space Station computer problems add to difficulties; main computer failed
3:30-31) during docking attempt, 19 Aug 1997 (R 19 31,32), with detailed analysis by
*S Security? Nuclear plants don’t need no stinkin’ security! (R 23 78; S 30 3:31) Dennis Newkirk (R 19 33)
*SHfff Nation’s Critical Infrastructure Vulnerable to Cyber Attack (U.S. House ~ m Mir computer failure affects steering; replacement computer fails to load (end of

Science Committee, R 24 04; S 30 6:20-21) May 1998, just before Discovery launch) (R 19 78)
*(SV) One radio frequency for emergency services? (R 24 04) No, (R 24 05,07) *$d GAO reports on NASA Space Station: increased safety risks, costs (S 17 4)
[See also the sections on security and privacy.] * Risks of junk in space much greater than previously thought (S 17 4)
..... Natural disasters *f$ Potential software nightmare for International Space Station, with considerable
hi Risks ignored: Hurricane Katrina — predictions before and response after (R 24 Gliscussion (R 19 49-51)

S 30 6:20) *$f International Space Station software problems in 2001 predicted in 1997 (S 26
I*m Katrina’s telecom damage tops $400 Million; repairs may take months. [Of 4:4,R 21 37): see (R 19 49-51)

course, that is just the tip of an enormous iceberg.] (R 24 03) deh$ Space Shuttle launch-pad test of redesigned fuel tak omitted; problem of
*hi Katrina victims required to use Microsoft Internet Explorer (R 24 05,06) test-induced failure (R 24 28)
SHP Health records of Hurricane Katrina evacuees go online; privacy implications.(RSpace Exploration, Satellites, Probes, Others:

24 04; S 30 6:23-24) $f Hubble Space Telescope problems, soaring costs, missed deadlines, reduced g¢

etc. (S 15 2); sensors misdirected because of wrong sign on precession in star d:
antenna # 2 limited by misplaced cable, #1 limited because software had only on
1.3 Space limit stop, same for both (S 15 3) No system test. 1mm error in monitor program ¢
..... Manned/Womanned [Peopled?] Space Exploration: mirror polisher (S 15 5) See M.M. Waldrop, Science 249, 17Aug1990, pp.735-73¢

11$$Vrfh Shuttle Challenger explosion, 7 killed. [Removed booster sensors might Vf/m Hubble Space Telescope antenna swing causes shutdown (S 17 1)
have permitted early computer detection of leak?] [28Jan1986] (S 11 2) [Probafiij4ore Hubble SW: misloaded ephemeris table, bad macro (S 18 1:24)
not? See Paul Ceruzzi, Beyond the Limits — Computers Enter the Space Age, WtV $150M Intelsat 6 comm satellite failed; booster wiring error, payload in wrong
Press, 1989, Appendix.] Whistle-blower Roger Boisjoly fired by Morton Thiokol bay; miscommun. between electricians and programmers (S 15 3) _
after reporting O-ring problem that led to loss of the Challenger (R 578, R 5 goPmV Canadian TeleSat Aniks die: solar coronal hole electron flux (S 19 2:3) Anik
and R 12 40) E-2 control restored, but with shorter life ($203M asset) (S 20 2:11)

Imhi NASA cultural failures on STS-107 leading to loss of the Columbia shuttle  $(fm?)V Taurus rocket plunges into Indian Ocean, destroying Orbital Imaging

(reminiscent of the Challenger loss); final data unrecoverable; more discussion (Ratellie, NASA QUIKTOMS, and cremated remains of 50 people (S 27 1:8, R 21 6
22 54); Over-reliance on PowerPoint leads to simplistic thinking, linked to hif NASA's DART spacecraft smashes into satellite; faulty nav data (R 24 29, S 31

Columbia shuttle accident analysis and disaster (23 07) 5:16) ' ' _ '

* Mercury astronauts forced into manual reentry? (S 8 3) $fhe Backward gravity switches: Genesis slammed to Earth after parachutes failed

$f STS-1 1st Space Shuttle Columbia backup launch-computer synch problem. Seé433,S 31_5:1_6) ) o
Jack Garman, "The bug heard 'round the world" (S 6 5:3-10) Oct. 1981. | fmV SOHO Mission Interruption Preliminary Status and Background Report
summarize this in mgomputer-Related Riskmok, page 20-21, along with documents apparently unconnected multiple failures that caused the satellite to I
several of the following cases. control (R 19 87) ' '

*f STS-2 shuttle simulation: bug found in jettisoning an SRB (S 8 3) fhV Final report on the Solar and Heliospheric Observatory (SOHO) spacecraft

*f STS-2 shuttle operational simulation: tight loop upon cancellation of an attempteffilure: software flaw and improper command (R 19 90); mis-identification of a
abort; required manual override (S 7 1) faulty gyroscope, staffing problems, inadequate training, ambitious schedule,

*Vf STS-6 shuttle bugs in live Dual Mission software precluded aborts (S 11 1) unreviewed procedure changes, etc. (R 19 90, 94); contact finally reestablished.

*m STS-9 Columbia return delayed by multiple computer malfunctions (S 9 1) 24 1531) ) )
*f STS-16 Discovery landing gear — correlated faults (S 10 3:10) hm 5 printers off-line or jammed, Voyager 1 data lost over weekend (S 15 5)

*if STS-18 Shuttle Discovery positioned upside down; mirror to reflect laser beanf Voyager 2 software faults at launch, 20 Aug 1977 (S 14 6)
from Mauna Kea site aimed upward (+10,023 miles), not downward (+10,023 fé%f”a” 34D, Nike Orion, Delta-178 failures follow Challenger (S 11 3)

(S 10 3:10) V$* Titan 4 rocket test-stand SRB explosion; simulation missed failure mode (R 12
*$ STS-20 Two-day delay of Discovery launch: backup computer outage (NY Time89, S 1‘_3 4) . ) )

26 Aug 1985); Syncom 4 satellite failure as well (S 10 5) V(m/f?) Final Titan 4A launch explodes with Vortex satellite; total cost over $1B,
$f SRS-36 Atlantis launch delayed [25Feb1990]; "bad software" in backup trackingAug 1998 (R 19 91, _S 2_4 1532)_ o ]

computer system, but no details given. (S 15 2) mV Titan 4B leaves missile warning satellite in useless orbit (R 20 36)

h Shuttle Discovery shutdown procedure for two computers reversed (S 16 1) vm/f? Titan_ 4B with Milstar communications satellite separates four hours early,

*hife STS-24 Columbia near-disaster, liquid oxygen drained mistakenly just before "€sulting in a useless low orbit, 30 Apr 1999 (S 24 4:26, R 19 36)
launch, computer output misread (S 11 5) th$ 6_successwe Theater High-Altitude Area Defense _(THAAD)_falIures,

*f Columbia orbiter suddenly rotates, due to telemetry noise (S 15 3) including three typos; then a "success” (R 20 43,45); Titan 4B failure (R 20 39)

$m Columbia delayed by computer, interface, sensors; then navigation (S 16 3) Plamed on shifted decimal point in upper-stage software (R 20 45)

$f Shuttle Endeavour computer miscomputes rendezvous with Intelsat satellite; néhfipelta Il launch ends after 71 seconds due to software flaw; two weeks later,
identical values interpreted as identical; those SW problems force spec changes Délta Ill leaves Loral Orion comm satellite in useless low orbit 4 May 1999 (R 20
(AviatWkSpT 29May/8Jun1992, S 17 3 duplic S 17 4) 38) _ _ _

* Shuttle computer problems, 1981~1985; 700 computer/avionics anomalies Iogdé@;fh Centaur/MlIs_tar upper-stage failure due to attitude-control system software (F
landing gear problems in STS-6 and -13; multiple computer crashes in STS-9, 20 49_); rolljrate _fllter constant 1 factor_ (-0.1992476, not -1.992476) (R 20 57,59)
cutting in backup system would have been fatal; thermocouple failure in STS-1¥m$ Private imaging satellite Ikonos 1 disappears 8 minutes after launch (S 24 4:2

near disaster (S 14 2) R 20 36); loss blamed on an electrical problem that prevented the aerodynamic
m Atlantis spacecraft computer problem fixed in space (S 14 5) payload cover from coming off. Subsequent Ikonos launched successfully (R 20
$f Untested for change, SW delays shuttle launch; 3-min on-line fix (S 15 3) 60):

$(m/f?)V Shuttle Atlantis launch scrubbed: “faulty engine computer” (S 16 4) | Terra spacecraft navigation software problems (S 25 3:18, R 20 78)
$*V Columbia launch scrubbed at T-3sec 22Mar93, leaky valve (S 18 3:A14)  V$(M?f?) Two satellite failures (R 21 19, S 26 2:5)
$*V STS-56 Discovery launch scrubbed at T-11sec 5Apr93, main propulsion systéf/f? Russian rocket blows 12 Globalstar satellites (S 24 1:32, R 19 95)

high-point bleed valve open-indicator wentd, closed-indicator did not switch toV$(f?m?) Computer blamed for Russian rocket crash (R 21 18, S 26 2:5)
on. Indicator problem? program error? (S 18 3:A14) $fmmm Fascinating historical case recently reported of Russian KORD N-1



rocket-engine shutdown system failures, 1969, 1971, 1973; lots of lessons to bm+/- Pioneer 10 still alive, sort of, 30 years later (R 22 44)

learned (R 21 53) f+ Cassini-Huygens mission to land on Saturn’s moon, Titan succeeded; software
h Boeing space station tanks accidentally taken to Huntsville dump (R 20 83) flaw detected and fixed (R 23 65,67; S 30 2:17)
Vh Space Station endangered by NASA flight controllers’ blunder in maneuveringh Loss of data from the Huygens Probe: one comm channel not turned on (R 23 6

around space junk; predicted distance also way off (R 20 46-47) S 30 3:22)
SH Space Station Problem Reporting Database hacked (R 20 47-48) $f/h? NASA HESSI shake test 10 times too strong, damaging spacecraft (S 25 3:1¢
$Vmf Space Station risks (R 21 14, S 26 2:5) R 20 86)

f “Truncation error” found in GPS code on Int'l Space Station (S 27 6:6, R 22 11) $f Sea Launch rocket drops satellite into Pacific Ocean (S 25 3:15, R 20 84,86);

$de NASA space station undergoing software repairs for 500 of 1000 known flaws @tgle line of code allowed launch with second-stage valve open, causing helium
23 46; S 30 1:10) leak (R 20 97)

V$ehf Canaveral Rocket lost; wrong key hit in loading guidance SW (S 16 4) Vfm$ Electronics startup transient opened telescope cover prematurely, destroying

df NASA finds problems in EOSDIS Earth Observing System (EOS) spacecraft flight/ide Field Infrared Explorer (WIRE) spacecraft (R 20 47-48)
operations software development, expected to delay launch (R 19 67) V$m $1.4B Galileo antenna jammed, en route to Jupiter (S 18 4:11)

m+ Apollo 11 lunar module, pen used to replace circuit breaker (S 18 3:A14) V$m Landsat 6 vanishes; space junk tracked by mistake (S 19 1:10)

Vr* Lightning hits Apollo 12. "Major system upsets, minor damage". See article by$f Magellan space software problems: serious design flaw fixed (S 14 5) Nonaton
Uman and Krider, Science 27 Oct 1989, pp. 457-464. (S 15 1) setting of scheduled and active flags interrupted. See H.S.F. Cooper, Jr., The

V$m Lightning changed Atlas-Centaur program (51 sec). $160M lost (S 12 3, 15 1)Evening Star: Venus Observed, Farrar Straus Giroux, 1993. Discussion in J.M.

@V*$m Lightning hits launch pad, launches 3 missiles at Wallops Island (S 12 3) Rushby, SRI-CSL-95-01.

V$f Mariner 1 Venus probe: HW fault plus programmer missed superscript bar in$/R Magellan spacecraft manual guidance overcomes faulty computer chip (S 15 2)
dot bar sub n’. See Paul Ceruzzi, Beyond the Limits — Flight Enters the Computéth Soyuz Spacecraft reentry failed, based on wrong descent program, (orbiting
Age, Smithsonian, 1989, Appendix (S 14 5). (Earlier reports had suggested DO module had been jettisoned, precluding redocking) (S 13 4)
1=1.10 bug (see next item) or a garbled minus sign (or hyphen.) (S 85, 11 5, S ¥h1Joftware bug in autopilot on return sends Soyuz off course (R 22 72,74,78; S 2¢

$f Project Mercury had a FORTRAN syntax error such as DO I=1.10 (not 1,10). Thd:6, S 28 6:7)
comma/period interchange was detected in software used in earlier suborbital V$fe Viking had a misaligned antenna due to a faulty code patch (S 9 5)
missions, and would have been more serious in subsequent orbital and moon *f Ozone hole over South Pole observed, rejected by SW for 8 years (S 11 5)
flights. Noted by Fred Webb. (S 15 1) ? Global-warming data confusion (R 19 91-92)

*f Gemini V 100mi landing err, prog ignored orbital motion around sun (S91)  @Vfm Channel blocked, Discovery runs out of storage for ozone data (S 18 3:A14)

V$f Atlas-Agena software missing hyphen; $18.5M rocket destroyed (S 105)  * Continuing trend toward expert systems in NASA (S 14 2)

@VSH Lauffenberger convicted of logic bombing GD'’s Atlas rocket DB (S 17 1) f SW bug on TOPEX/Poseidon spacecraft "roll momentum wheel saturated" alarm

Vm Navy Atlas rocket places satellite in worthless orbit (S 18 3:A14) aborted maneuver. It was recoverable, however. (S 18 1:24)

V$f Aries with $1.5M payload lost: wrong resistor in guidance system; (S 11 5)

V*f TDRS relay satellite locked on wrong target (S 10 3:10-11) f

Vm AT&T Telstar 401 satellite failure (S 22 4:26, R 18 76) 1.4 Defense

de Satellite system outage hits Associated Press (R 21 04; S 26 1:18) VlIhhh U.S. F-15s take out U.S. Black Hawks over Iraq in Friendly Fire; 26 killed,

Vm Ariane 5 test problems: motor failures, nitrogen leak (S 20 5:9, R1827,28)  attributed to coincidence of many human errors. (Other cases of friendly fire

V$f New Ariane 5 failure (S 21 5:15); More on Ariane 5: conversion from 64-bit - jncluded 24% of those killed in the Gulf War.) (S 19 3:4) According to a seemingly
floating to 16-bit signed caused Operand Error (R 18 27-29,45,47); Note: Matra yg|iaple private correspondent who has read through at least 62 volumes of
made software for Ariane5 and Taipei subway system (S 21 5:15); Incidentally, jnvestigation reports, the public was seriously misled on this situation and there
Robert L. Baber, Univ. Witwatersrand, Johannesburg, suggests you browse was a considerable cover-up. For now, contact me if you want further backgrounc
http://www.cs.wits.ac.za/ bob/ariane5.htm — showing how a simple correctness;igrhj jran Air 655 Airbus shot down by USS Vincennes’ missiles (290 dead); Huma

proof could have avoided this problem. (R 18 89-91) error plus confusing and incomplete Aegis interface (S 13 4); Commentary on To
*Mm Cosmic rays hit TDRS, Challenger comm halved for 14hrs [80ct1984](S 10 Lywjicker article on Vincennes and SDI (S 13 4); Aegis user interface changes
$Mr Sunspot activity: 1979 Skylab satellite dragged out of orbit (S 13 4) recommended; altitude, IFF problems (S 14 1); Analysis implicates Aegis display
hM 1989 pulsar discovery now attributed to TV camera interference (S 16 3) and crew (Aerospace America, Apr 1989); Discussion of further intrinsic

V$hfe Soviet Phobos | Mars probe lost (Sep 1988): faulty SW update (S 13 4); costifgyitations (Matt Jaffe, S 14 5, R 8 74); USS Sides Cmdr David Carlson questions
USSR 300M rubles (Aviation Week, 13 Feb 89); disorientation broke radio link, sttack on Iranian jet (S 14 6)

discharged solar batteries before reacquisitiGtignce16Sep1988] More on I'$rfe Iragi Scud hit Dhahran barracks (28 dead, 98 wounded); not detected by Patr
Phobos 1 and 2 computer failures (S 14 6) _ o defenses; clock drifted .36 sec. in 4-day continuous siege, due to SW flaw,

V$? Soviets lose contact with Phobos Il Mars probe. Automatic reorientation of preventing real-time tracking. Spec called for aircraft speeds, not mach 6, only
antenna back toward earth failed. (S 14 2) 14-hour continuous performance, not 100. Patched SW arrived via air 1 day later

V$f 1971 Soviet Mars_ o_rbiter failed after ‘_‘unforgivable" SW bug;_new info (S163) 16 3: AWST 10Jun91 p.25-26); Shutdown and reboot might have averted Scud
f Assessment of predictions on the Russian Mars Probe crash site (S 222:22)  gjsaster (S 16 4) Patriot missiles misled by ‘accidental’ decoys; T.A. Postol report
V$fm 1993 Mars Obse_rver lost enterir)g Mars orbit (S 18 4:11; R 14 87,89; 15 01); (S 17 2); summary of clock drift, etc. GAO/IMTEC-92-26, February 1992 (S 17 2)
loss blamed on fuel line leak (Washington Post, 10 Jan 1994) reprisals against Postol for his whistleblowing (R 13 32, S 17 2); Army downgrade
f What really happened on Mars Rover Pathfinder? David Wilner on VxWorks systegyccess to about 10% rather than 80% [4 out of 47 hits] (R 13 37, S 17 2, 17 3); £
resets and preemptive priority scheduling, and Glenn Reeves — first-hand retrospective analysis (in Italian) by Diego Latella (R 24 41, S 31 6:26)
_comm_entary must be read (R 19 49,50,53,54) and further discussion of priorityg a0 report documents clock problem in detail (S 17 3) 24-bit and 48-bit
inversion (R 19 50,53,54,56) ] o representations of .1 used interchangeably (S 18 1:25)
fe Spirit Rover failure on Mars: software upload to delete files failed, file space $(m/f?) Two of three Patriot missiles failed (R 21 92)
exceeded, caused reboot with insufficient file space, causing reboot 10op (R 23ymf/h Friendly Fire: Patriot software again a concern: shoots down British Tornado

14,15, see final summary in R 23 24); DOS file system continual growth design R4 near Irag/Kuwait border (R 22 65-67); more discussion (R 22 67-70);
oversight (R 23 51) ["Spirit was willing, but its flash was weak.” Jim Griffith, R 23 ¢onfysions with numbers (R 22 69-70); Aegis (R 22 71)

17] - 1I$hV Russian airliner shot down by Ukrainian missile in errant test; earlier
dfe More on NASA Spirit and MS-DOS/VxWorks FAT system (R 2351,52; S30  krainjan missile test killed four people in an apartment block (S 27 1:8, R 21 69)
1:10) *f Patriot system fails again (S 25 3:18, R 20 85)

V$fm Mars Climate Orbiter lost, dipped too close to Mars due to English/Metric - ymni Report on Patriot missile friendly fire over Irag on 2 Apr 2003; plane mistaken
confusion; Mars Polar Lander reprogrammed to report back directly on 3 Dec 199§ nostile missile (R2372;S303:23)
(R 20 59-62); Mars Lapder then lost entirely on Ianding attempt, search abandepe@fiware snafu slowed critical data during Iraq raid (S 24 3:25, R 20 23)
after a month. Crash finally blamed on software shutting engines off prematurely/gh? Sheffield sunk during Falklands war, 20 killed. Call to London hindered

(R 20 84,86) ) ) antimissile defenses on same frequency? [AP 16May1986](R 2 53, S 11 3) An
+ Mars Odyssey probe maneuver braked successfully in orbit, 22 Oct 2001 (S 27 1:8fficial” version disputes this conclusion — see “The Royal Navy and the Falklanc
R2171) _ Islands” by David Brown, written at the request of the Royal Navy. Page 159 of
m$ Japan’s Mars probe Nozomi goes off course (R 23 07; S 29 2:9) that report discusses another problem with the Sea Wolf system, occurring sever



days later. *Vm 2nd Tomahawk failure; bit dropped by HW triggered abort (S 11 5, 12 1)

@SVf$ Royal Navy battle software unsafe; whistle-blower fired (R 23 56) f/m? CALCM cruise missile software bugs revisited (S 22 2:22)
IV$ British Falklands helicopter downed by British missile. 4 dead (S 12 1) hi Accidental launch of live Canadian Navy missile: color-code mixup (S 22 1:18)
Ifi Software problem in Advanced Field Artillery Tactical Data System kills soldiers$rf Program, model flaws implicated in Trident 2 failures; self-destruct 4 seconds
in training incident; unspecified altitude defaults to zero (S 27 6:10, R 22 13) into one flight caused by unexpected turbulence before leaving the water (S 14 6,
IIV$f USS Liberty: 3 independent warning messages to withdraw were all lost; 34 9 12)
killed, more wounded. Intelligence implications as well. (S 11 5) *VrmM RF interference caused Black Hawk helicopter hydraulic failure (S 13 1);

IVhfi? Stark unpreparedness against Iragi Exocets blamed on officers, not technoldggre on Black Hawk EMP problems and claimed backwards pin (R 17 39,42)
but technology was too dangerous to use automatically (S 12 3); Captain blam&dSM RF interference forces RAF to abandon ILS in poor weather (R 21 17)
deficient radar equipment; official report says radar detected missiles, misidentifieeliability risks in USB Army 'Land Warrior’ soldier-of-the-future (R 21 27)
them. (S131) *f Sgt York (DIVAD) radar/anti-aircraft gun — software problems (S 11 5)

Vrf$ USS Yorktown Aegis missile cruiser dead in water for 2.75 hours after $f Software flaw in submarine-launched ballistic missile system (S 10 5)
unchecked divide by zero in application on Windows NT Smart Ship technologw@ AEGIS failures on 6 of 17 targets attributed to software (S 11 5)

24 1:31, R 19 88-94); letter tBcientific Americanit was an explicit decisionto  Vf WWMCCS computers’ comm reboot failed by blocked multiple logins (S 11 5)

“stimulate” [sic] machinery casualties? (S 24 4:26, R 20 37) $ WWMCCS modernization difficulties (S 15 1)
$hfe Navy software problems in upgrading software on battle cruisers USS Hue E#fyGulf War DSN 20-30% call completion persists 3 mos. until SW patch (S 17 4)
and USS Vicksburg (S 23 5:25, R 19 86-87) $f Armored Combat Earthmover 18,000 hr tests missed serious problems (S 11 5)
$SVrfe Navy to use Windows 2000 on aircraft carriers (R 20 95) $rfi Stinger missile too heavy to carry, noxious to user (S 11 5)
fid Not-so-smart weapons in Kosovo (R 21 01; S 26 1:18) **\/$$rS Strategic Defense Initiative — debate over feasibility (S 10 5); Pentagon sa
*Vf 5th Bell V22 Osprey crash: assembly error reversed polarity in gyro (S 16 4); SDI complexity comparable to nuclear reactors (Newsweek, S 17 3\ag®©ut
Bell V-22 Osprey - correct sensor outvoted (S 17 1) There in the Blue: Reagan, Star Wars, and the End of the ColdRht&amces

IV$fmh Another Osprey crash April 2000 kills 19 (R 21 14, S 26 2:5); falsified FitzGerald, Simon & Schuster, 2000 for a fine retrospective analysis.
maintenance records; yet another crash 11 Dec 2000 killing 4 Marines, blamedbdrSDI costs, budget issues, risks discussed (S 17 4)
hydraulics failure, software failure, and incompletely tested backup (Ladkin in B StarWars satellite 2nd stage photo missed — unremoved lens cap (S 14 2)
2121, 21 24, see also R 21 25,33-36, with more detailed analysis in R 21 38 an&tarWars FireFly laser-radar accelerometer wired backwards (S 19 2:2)

41; summarized in S 26 4:3) *f “Faith-based” National Missile Defense system discussed (S 26 6:6, R 21

IfmH More on the Osprey (S 26 6:8): software problem identified, but downplayed id1,43,45); two of the most recent three tests failed, and the other had radar failin
Blue Ribbon report (R 21 41); 8 Marine officers charged with falsifying to indicate “success” (R 21 53); all three reportedly had GPS-based homing
maintenance records (R 21 60) beacons to aid the interception! (R 21 63)

IV$fmh? Two U.S. F-15 jets disappeared over Scotland, 26 Mar 2001; U.S. Armyfff Alistair Cooke on National Missile Defense: among other risks, crude wobblers
RC-12 reconnaissance plane crashed near Nuremberg, killing two pilots — same are harder to detect than sophisticated missiles (R 21 65)
day; German military helicopter crashed in Peppen, Germany, on 27 Mar 2001;[VSfmde?] StarWars to be exempt from oversight, reporting, and testing

killing four (R 21 31; S 26 4:4) requirements? (R 22 59)

*hi Sea King helicopter crashes onto Canadian HMCS Iroquois: fire control systemStarWars missile-defense test failure [11 Dec 2002] linked to single chip
deployment failure (R 22 76, S 28 6:8) malfunction (R 22 68; S 28 4:6)

Vfhi Predator UAV crash, 25 Apr 2006: console locked up switchover erroneous, $tiMissile interceptor shut down before it could leave its silo [15 Dec 2004]; too
fuel (R 24 29, S 31 5:17) many missed messages (R 23 65-66; S 30 2:17)

*h Swiss radar controller jokingly labeling helicopter as al Qaeda almost leads to$ Another missile interceptor test doesn't leave its silo [14 Feb 2005]; timing probler
French fighter intercept of civilian craft (R 22 79, S 28 6:7) in ground support? 6th failure in 9 attempts (R 23 72; S 30 3:22-23)

$ Expensive Australian Navy avionics development failure in Super Seasprite ~ $f Software safeguards prevent Solar Sail from separation? (S 26 6:8, R 21 55)
helicopters (R 24 29, S 31 5:17) $* 1.7M resistors recalled. Used in F-15, Patriot, radar, comm aircr. (S 16 3)

*H Fraudulent test SW in Phalanx anti-missile system, Standard missile (S 13 4) $hd DoD criticized for software development problems (S 13 1)

Hhf West German flies Helsinki-Moscow through Soviet Air Defense (S 12 3)  $df Future Combat Systems procurement and development problems: GAO report
Hhf Soviet Air Defense penetrated again by amateur pilot (S 15 5) considers JTRS, WIN-T, SOSCOE (R 23 93; S 30 4:19-20)

$h Russian missile-site power outage due to unpaid utility bill? (S 20 1:17) * US Navy radar jammers certified despite software errors, failed tests (S 17 3)

**f Returning space junk detected as missiles. Daniel Ford, The Button, p.85  $ USAF software contractors score poorly on selections (S 14 1)

** WWMCCS false alarms triggered scrams 3-6 Jun 1980 (S 5 3, Ford pp 78-84) $d ADATS tank-based anti-copter missile system development problems, $5B

** DSP East satellite sensors overloaded by Siberian gas-field fire (Daniel Ford p 6@yerrun, unreliability, ... (S 16 1)

Ford summarized (S 10 3:6-7) $d British air defense system ICCS SW causes ten-year delay (S 15 5)

*f BMEWS at Thule detected rising moon as incoming missiles [50c¢t1960] (S 8 33f US Army Maneuver Control System vulnerable to software sabotage (S 15 5)
See E.C. Berkeley, The Computer Revolution, pp. 175-177, 1962. $d US-supplied Saudi Peace Shield air defense software problems (S 15 5)

** SAC/NORAD: 50 false alerts in 1979 (S 5 3), incl. a simulated attack whose $d Serious software problems in UK Trident nuclear warhead control (S 15 5)
outputs accidentally triggered a live scramble [9Nov1979] (S 5 3) *m Russian nuclear warheads armed by computer malfunction (R 19 14)

*** Serious false 2200-missile-alert incident 3 Jun 1980 described by Stansfield *h Outdated codes made US missiles useless until annual inspection (S 14 5)
Turner, mentioning thousands of other false alarms (S 23 1:12, R 19 43) S Classified data in wrong systems at Rocky Flats nuclear weapons plant (S 16 4)

*fmh Russian early-warning system close to retaliatory strike: Norwegian weathe8Ph Classified disks lost by Naval commanders on London train (R 17 54)
rocket mistaken for American Trident (R 19 85) hi? Listing of US Navy safety problems in two-week period (S 15 1)

m Report from Kommersant Vlast on Serbukov-15 base false detection of ICBMs\@n Rain shuts down Army computers; lightning effects and prevention (S 15 1)
route to Moscow on 25 Sep 1983; human intervention stopped retaliation; systémArmy Automated Time and Attendance Production System (ATAAPS) loss of dat
allegedly misbehaved due to radiation (R 19 97) for 10 days (R 20 97)

*$VFfM Libyan bomb raid accidental damage by "smart bomb" (S 11 3) F-111 * Role of e-mail, Internet, FAX in defeating 1991 Soviet coup attempt (S 16 4); (S)
downed by defense-jamming electromagnetic interference (S 14 2) More on U.Spower surges used to fry faxes and computers in countermeasure (S 16 4)

radio self-interference in 1986 Libyan attack (S 15 3) * Russian auto-response missile system still in place in Oct 1993 (S 19 1:10)
* |raq using British Stonefish smart mines, with “sensitive" SW (S 15 5) 1*V(f/h?) Russian nuclear submarine explosion (missile test awry) kills crew of ovel
*fh Discussion of US/UK smart bombs missing targets in Iraq (R 21 26-28) 100 in Barents Sea, 13 Oct 2000. Alsovestiareported over 507 sub crew
*SP Britain bugged radio equipment sold to Iraq (S 16 4) members had died previously. (R 21 01)
*SP Trojan horse implants in DoD weapons (S 16 4) *Vh Russian nuclear sub near-disaster due to utility power shutoff? (R 17 42,44)
*SP Trojan horse inserted in locally netted printer sold to Irag? (S 17 2) Imh Kursk submarine sinking: 23 crewmen reached the floating rescue capsule, bu
*Vm Arabian heat causing problems with US weapons computers (S 15 5) failed to disengage — it had never been tested (R 22 11)
*V$m Lightning hits launch pad, launches 3 missiles at Wallops Island (S 12 3) *fV Russian remote-controlled rescue submarines failed to respond in time of urger
* Frigate George Philip fired missile in opposite direction (S 8 5) need due to software flaw (R 24 01, S 30 6:17); British sub comes to the rescue t
*h? Unarmed Soviet missile crashed in Finland. Wrong flight path? (S 10 2) unsnarl the Russian sub

*Vf 1st Tomahawk cruise missile failure: program erased [8Dec1986] (S 11 2) !! Analysis of U.S. peacetime submarine accidents



http://freeweb.pdq.net/gstitz/Peace.htm

V$ef DarkStar unmanned aerial vehicle (UAV) crash from software change, cost

*hi The crash of thdJSS San Franciscimto an undersea mountain at a depth of 525 $39M (S 22 1:17-18)
feet (8 Jan 2005) has been attributed to use of the wrong chart, although other$V(f?m?) Helios solar-powered remote-controlled flying wing with $10M fuel-cell

charts on board showed the seamount. (R 24 01)
Vfm Software disaster leaves new Australian submarine unfit; wide range of
pervasive hardware/software failures reported (R 20 48)

1.5 Military Aviation

system lost in Pacific after severe oscillations; previously had set altitude record c
100,000 feet (R 22 80, S 28 6:9)

mM? Air Force bombs Georgia — stray electromagnetic interference? (S 145, R 8 7
*hme, etc. Navigation, GPS, and risks of flying (R 19 73,75,77); Implications of the

U.S. Navy no longer teaching celestial navigation (R 19 75,77-79,81-82)

*$VSf GPS vulnerabilities need attention, with increasingly critical dependence on

1IV$f Handley Page Victor tailplane broke, crew lost. 3 independent test methods¢ontinuous functionality; see Dept of Transportation report (R 21 67)

(wind-tunnel model didn't scale, resonance tests, low-speed flight tests), 3
independent flaws, masking flutter problem (S 11 2-12, correction S 11 3)

- U.S. National Geospatial-Intelligence Agency (NGA) proposes to withdraw all

aeronautical data and products from public distribution (R 23 91)

IVf Harrier ejection-seat parachute system accidentally deployed, blew through thé/-? US Navy to drop paper charts in favor of global online digital database (R 24

canopy, but without ejecting the seat and pilot, who was killed (S 13 3)
f Harrier targets police radar gun; fortunately not armed! (S 21 4:14)
*V(h/m?) Japanese pilot accidentally ejected into the Pacific (S 19 4:12)

1.6 Commercial Aviation

*V/$h British Harrier accidentally bombs British carrier, Ark Royal (S 17 3) 5 injured.
Auto aim-off SW blamed for the Ark Royal bombing (S 18 1:23) Correction notedhi Crew reliance on automation cited as “Top Risk” in future aircraft (R 21 35)

Mar2001: it was a Royal Air Force Harrier GR3, not a Sea Harrier.

..... Commercial flight incidents

*V$f SAAB JAS 39 Gripen crash caused by flight control software (S 14 2, 14 5) !thi Comair 5191, 27 Aug 2006: Taxiway altered before Kentucky jet crash; only one

*V$fmhi 2nd JAS 39 Gripen crash 8Aug1993 blamed on pilot/technology (S 18
4:11); interface difficulties, complicated analysis (S 19 1:12)

*V$rf Software problems in B-1B terrain-following radar, flight-control; electronic

controller on duty (R 24 41, S 31 6:22)

11$V(hi?) Korean Airlines KAL 007 shot down killing 269 [1Sept1983]; autopilot on

HDG 246 rather than INERTIAL NAV? (NYReview 25 Apr 85; SEN 9 1, 10 3:6,

countermeasures (stealth) jam plane’s own signals (S 12 2); array antennas and 12 1) or espionage mission? (R.W. Johnson, "Shootdown") Further information

effects on mobile phones can defeat stealth cloak of invisibility (R 21 49)

from Soviets, residual questions (S 16 3); Zuyev reports Arctic gales had knocke«

*VV$h B-1B swept wing punctures gas tank on the ground; blamed on low lubricant; out key Soviet radars; Oberg believed Sakhalin air defense forces were

problem found in 70 of 80 B-1Bs inspected (S 14 2)! No computer sensors?

"trigger-happy" following earlier US Navy aircraft overflight incursions [Reuters

$fd Stealth development problems including SW miscalculation in wiring (S 15 1) 2Jan1993]; Analysis of recent articles on KAL 007 (Ladkin, R 18 44)

$f UHB demonstrator flight aborted by software error at 12,000 feet (S 12 3)
*V$fh F-22 prototype crash first blamed on computer SW, then on pilot (S 17 3)

1IVfe Korean Airlines KAL 901 accident in Guam, killing 225 of 254; worldwide bug

discovered in barometric altimetry in Ground Proximity Warning System (GPWS)

$*Vhif $133M F/A-22 Raptor air-superiority fighter crashed 11 seconds after takeoffS 23 1:11, R 19 37-38)
20 Dec 2004; momentary power loss interpreted as switch to test mode; all thré&/m Alaska Airlines flight 261, 31 Jan 2000, dove into Pacific Ocean after jackscrey
rate-sensor assemblies failed, with no warning; redesign in progress (R 23 90; Sfalure in stabilizer assembly; hearing results show loss of paper trail (R 21 15)

4:19)

1IV(m?h?) TWA Flight 800 missile-test accident hypothesis causing near-empty

*V$f F-18 crash due to missing exception cond. Pilot OK (S 6 2, more SEN 11 2) fuel-tank explosion off Long Island widely circulated in Internet e-mail, causing

*Vhi F-18 missile thrust while clamped, plane lost 20,000 feet (S 8 5)

considerable flap. Missile theory officially discredited. Minireview of James

fm F/A-18 jets have a severe brake failure problem due to thin electrical cable (R 246ander’'sThe Downing of TWA Flight 80(R 19 12); speculative discussion on the

01,02)
*f F-16 simulation: virtual plane (or perhaps the apparent display horizon?)
reportedly flipped over whenever it crossed equator (S 5 2); More on the

downing of TWA 800 (R 19 13); possibility of EMI raised in article by Elaine
Scarry,New York Review of Bookd Apr 1998 (R 19 64-66)Harvard Magazine
Jul-Aug 1998, pp. 11-12, diagram shows TWA 800 at 13,700 feet between a P3

upside-down F-16 bug: it was reportedly caught in simulation: the bug apparentlyOrion directly overhead at 20,000 feet, Black Hawk helicopter and HC-130 at

led to a deadlock over whether to do a left or right roll to return to upright, and the3,000 feet both directly below (with a C-141 and C-10 nearby). But this seems
software froze (S 9 5). This case is still one that still needs definitive resolution unlikely. (R 19 86) Report by the late Commander William S. Donaldson Ill, USN
after all these years. Either (1) this was a flaw in the avionics software that was Ret., 17 July 1998, claiming a hostile missile attack, with radar tracks, etc.
detected by the simulation, or (2) perhaps it was an error in the simulation progralnttp://www.twa800.com/index.htm.

itself rather than the avionics software. Does anyone still alive know for sure? [I'V$rh Air New Zealand crashed into Mt Erebus, killing 257 [28Nov1979]; computer

mentioned this again in connection with the F-22A Raptors, whose computers

course data error detected but pilots not informed (S 6 3, 6 5)

could not correctly cross the International Date Line (R 24 58). PGN, Mar 2007'V$f/m? Lauda Air 767-300ER broke up over Thailand. 223 dead. Cockpit voice

$Vhi F-16 landing gear raised while plane on runway; bomb problems (S 11 5)

*Vfh Unstallable F-16 stalls; novice pilot found unprotected maneuver (S 14 2)

$d USAF ECM systems: software 2 years late for F-16 and F-111 (S 15 5)

*hif Accidental shootdown of one Japanese F-15 by another (R 17 65, R 18 18);
controversy continues (R 18 41,57)

*V$f? F-14 off aircraft carrier into North Sea; due to software? (S 8 3)

*V$f F-14 lost to uncontrollable spin, traced to tactical software (S 9 5)

VT YF-23 fly-by-wire prototype attempted tail corrections while taxiing. Same
problem on first X-29. (AFTI/F-16 had weight-on-wheels switch.) (S 16 3)

recorder: thrust reverser deployed in mid-air. Precedents on 747/767 controlled;
investigation in progress. (S 16 3, AWST 10Jun91 pp.28-30) Suitcase full of chea
lithium-battery Chinese watches exploded? Earlier lithium battery problems: Sou
African 747 in 1987, killed 159; Cathay Pacific 1990 emergency landing (S 16 3,
Sunday Times, London, 23 Jun 91) Many other planes may be flying with the san
thrust-reverser defect; FAA, Boeing simulations, suggest 757 less aerostable tha
though (S 16 4) Ex-Boeing expert had warned of software flaw in 747/767
proximity switch electronics unit; he claims he was ordered to suppress data. (S :
1)

AFTI/F-16 DFCS redundancy management: ref to J.Rushby SRI-CSL-91-3 (S 1&hifmr Northwest Air flight 255 computer failed to warn MD80 crew of unset flaps

3)
+- Historical review of X-15 and BOMARC reliability experiences (S 17 3)

misset, thrust indicator wrong; 156 dead (S 12 4;2); circuit breaker downed the
warning system that should have detected those problems. [But who checks the

$ Systems late, over budget (what's new?); C-17/B-1/STC/NORAD/ASJP (S 15 1) checker?] Simulator, plane behave differently (S 13 1); Report blames pilot error,
V*$fd C-17 SW/HW problems documented in GAO report; 19 on-board computers,unattributed circuit outage (S 13 3); Report that the same pilots had intentionally
80 microprocessors, six programming languages; complexity misassessed GAOdisconnected the alarm on another MD-80 two days before raises suspicions (S :
"The C-17 is a good example of hawetto approach software development when 5, R 08 65); NW sues CAE over spec error in flight training simulator (S 15 5); A
procuring a major weapons system." (S 17 3) Chairman John F. McDonnell’s replyederal jury ruled on 8 May 91 that the crew was to blame.
(s174) 1IV$mf/h/i? British Midland 737 crash, 47 killed, 74 seriously injured; right engine
f C-130 testbed uncovers 25-yr-old divide-by-zero bug in X-31 SW (S 16 3) erroneously shut off in response to smoke, vibration (Flight International 1 Apr 89
*Vmf X-31 crash, 19 Jan 1995 (R 17 45,46,47,60,62; 60=Pete Mellor) suspected crosswiring detected in many OTHER planes (S 14 2); low-probability,
V(f?) Unplanned 360-degree roll of NASA's X-38 in test (R 21 10) high-consequence accidents (S 14 5); random memory initialization in flight
*VM US missile-warning radar triggers accidental explosions in friendly aircraft; management computers (S 14 5); Kegworth M1 air crash inquest: many
radar must be turned off when planes land! (S 14 2) improvements suggested (S 15 3); Criticism of "glass cockpits" (S 15 3); UK AAIE
* AF PAVE PAWS radar can trigger ejection seats, fire extinguishers (S 15 1) fingers 737-400 liquid crystal display layouts (S 16 3, R 11 42); now-retired Britist
I1$h 1988 RAF Tornados collided, killing 4; flying on same cassette! (S 15 3) vicar Reverend Leslie Robinson claims a witches’ coven was operating under the



flight path (R 20 12) (R2233)
1hi B747 freighter crash on takeoff from Nova Scotia; data from previous flight useéfil EFIS failure main suspect in Crossair crash (S 25 3:17-18, R 20 78)
all 7 aboard killed (R 24 34, S 31 5:16-17) IVh 1996 B757 Aeroperu Flight 603: duct tape over left-side static port sensors? (S
Imhi Cockpit confusion found in Cypriot airliner crash, resulting in cabin 22 2:22; R 18 51,57,59) Peru Transport Ministry verified this [Reuter, 18Jan1997]
depressurization and 121 dead (R 24 03,05,07; S 30 6:13) (The aircraft was a *m Failure of Embraer Brasilia aircraft electronic displays due to icing (R 22 65; S 2
Boeing 737, rather than the incorrectly reported attribution in the SEN summary.)4:6-7)
Im Midair Collision in Brazil at about 37,000 feet, despite TCAS 2000 (R 24 50) *mfi Leisure International Airways A320 overran Ibiza Airport in the Balearic Islands
*mfhi(+/-) etc. Analysis of flight control system software anomalies (Ladkin, R 24 [21 May 1998], partly due to computer failure (R 22 65-66)
03; S 30 6:13-16); autopilot software hijacks Malaysian Airlines 777 (R 24 05; 3fh Airplane takes off without pilot, flies 20 miles, crashes (R 21 84,87)

30 6:16-17); more (R 24 07) Vm Migratory birds jam FAA radar in Midwest (R 17 44)

* Example of two faulty avionics programs outvoting the correct one in a m Lovesick cod overload Norwegian submarine sonar equipment (R 20 07) [Who
two-out-of-three majority voting experiment: J.E. Brunelle and D.E. Eckhardt, Jr.,needs a cod peace?]
Fault-Tolerant Software: An Experiment with the SIFT Operating SyskEef, IV Chinese Northwest Airlines BA-146 Whisperjet crashed on second takeoff
AIAA Computers in Aerospace Conferent@35, 355-360. attempt, killing 59; cause not available [23Jul1993] (S 18 4:12)

*fm Air disasters: A crisis of confidence? Phuket Air 747 aborts (R 23 83; S 30 !V llyushin II-114 crash due to digital engine control failure (S 19 1:9)
3:23-24) *V mi Dec 1991 SAS MD-81 crash (ice damaged engine) due to auto thrust

1IVh Aeromexico flight to LAX crashes with private plane, 82 killed (S 11 5) restoration mechanism not previously known to exist by SAS (S 19 1:12)

1IVh Metroliner&transponderless small plane collide 15 Jan 87. 10 die (S 12 2) *Vf 11 cases of MD-11s with flap/slat extension problem, including China Eastern
1IVh Two planes collide 19 Jan 87. Altitude data not watched by ATC. (S 12 2) Airline plane that lost 5000 feet on 6 Apr 1993 (S 18 4:11)
1IVfih 1994 China Air A300-600 Nagoya accident killing 264: final report blames Vf/m/h? Chinook helicopter engine software implicated (S 23 3:23, R 19 51); more
pilots and autopilot human-computer interface (R 18 33); (see also R 16 05-07, 08n the Chinook enquiry (R 21 14,18-20,22-23)
13-16) $d RAF Chinooks: over 6 year delay; still cannot fly in clouds; “radar systems and
IVh Air France Airbus A320 crash blamed on pilot error, safety controls off (S 13 4)software” won't fit in the cockpit! (R 23 31) and correction: software certification,
3 killed. Airbus computer system development criticized (S 13 4); Subsequent noncompliance, more testing needed, changing operational environment (R 23 3
doubts on computers reported: inaccurate altimeter readings; engines unexpedilyK MoD procurement risks and nonverifiable code; Chinook helicopters,
throttling up on final approach; sudden power loss prior to landing; steering software cannot be validated (R 23 80; S 30 3:23)
problems while taxiing (S 14 2); reportage by Jim Beatson (R 08 49, 08 77), *Vrh Lessons of ValueJet 592 crash: William Langewieschatiantic Monthly(R
barometric pressure backset? (S 14 5) investigators blame pilot error; pilots char@® 62,63)
recorder tampering (S 15 3) Pilots convicted for libel in blaming technical *Vf DC-9 chip failure mode detected in simulation (S 13 1)
malfunctions! (S 16 3) IIV$f Electra failures due to simulation omission of gyroscopic coupling [not
1IV? Indian Airlines Airbus A320 crashes 1000 ft short of runway; 97 die (S 15 2) overflow, as originally thought] (S 11 5:9)
A320 flight modes (S 15 3); apparent similarities in crashes (S 15 3) Air India !'V$f Computer readout for navigation wrong, pilot killed (S 11 2)
unloading their A320s (S 15 5) *f Apollo NAV/COM air navigation software bearing up to 50 miles and 16 degrees
V(m?) Air India Airbus 320 autopilot failure [19Apr1999]? (S 24 4:26, R 20 32) off (R 21 53); Garmin GPS can be interpreted as off by 180 degrees (R 21 56)
1IVhmi French Air Inter A320 crash on approach to Strasbourg airport [20Jan1992Y/hi South Pacific Airlines, 200 aboard, 500 mi off course near USSR [60ct1984]
87 dead, 9 survivors; 2,000-foot altitude drop reported (R 13 05); crash site at 2486 China Air Flight 006 747SP 2/86 pilot vs autopilot at 41,000 ft with failed
feet. Report fingers mixture of human and technical error, airport ill equipped,  engine, other engines stalled, plane lost 32,000 feet [19Feb1985] (S 10 2, 12 1)
serious failings in altimeter system, pilot unable to stop descent (S 17 2); Air Intaff B747-400 Electronic flight displays rendered inoperative (R 23 12; S 29 2:9)
official charged with negligent homicide (S 18 2:9); Commission of Enquiry ~ *V Simultaneous 3-engine failure reported by Captain of DC-8/73 (S 14 2)
blamed Pilot Error (S 18 4:12); New case of A320 descent-rate instability identifiéfin Boeing KC-135 autopilot malfunction causes two engines to break off (S 16 2]
approaching Orly, related to Air Inter crash (S 18 1:23); Final report blames cre8Vfme Design change caused short-circuit causing autopilot reset, premature
training and interface problems (S 19 2:11) separation of booster from $150 million Japanese supersonic jet model at Woom
IVf 1994 Toulouse A330 accident blamed on experimental SW. 7 died (S 19 4:11) rocket range (R 22 43)
*mf FADEC computers cause uncommanded shutdowns of aircraft engines in flighuf Avionics failed, design used digitized copier-distorted curves (S 10 5)
linked to power transistor (R 21 05; S 26 1:22) *Vf Lufthansa A320 overruns runway in Warsaw; actuator delay blamed (S 19 1:11)
*f Airbus A300 AA587 tail “BSD” incident, dropping 3000 feet: screens blanked for Logic flaw in braking system; fix required fooling the logic! (S 19 2:11)
2-3 seconds; unreliable data reset Symbol Generator Unit software changes mV A320 engine-starter unit overheats after takeoff, trips breakers, gave false
required (R 21 96) thrust-reverser indications, engine control failure (S 19 2:12)
*h/f? Misleading report on Air Transat A330 emergency landing in Azores, 24 Augmfhie Lufthansa Airbus A320 incident 20 Mar 2001 on takeoff from Frankfurt (R 21
2001, (R 21 93) addressed by Peter Ladkin; fuel leak not detected early enough,48); detailed analysis of sidestick cross-wired during maintenance (R 21 96); fina

and other problems (R 21 94) report April 2003 (R 23 24)
1,*m(h?) Airbus A300/310 rudder problems: Air Transat 961; AA 587 out of JFK; *V$f 727 (UA 616) nose-gear indicator false positive forces landing (S 12 1)
others (R 23 79; S 30 3:23) *Vhi USAIr 737-400 crash at NY LGA; computer interface, pilot blamed (S 15 1)

* A320 flight-control computer anomalies summarized by Peter Ladkin (R 18 78) Vi Crash of USAIr Flight 427 nearing Pittsburgh, 8 Sep 1994: see Jonathan Harr,
1*(V,etc.) Compendium of commercial fly-by-wire problems (Peter Ladkin) (S21 (The New Yorkef Aug 1996 (S 22 1:17)

2:22) *V/ Tarom Airbus automatic mode switch escaped pilot’s notice (S 20 1:16)
@!!$hi Iran Air 655 Airbus shot down by USS Vincennes’ Aegis system (above) *m Turkish Airbus false sensor indicating nose wheel not descended on landing (R
?h Qantas airliner challenged by US Cowpens, Aegis missile cruiser (S 17 4) 88)

WV (f/h/i?) Varig 737 crash (12 dead) flightpath miskeyed? (S 15 1) *Vf British Airways 747-400 throttles closed, several times; fixed? (S 15 3)

IV 707 over Elkton MD hit by lightning in 1963, everyone killed (S 15 1) *Vf JAL 747-400 fuel distribution stressed wings beyond op limits (S 16 3)

IV$m American Airlines DC-10 stall indicator failed; power was from missing *Vf Older Boeing 747 planes suspected of diving due to autopilot design flaw;
engine (S 11 5) 747-400 speed reduction of 50 knots ordered; 747-200 sudden increase in thrust

1V Bird strikes cause crash of Ethiopian Airlines 737, killing 31 (S 14 2) another pitched upwards; etc. (S 17 3); FAA report on possible 747 autopilot fault

1V Dominican Republic 757 crash 6 Feb 1996, cause unclear (S 21 4:13, R 17 84) relating to altitude losses (S 18 3:A15)

1V BirgenAir crash at Puerto Plata killed 189 (R 17 87) Vf 747 tail scrapes runway; center of gravity miscalculated by improper program

IV$hi Further discussion of American Airlines Cali and Puerto Plata B757 crashes upgrade (R 19 11)
(R 18 10); in Cali crash, killing 159 of 163: same abbreviated code used for  *Vf Boeing 757/767 Collins autopilot anomalies discussed (S 19 1:10)
different airports (S 22 1:17); in a trial, evidence was given that 95 of 8,000  m Pilot fixes faulty 757 nosewheel sensor in Menorca airport (R 22 85); confusion ir
navigational beacons were not included in the airline database, including Cali’s reporting analyzed (R 22 88-89)
Rozo (R) — see media reports 17 Apr 2000. US Federal jury allocated responsitiiNty767 (UA 310 to Denver) four minutes without engines [August 1983] (S 8 5)
17% to Jeppessen, 8% to Honeywell, 75% to American Airlines (R 20 92; S 26*Vf 767 failure LA to NY forced to alternate SF instead of back to LA (S 9 2)
1:23) *Vm Martinair B767 Aircraft suffers EFIS failure; instruments blank (S 21 5:15)

lif American Airlines crash: simulator upset-recovery scenario predisposing pilots¥(f/m?) B777 autopilot/flight-director problems [Oct1996]? (S 22 4:29, R 18 83)



V$ Boeing 777 landing-gear weakness; strength off by factor of 2 (R 17 04) Vm American Airlines’ Sabre system software problem down for four hours (30 Jun
*he Australian Ansett B767 fleet grounded due to maintenance breaches (R 21 17)1998, evening rush hour) affected hundreds of flights across 50 airlines; second

*Vf 11 instrument software failures in BA aircraft in Jul-Aug 1989 (S 15 5) crash in a week (R 19 84)

*fhi Analysis of potential risks of the Enhanced Ground Proximity Warning Systerm American Airline flights delayed due to computer crash, 29 Jan 2003 (R 22 54)
(EGPWS), by Jim Wolper (R 19 56); pilots computer literacy? (R 19 57); $m Independence Air computer outage for 6 hours seriously impedes operations (F
relationship with GPS accuracy (R 19 57) 23 48)

* Missile passes American Airlines Flight 1170 over Wallops Island (S 22 1:18) $mh Computer failure grounds flights with day-long delays on American Airlines an
m Fire alarms on Boeing 777 triggered by tropical fruit and frog cargo (S 22 1:17) US Airways coast to coast: human error? (R 23 47)
M Cell phone ringing in Adria Airways luggage alarms avionics; plane returns (R 2k Windows up to snuff for running our world? Windows alert box covered up Delta

20) Airlines display information; also related items (R 23 57,59,61,62); similar
*m INCETE power ports in use in at least 1700 aircraft can result in exploding problem in a bank (R 23 58)
batteries? (R 19 94) *f/m/e? Computer error grounds Japanese flights 1 March 2003; flight numbers
m* High-flying hijinks: canine passenger sinks teeth into plane (R 20 54) disappeared from radar screens; related to system upgrade to share flight plans \
SHf Air Canada “Jazz” airline grounded by computer virus in flight-planning Japanese Defense Agency? (R 22 60-61)
computer, early Feb 2003 (R 22 54) f/m SAS new baggage system miseries at Copenhagen Airport (R 19 97)
Sf/h Airline boarding pass algorithm flaw: two people with the same name (one Mn/f? Sydney Airport’'s new $43M baggage system fails for second time in five days
one F) assigned the same seat (R 22 70) (R2102; S 26 1:23)
Sh Hong Kong passenger winds up in Melbourne, despite correct boarding pass (RT2al primary/secondary power outage at Sydney Airport leaves 20 planes circlin
79) (R 20 94; S 26 1:22-23)
fme Continental Airlines check-in computer foul-up (R 22 77, S 28 6:9-10) h SAS reprinted summer airline timetables for the winter, but Internet version was

S* Risks of “soft walls" in avionics to keep hijacked planes at bay (R 22 79,80) correct (R 20 05)
$f Comair cancels all flights on Christmas Day 2004: configuration changes excemtieBloston airport electronic display fiasco on flight to Philly (R 19 96)

215 for the month (R 23 63,64; S 30 2:21) m Airport security check powers up computer (R 20 55)
*hi Takeoff at Logan Airport aborted: errors by pilot and controller (R 24 07) @hfm Two human errors silenced Los Angeles area airport communications; routin
mV Faulty radar serving Logan leaves thousands stranded (R 24 07) reboot forgotten, Microsoft 49.7-day flaw strikes, backup system fails (R 23 53; S

fmhi? NTSB report on Southwest Airlines crash, Midway, 8 Dec 2005; delayed 30 1:14-15)
reverse thrust (R 24 15,16, S 31 3:17-18); thoughtful item from Don Norman: Qn.. Masquerading
learning from accidents: human error or not? (R 24 17, plus discussion, R 24 *VSH 1986: Miami air-traffic controller masquerader altered courses (S 12 1)

18-19, S 31 3:18-20) *VSH 1994: Roanoke Phantom spoofed ATC, gave bogus information to pilots for €
1$Vthi The 2005 Helios B737 crash causes discussed by Peter Ladkin and Don  wks, caught (S 19 2:5); out-of-work janitor pleads guilty (R 15 39)
Norman’s (R 24 22); more (R 24 23-25) VSH 1996: Manchester (UK) air-traffic-controller message spoofer (UK) (R 17 44, ¢

*V$m MV-22 Tiltrotor Crash after FADEC controller switch, March 2006 (R 24 26) 21 2:21)
fm United Airlines’ 5-hour computer out(r)age in early 2006, affected all operations.. Other air-traffic control problems

(R 24 14,15) *h 20-foot aircraft separation near-collision over LaGuardia Airport, 3 Apr 1998, due
fV Nashville airport X-ray baggage screeners offline: “software glitch” (R 24 23)  to controller being distracted by spilled coffee (R 19 79,84) together with increase
hi TSA: Computer glitch led to Atlanta airport bomb scare, evacuation, when test  error rates and radar dropouts results in FAA ordering retraining of air-traffic

item could not be located and test message indication was not delivered (R 24 2®ontrollers (R 19 79)
fi Flight Booking System can'’t recognise 29 Feb for people who enrolled in a leapnhe Aeroflot plane leaving Helsinki kept disappeared from tower radar, and had

year (R 24 09) near-miss with Finnair charter, Nov 2000; newer French radar system also had
* Study on cockpit usability (R 24 18) other planes disappearing; problem traced to construction work at the airport! (R
*m A risk of using computers in airplanes (R 24 18) 21 22-23)

m Two personal occasions: airplane computers had to be rebooted (R 24 48)  fe Westbury Long Island TRACON upgrade failed test, but backup to old software
m Computer failure causing A320 power intermittent: video and lights flashing, audkmckfired (R 19 79)
system and cabin voice system failed, evacuation alarm sounded in midair ... (RVZA Radar blip lost Air Force One (S 23 4:21, R 19 63)
46) Vm* Air Force One disappeared from the Gibbsboro NJ radar twice on 5 Jun 1998,
..... Private plane incidents with President Clinton en route to MIT for the commencement speech; also
IVrhi John Denver plane crash linked to unlabelled implementation change over speeported was near-collision with a Swissair 747, missed by radar, Oct 1997 (R 19
lever up for off, down for right tank, to the right for left tank; not very intuitive! (R 79); Air Force Two disappeared from radar, 7 Jun 1998, and the same radar faile
2043, R 24 45) with AF2 overhead 17 Jun 1998 (R 19 82)
*hi Crossing the International dateline becomes a navigational risk for a small-plan@f? San Francisco Airport radar phantom flights (R 21 20, S 26 2:5)
pilot: failure to reconfigure navigation computer results in flying east, not west (Rn Faulty ASR-9 radar system failures (Boston, JFK) led FAA to inspections,

2278, S 28 6:10) discovery of 23 further cases, and remediations (S 26 4:4, R 21 29)

..... Airport problems f Air-traffic control woes (R 21 09, S 26 2:5-6)

Vm Power failure disrupts Ronald Reagan National Airport 10 Apr 2000 for almosh&002: Rash of british air-traffic control system outages in National Airspace
hours; backup generator failed (R 20 87) System (S 27 3:5, R 21 98, 22 02-03, 22 09)

Vmhi Lightning causes problems for lightning-detection system in Montreal airpoftAnecdote on a then-new European ATC center 99.99% reliable (52 minutes per
near-disaster (R 24 01) year) that had already had a 20-hour down time shortly after installation: therefor

$def $200M baggage system seriously delays opening of new Denver airport (S 19it should not fail again for 25 years! It failed at 23:59 on 28 Feb (S 27 3:6, R 22 0€
3:5); costly stopgap old-fashioned system planned in the "interim" (S 19 4:6); new Aviation near-crashes in Kathmandu (R 21 09, S 26 2:6)
software problems for incoming baggage (R 17 61); city overruled consultant’s *V(m?f?) Indianapolis FAA route center running on generators for a week (R 21 11,
negative simulation results (R 18 66); baggage system only the tip of a huge S 26 2:6)

iceberg of mismanagement, political infighting, etc., according to Bill Dow. *h Delta plane 60 miles off course, missed Continental by 30 feet (S 12 4)
$def United abandons Denver Airport baggage system to save millions in operatil@ SW fault in aircraft nondirectional beacon landing approach system (S 16 3)
costs bynotusing it! (R 23 89, S 30 4:19) V* New San Jose CA ATC system still buggy, plane tags disappear (S 14 2)

Vdfm$ Kuala Lumpur International Airport: Risks of being a development pioneer{R ATC computers cause phantom airplane images (S 16 3)
19 68); airport opens 30 Jun 1998, but baggage and check-in systems failed fotfe Jeppesen GPS restricted-airspace navigation database corruption (R 22 64; S Z
several days (R 19 84); similar events at the opening of the new Hong Kong airpctt6)

a few days later (R 19 85) Vf West Drayton ATC system bug found in 2-yr-old COBOL code (S 16 3, R 11 30)
Vm Amsterdam Schiphol airport computer down for 30 minutes, major delays (R *M¢h Open cockpit mike, defective transponder caused 2 near-collisions (S 12 1)

85); unchecked out-of-range value (R 19 93) h Another open mike: couple join Mile-High Club, disrupt British air-traffic control
V$fe American Airlines’ SABRE system down 12 hours; new disk-drive SW (S191:10)

launched "core-walker" downing 1080 old disk drives, stripped file names ... (S*Mh ATC equipment test leads to Sydney landing near-collision (R 20 24)

5) *Vmf More ATC problems, fall 1998: New air-traffic control radar systems fail,
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losing aircraft at O'Hare (R 20 07); Dallas-FortWorth ARTS 6.05 TRACON give$Vfmd Air-traffic-control snafus in Chicago, Oakland, Miami, Washington DC,
ghost planes, loses planes (one for 10 miles), one plane on screen at 10,000 feeDallas-FortWorth, Cleveland, New York, western states, Pittsburgh! (S 20 5:12);
handed off and showing up at 3,900 feet! 200 controller complaints ignored, Another Oakland airport radar outage 28 Nov 1995, two hours (R 17 49)
system finally backed off to 6.04 (R 20 07); near-collision off Long Island V*fm Philadelphia airport radar problems, May 1999 (R 20 42) More radar glitches
attributed to failure at Nashua NH control center (R 20 11); TCAS system failuresat Philadelphia airport 10 Mar 2000 (S 25 3:18, R 20 84)
for near-collision over Albany NY (R 20 11); two more TCAS-related incidents Vhm Brief KC power outage triggers national air-traffic snarl (S 23 3:23, R 19 51)
reported (R 20 12); landing-takeoff near-miss on runway at LaGuardia in NY (R/20nm Air traffic control snafu around LAX: pickup truck caused power outage,
13); discussion on trustworthiness of TCAS by Andres Zellweger, former FAA  backup power failed, 18 Jul 2006 (R 24 35, S 31 5:17)
Advanced Automation head (R 20 13) IVm New York air traffic slowed for 10 hrs by construction contamination (R 19 41)
*f? Automation-related Reduced Vertical Separation Minima (RVSM) AIRPROX *f Fall 1998 air traffic control upgrade problems: New Hampshire (R 19 93), Salt
incident over the North Atlantic, despite ACAS and TCAS (R 22 19); European Lake ATC (R 20 05); Dallas-FortWorth ARTS 6.05 (S 24 1:31, R 20 07), Chicago
RVSM safety case is flawed (R 22 22) (R2007)
*def U.S. west-coast ATC woes 19 Oct 2000 (hundreds of flights affected) and 23W@tEffects on automated traffic controls of plane crashing into 500Kv power line
2000 (loss of flight plans for Northern CA and Western NV) (R 21 09; S 26 1:22) near Cajon Pass; more than 1000 traffic lights out (R 19 29,30); earlier effects of
df$ FAA Runway Incursion System: further delays in AMASS due to excessive fals@ower failure in Perth (R 19 30); risks of major outages (R 19 32,33)
alarms (R 21 60,62) *Vhe Southern Cal plane crash due to software change? (S 12 1)
$*fde STARS: Standard Terminal Automation Replacement Systems to replace *Vmf Alaskan barometric pressure downs altimeters; FAA grounds planes (S 14 2)
ARTS — as of Feb 2002, more than 4 years late, $600 million over budget, “71 *Vfm FAA Air Traffic Control: many computer system outages (e.g., SEN 5 3, 11 5),

specific software problems that could prevent the system from operating as near-misses not reported (S 10 3:12)

designed” and many questions (S 27 6:7-8, R 22 12) *Vf ATC computer system blamed for various near-misses, delays, etc. (S 12 4)
f/m? Collapse of UK air-traffic control computer (R 20 93-94); known bugs reducéhi Air-traffic controller errors. O’hare near-miss: wrong plane code (S 12 3)

from 500 to 200 (R 21 01) V(f/m/h?) 2 jets in near-miss approaching LAX; Brazilian VASP MD-11 pilot blames

*dV Reports on UK New En Route Centre NERC for UK ATC (R 19 18,23,69); moreautopilot, others blame pilot (R 19 10)
on the NERC system crashes at Swanwick (S 27 6:9-10, R 22 12); safety and *Vh F-16 incidents, TCAS: 4 separate risky military approaches (S 22 4:28, R 18 8z
human factors (S 27 6:10, R 22 13); subsequent questions on readability of disfNé$fsn FAA report lists 114 major telecom outages in 12 months 1990-91; Secretary
at the London Area Control Centre (R 22 40,44) Pena blames air-traffic woes on computer systems (S 19 4:11) 20 ATCs downed |
$e British Swanwick ATC slowdown Jun 2004; backup recalcitrant on 30-year-old fiber cable cut by farmer burying cow [4May1991] (S 17 1); Kansas City ATC
system (R 23 41,42) downed by beaver-chewed cable [1990] (S 17 1); Other outages due to lightning
$ Discussion of NERC and STARS: COTS versus Bespoke ATC Systems (Ladkin, strikes, misplaced backhoe buckets, blown fuses, computer problems (S 17 1) 3
Leveson, S 27 6:8-9, R 22 12) outage, airport delays: Boston unmarked components switched (S 17 1) More on
*Vfm Review on air-traffic control outages by Peter Ladkin (S 23 3:26, R 1959)  the AT&T outage of 17Sep91 noted below (5M calls blocked, air travel crippled,
*fhm, etc. UK air-traffic control problems summarized at www.pprune.org (R 21 11)1,174 flights cancelled/delayed) (S 17 1)
*SHA Fake air controllers alert in UK (R 21 04; S 26 1:22) fh WashingtonDC air traffic slowed 11 Jun 1997: old wiring error (S 22 5:13)
*h F-117 stealth fighter in near-miss with UAL jet (R 21 04; S 26 1:22) V$fe SW bug downs Fremont CA Air Traffic Control Center for 2 hours [8Apr1992];
V(f/m?) Faulty TCAS behavior. Australian report shows two faulty TCAS cases: Jad2 of 50 radio frequencies died [17Apr1992], reason unspecified (S 17 3)
1998 near Hawaii, TCAS off by 1500 feet vertically, caused false maneuvers; J\$d New Canadian air-traffic control system SW problems, system late, it crashes,
1999 over China, TCAS had higher plane descending toward the lower (R 20  planes flying backwards, frozen displays, no radar,... (S 17 4)

60,62); *¥m NY Air Route Traffic Control Center computer failure (S 21 5:15)
*Vfm Complete ATC power failure in the U.S. Northwest, 15 Jan 1999, discussiort¥sgf Computer glitches foul up flights at Chicago airports (S 24 4:26,R 20 38)
Seattle controller, Paul Cox (R 20 19) @See below, general telephone problems that affected traffic control.

*Vmh Dulles radar fails for half-hour 23 Nov 1998 (R 20 10); discussion of air-trafffs Discussion of the implications, needs for oversight, assurance (S 17 1)
control safety implications (R 20 11), and ensuing comments from a controller (R$m FAA ATC computers in Houston down for 3 hours; long delays (S 12 2)*
2012) *V$rm El Toro ATC computer HW fails 104 times in a day. No backup. (S 14 6)

*Vh Risks of runway crossings with tight takeoff/landing schedules (R 20 10) Vhfm Accidental power outage affects Pacific Northwest air traffic (S 21 2:21)

f Airline clock wraparound in displays: UA Flight 63 from SFO “Delayed 1 hr 39 Vm Dallas-FortWorth ATC system power outage affects southwest (R 17 40)
min, Arrive Honolulu Intl 12:01am Tues Early 22 hr 35 min” (R 20 15); More ~ Vm Las Vegas approach radar outage (R 17 41)

United Airlines Website flight curiosities (R 20 44) *\V$m London ATC lost main, standby power, radar; capacitor blamed! (S 12 2)
h Accidentally enabled sex-aid vibrator in hand luggage causes bomb scare on *f London ATC goof — US ATC program ignores East longitude (S 13 4)
Monarch Air flight; apparently not unusual (R 20 34) *f Software misdirects air-traffic controller data in Boston (S 13 4)
*Vm Air-traffic control data cable loss caused close calls (S 10 5) @d New £300 million UK air-traffic control system confronts complexity (S 22 1:18)
V$SHm Attack on fibre-optic cables causes Lufthansa delays (S 20 2:12) *Vh Commercial plane near-collisions up 37.6% in 1986; 49 critical (S 12 2)
VmM Display lasers affect aircraft: pilots blinded over Las Vegas (R 17 55) *H Radar center controllers (So.Cal) concealed collision course info (S 12 2)

*VM More on EMI and RF interference from passenger devices in aircraft system®/ Jetliners in near-miss over Cleveland; wrong freq assigned, neither plane in
(Ladkin) (R 19 24); still more, including discussion of Elaine Scarry article in 26 contact with controllers (S 16 4)
Sep 2000The New York Review of Bogksd follow-ups (R 21 04,08,11) *Vid Complexity of the airplane pilot's interface increasing (R 18 63)
VSfM Case of GPS jamming of Continental flight by failed Air Force computer-bag®dComputer errors involved in plane crashes? (Aftonbladet) (R 18 65,66)
test (R 19 71) more on GPS jamming/spoofing: British Airways flight lost all thr&@roblems with below-sea-level aircraft altitudes (R 18 72,74)
GPS systems while French military was testing jammers; Continental DC-10 loktPlane takes off, flies for two hours, without pilot (R 19 47)
all GPS signals while Rome Lab was experimenting with jammers (R 19 74,85)Vf ‘TCAS Sees Ghosts’ (see IEEE SPECTRUM, August 1991, p.58) (S 16 4);
Vi/h? GPS kills 8 in air (R 20 44-45) and radar-assisted collisions (R 20 45) Traffic Alert Collision Avoidance System blasted by ATC people (S 17 1); See als
@*VM Cell-phone linked to London to Istanbul crash-landing? (R 19 34,36,37)  relevant discussion on human errors by Don Norman (S 17 1:22)
VM Australia’s Melbourne Airport RF interference affected communications, trac&h? TCAS related collision-avoidance mistake discussed (S 18 1:24)

to an emanating VCR! (R 17 44) *f Air-traffic controller reports on potential TCAS problem (S 18 3:A15)
*VM Osaka Int'l Airport’s radar screens jammed by TV aerial booster (S 123)  Vf TCAS blamed for near collision over Portland WA, previous reports of phantom
*m Plane diverts after erroneous 4-digit hijack alert (R 23 89-91) planes and misdirected avoidance maneuvers (S 19 2:12); Followup report (S 19
*M Cellular telephone activates airliner fire alarm (S 14 6) 3:9)

Vfmhi? Aviation Risks using Windows NT avionics systems (S 23 3:27, R 19 46) *f?/+ TCAS incidents: northwestern U.S., Tehran (S 20 5:13)

*Vfi Flawed ATC radars: planes disappear from screens; other problems (S 12 1)? Discussion of TCAS near-miss in Southern Calif. (R 19 55,56)

hi Controller screwup causes NW 52 to Frankfurt to land in Brussels (R 17 38,40)Vhimf South German mid-air collision over Lake Constance, 1 July 2002: TCAS

*Vdef Risks in the new Sydney airport control system (R 17 43) told Russian plane to climb, Swiss controller said descend; plane crashed into Dt

*m Computer outage in Concorde leads to rocky nonautomatic landing (S 124)  plane whose TCAS had prompted descent; discussion in RISKS whether to lister

*\e British ATC 2-hr outage, 6-hr delays: faulty HW/SW upgrade (S 12 1) Computeto TCAS or the controller! 71 dead (S 27 6:6-7, R 22 15,18, Ladkin analysis R 22
problems down FL ATC, slow airline flights in Southern U.S. (S 19 1:11) 19) Listen to TCAS, not the controller (R 23 19); later analysis; air-traffic
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controller subsequently stabbed to death (R 23 23,25) Coast Main Line (R 23 63; S 30 2:17-18)
*m TCAS RA incident in UK airspace; faulty transponder off by 500 feet (R 23 72¥ ®iscussion of completely automated train controls (R 21 82-83)
30 3:23) *mfdei New ‘Heathrow Connect’ trains do not want to go to Heathrow due to signal
*m Analysis of automation-related AIRPROX incident: loss of separation between fault; scheduling problems with high- and low-speed trains; also braking problem:
A330 and A340 operating under RVSM over the Atlantic, 2 Oct 2002; turbulence,incorrect automated announcements; lengthening trains requires return to Sieme

TCAS limitations, etc. (R 23 19) factory (R 23 91-92; S 30 4:23)
*Vf Chicago’s O’Hare Airport radar lost planes, created ghosts (S 17 1) f/m?V Unmanned Rotterdam Parkshuttle system suspended after collision (R 24 12
*h GAO faults FAA for inadequate system planning in Los Angeles area (S 15 5) *Vh DLR unmanned trains crash under standby manual control (S 16 3)
$ FAA drops navigation system contract (S 21 5:16) e DLR train stopped at station not yet built to avoid changing SW (S 16 3)
*Vhi Four 1986 British near misses described — all human errors (S 12 2) *hf London Underground wrong-way train in rush-hour (S 15 3)
*Vfim? Leesburg VA Air Traffic primary, backup systems badly degraded (S 15 1}*fh London Underground train leaves ... without its driver (S 15 3)
*\Ve? DFW ATC 12-hour outage after routine maintenance (S 15 1) *h South Wales train leaves without driver (R 22 26)
*V$ Computer outages force delays in So. Cal, Atlanta (S 12 2) *fh Another London Underground driver leaves train, which takes off (S 19 2:2)

Vm Winnipeg rodent blows transformer, blacks out air-traffic control (R 23 61) @SH London Underground hacked by insider posting nasty messages (R 17 36)
* Macaque reaches 747 cockpit controls; monkey loose on Cosmos 1887 (S 12 4% 1928 British rail interlocking frame problem revisited (S 15 2)

$ Travicom computerized air cargo system withdrawn; £5M lost (S 12 2) *f British Rail signalling software problems, trains disappear (S 15 5)
$H Computer hides discount airline seats from agents; lost sales (S 12 2) *Vm Leaves on track cause British Rail signal failure (S 17 1)
$f Pricing program loses American Airlines $50M in ticket sales (S 13 4) m Flat train wheels in 124 cars in NY/NJ: oily leaf residue (R 24 47, R 2451, R 24

f,h,i Ordering airline tickets on-line: Nonatomic transaction gave tickets but no 52)

reservation (R 19 27); name confusions on e-tickets, with similar names (R 19 $&ritain’s Network Rail faces unlimited fine over 16 safety breaches (R 24 46)

and identical names (R 19 29) *Vf Removal of train’'s dead-man’s switch leads to new crash cause (S 17 1)
$d American Airlines reservation system SW woes adding cars, hotels (S 17 4) *f/h? Severn Tunnel rail crash (100 injured) under backup controls (S 17 1)
V$m Power outage causes Australian airline reservation system "virus" (S 13 3) Vfm Elbtunnel computer crash causes monster traffic tie-ups (R 23 95; S 30 4:23-2
f Delayed DoT airline complaint report blamed on computer (S 12 3) f/m Berlin tunnel control fail-safe test fails totally; tunnel closed for five hours during
$ First-day snafu at new Pittsburgh Airport; BA luggage uncoded (S 18 1:25) rush-hour (R 24 09); Computer problem closes Berlin tunnel again (R 24 34, S 31
Vm Hong Kong Flying Service computers corroded by hydrogen sulphide (R 19 415:17-18)
$f*h British Air 10M-pound inventory system loses parts, earnings, convictions, us&fm Intercom hang-up caused 1997 Toronto train collision, 19 Nov 1997; 50

confidence, nearly causes deaths, and costs legal expenses (S 18 1:9) hospitalized; “dwarf signals” (R 20 49)
*?f?V? Out with pilots, in with pibots in our national airspace (R 21 96), and flockitfid\asta trains crashed, killing 19, 4 Jan 2000; safety-critical error; report leaves
algorithms (R 22 01) uncertainties; considerable discussion (R 21 28,30,32,36)
deS? F-35 fighter jet too reliant on foreign software? (R 23 13) Veihh Head-on train collision in Berlin killed 3, injured 20; track controls mistakenly
hi+ Orientation of instrumentation to highlight normal operating conditions in aircrafset to one-way traffic, overseer overrode halt signal (S 18 3:A3)
and submarines (R 23 26,27) IVm German high-speed train disaster Jun 1998 and implications; automated syste

*SHf Korean Airport subject to hackers, viruses, worms, etc. (R 23 53; S 30 1:12-18)ith inadequate sensors and overrides (R 19 80,81,83,89)
Vfm Berlin new automated train switching system (Siemens Generation C) fails fror

. . . the outset of its use (R 19 77)
1.7 Ral|, BUS’ and Other Public Transit Vf Berlin S-Bahn stopped by switching SW stack overflow (S 22 2:19, R 18 55)

I(h?) German driverless Transrapid maglev train crashes at 200 mph on test tra¢RjRerliner S-Bahn power outage took out three switching computers, shutting
Emsland, killing 23; crash-proof car crashed into a non-maglev maintenance car @QWn train traffic for 2:25 (R 22 53, S 28 3:5)
24 44, S 31 6:21-22), more (R 24 45) hi ear-dlsaster on a French RER commuter train (R 22 92: S 29 2:8-9)

I US railroad uses Wi-Fi to run ‘driverless’ trains (R 23 05; S 29 2:8); Union Pacificfeh NY City subway crash due to operator, outdated parameters (S 20 5:8)
worker killed by locomotive he was operating remotely (R 23 07; S 29 2:8); "M Runaway train on Capitol Hill (S 24 3:26, R 20 13) ) _
Caltrain railroad accident results from deactivated crossing gate (R 23 08; S 2d#rgRunaway remote-controlled coal train plows into NIPSCO generating station;

IVmh Driver killed by unanchored ballast simulating passengers in test of and earlier accidents; system not designed for these trains (S 27 3:6, R 21 94)

“computer-controlled” AirTrain to JFK intentionally on manual around a curve; M Computer crash freezes train traffic in 8 US states (S 20 3:8)
damage to the train and to 150 feet of concrete wall as well; blame went to the $Vdef Stack overflow shuts down new Altona switch tower on first day (S 20 3:8)

driver, not the ballast that killed him! (R 22 37) m Paper-clip causes hard-drive overflow, triggering traffic-control computer failure
th Metra Rail accident in Chicago (R 24 05; S 30 6:17) stopping trains in south Finland for an hour (R 19 10)
irTrai i i i *>Hrin Accident in China due to safety systems known not to work (S 17 1)
f JFK AirTrain passengers end up at storage yard instead of airport (again) (R 23*2'5321 . s Ri
IVh 42 die in Japanese train crash under manual standby operation (S 163) M Control faults cause Osaka train to crash, injuring 178 (S 19 1:4)
I$Vm Loose wire caused Britrail Clapham train crash, 35 killed (S 14 6) f Sydney train system traps man’s leg (R 21 01) o
1I$Vhi Canadian trains collide despite "safe” computer; 26 killed (S 11 2) Report M\/If$ Sydney’s new Millennium trains put on hold by electrical signal interference
A.M. Smiley of Human Factors North (Toronto) blames freight-train engineer fofr problems; very complex system with other problems as well (R 22 68-70)

running red signal (TNX to Mindor Sjaastad) /m? Computer glitch causes severe train del_ays in Melbourne (R 20 48)
*mh Rail Canada train derailed 3 Sep 1997; early warning alarm ignored by~ “M Melbourne’s computerised train brakes fail (R 24 47) o _
untrained crew, who disconnected it (R 19 94-95,97) * Three of Australia’s major railway routes blocked: single track; similar problems ir

IVh Southern Pacific Cajon crash kills 3; tonnage computations wrong (S 14 6)  Canada; ‘dark track’ in the U.S. with no signals (R 24 46)

IVm Cannon St train crash in London, 1 dead, 348 injured, brakes failed (S 16 2) VM Electrocuted snake cancels 34 trains in northern Japan (R 19 88) _

IVm Kings Cross passenger trapped in automatic door, killed; no alarm (S 16 2) “h Jﬁtjpta”?si butllet-tr_aln ?FVQ'V;{SZ%USI wear hats; driver with missing hat left his seat

IV*h London commuter train crash out of Euston Station, 8 Aug 1996 (S 22 1:18) andtrain kept running

VI*h Ladbroke British train collision, Oct 1999; driver ran red S?gnal 10(9 (R20 )*h;i?anesz l;ullit trairt\ drivf_r fslllskasleei Etjt Egezcggg;)|5, fails to push confirmation
59-60, 62-63 utton and brake; automatic brake worke

*(r?2f?) Lond031 underground train went 4 stops with fail-safe doors open (S 16 2‘§*f Japanese bullet trains with faulty software speed controls, not detected in test rt

*Vrf London Docklands Light Railway crash; protection system incomplete (S 12 4)(R2384) , _

m/f? U.K. computerized train from London halted in Chester countryside, ran m_Zurlch main railway station outage due to control center failure (R 23 70; S 30
through the entire set of remaining audio station announcements, tried to open th&24) o o .
doors, issued false warning of fire; recycling all power for 10 seconds enabled {H Amtrak mainline train collision in Maryland, Feb 1996 (S 21 4:13)
computer and train to reboot (R 21 47); new computerized Amtrak locomotives"/m? Amtrak ticket system breaks down (S 22 2:19) N '
require 10 minutes to reboot, while 30-year-old Long Island RR electric trains $dmfhV Amtrak's high-speed Acela trains sidelined for many months; million-mile

seem fine (R 21 48); brakes don't last, just enough spare parts to keep one train going; deeper probler
Ve Oyster card fault causes problems on London Underground and Docklands Ligh$ Well (R 23 85,87) ' _ _
Railway; failure in system for updating revocations (R 23 79; S 30 3:29) $mfV Amtrak halted by propagating power failures; Jersey Transit and BaltoWash

*f Flawed braking algorithm causes UK Pendolino trains to overrun stops in West MARC trains also affected (R 24 29, S 31 5:16)
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Vrm Hurricane Floyd had widespread effects, Amtrak operations center problemsrifhi UK New Southern Railway passengers trapped in trains for up to 45 minutes it
Jacksonville affected trains in Eastern Seaboard, Chicago, Michigan; also DC  new cars; software uses GPS-based detectors to detect trains stopped at station
commuter rail (R 20 58); ISDN lines, ATMs, EDS (R 20 62); nationwide AT&T  platforms with not-excessive train length; drivers apparently not trained to overrid
cellphone service interruptions (R 20 59); (R 23 52); is GPS accurate enough for this? (R 23 53)

f CSX crew spots problem signal, averts collision; insulation problem? (R 21 04; $r@6 Amtrak railroad signal failure (R 23 54)

1:20) SHVf Risks of British Rail using satnav/GPS to keep trains running on time; overkill’

f/m Train-ticket vending machine bogus tickets; innocent victim harassed (R 19 20)(R 23 71,72); related risks revisited (R 23 78,82)

f Train reservation process confuses city codes and airport codes (R 21 51) hf- Railway map in error omits Colne to Skipton line, which was then discontinued

Vm Swedish central train-ticket sales/reservation system and its backup both fail (Rather than admit the map error! (R 24 27)

20 05)

e Upgrade to Guildford Station (Surrey, UK) software disables hundreds of train 1.8 Shi

tickets for automated gates (R 20 94: S 26 1:20) . Ips

i Washington D.C. Metro crash kills operator (S 21 4:13) _ $*f Puget Sound ferry computer failures — 12 crashes; settlement vs builder $7
Vmf Washington D.C. Metro Blue Line delay 6 Jun 1997; system+backup failed (R mjjlion; cost of extra $3 million for manual controls! (S 12 2): Electronic

1922) _ _ _ _ _ "sail-by-wire" replaced with pneumatic controls (S 15 2)
$ef DC Metro discovers ﬂag-_day issues with changeover in SmarTrip payment g Ship runs aground; reverse-logic steering problem? (S 15 1)

systems (R 23 44, update in R 23 46) . *hi Canadian ferry crew Queen of The North didn't know how to use ECS display
f/m/hi? Woman summoned to court over unread Oyster transit payment card (R 24gqfyware: ferry sinks (R 24 33, S 31 5:17)

08) m Royal Majesty runs aground due to GPS antenna failure (S 20 5:8)

Vmfe Computer crash impacts Washington D.C. Metro (S 23 3:25, R 19 50) *hi Risks of ships relying on GPS-based systems (R 24 03)
Vi/m? Computer problems foul up the Washington D.C. Metro system; graphics «f Hard-left cruise-ship’s autopilot blamed for sharp turns (S 26 6:10, R 21 41)

_ system froze (R 20 60) ) ) ) !$ Trawler Antares sunk by submarine; computer showed 3mi separation (S 17 4)
fi D.C. Metro can’t label rerouted holiday trains on 4 Jul 2000: confusion (R 20 953~ QE2 hits shoal; 1939 charts off by 7 feet? (S 17 4)
26 1:20) . M GPS on M.V. Manatoulin cargo ship failure traced to interference from the
mf Computer graphics system crash stalls D.C. Metro (S 26 4:4, R 21 36) captain's TV antenna (R 19 90)
mf D.C. Metro computer crash leaves disabled riders stranded (S 26 6:9, R 21 44)/.) Gps is killing lighthouses (R 23 70) [risks of trusting technology, not your own
*h Atlanta MARTA commuter train jumps track, injuring 19 (S 21 5:14) eyes]
“f LIRR trains fail to trigger computerized crossing gates (S 22 1:18) m/h? Computer-controlled ballast tanks tip drydocked ship, both ways! (S 17 4)
m Lightning knocks down wall of an English pub, and closes fail-safe railroad  +j/m Apparently uncommanded rudder movement in cruise liner injures passengers
crossing that blocked fire engines (R 19 72) (R2264; S 28 4:6)
Vfm Computer crash shuts down Taipei subway (S 21 5:14) Note: Matra made  g«hhh Computer override backs Australian frigate onto rocks (R 23 71; S 30 3:24)
software for both Ariane5 and Taipei subway system (S 21 5:15) f Titanic photo expedition control program erratic (S 11 5)
V$mf Swiss locomotives break down in cold weather; SW fails (S 20 2:11) Roller-coaster accidents and risks
h Swiss train disappears from tracking system (S 26 6:9, R 2142) I'Vhmie Two loose screws cause death of Disneyland Big Thunder Mountain roller
Vm Single point of failure in self-generated power paralyzes Swiss Railsystem for g5ster rider (R2305; S 29 2:8)
. hours 22 Jun 2005 (R 23 92; S 30 4:22-23) ) *m? 42 Japanese injured in roller-coaster car crash (EMI?) (S 12 3)
f Flaw discovered in Swedish rail control system after near miss (R 19 22) *$f Computer-controlled Worlds of Fun roller coaster trains collide (S 15 3)

fh Union Pacific merger aftermath: gridlock, lost trains (S 23 1:11, R 19 41) *$f Dorney Park roller coaster crashes; same design flaw, builder (S 18 4:2)
* Japanese railway communications jammed by video game machines (S 12 3) « Roller Coaster controls balance scariness and safety? (S 15 5)

* Japanese train doors opened inadvertently several times; EMI? (S 12 3) *e Astroworld ride jams at top with reporters; untested SW change (S 16 3)
*(m/f?) Caltrain Baby Bullet train runs with door open between stops (R 23 87) Blackpool roller-coaster (1) fault traps 30; (2) 2 trains collide (S 19 4:5)

*f SF BART train doors opened between stations during SF-Oakland leg (S 8 5) +fm Malfunction shuts down computer-controlled British Airways London Eye

f SF BART automatic control disastrous days of computer outages (S 6 1) amusement park ride; also, a carnival ride with blue screen of death just before
*V$m BART power mysteriously fails and restores itself 5 hours later (S 12 3) rapid descent (S 27 3:6, R 21 93-94)

battery charger short and faulty switch subsequently identified (S 12 4) +? More on making roller coasters idiot-proof: automation (R 19 93)
m BART ghost train, software crash, 3 trains fail, system delays (S 22 2:19) *2 A new approach to roller coasters: RoboCoaster Windows-based self-programr
f BART ghost trains; 567 cases in two years (R 2031-32) . ersonalized rides, with six axes, 1.4 million combinations; all safe? (R 22 89, S -
defV$ Three days of San Francisco BART upgrade crashes; backup failed as well 8); controls separated (R 22 94)

24 23) fm Universal Orlando Incredible Hulk Coaster gets stuck (R 23 69; S 30 3:29)

$dh $80M automated BART train-control system mothballed (R 24 33, S 31 5:17)
f SF Muni Metro: Ghost Train recurs, forcing manual operation (S 8 3) X
f SF Muni Metro: Ghost Train reappears; BART problems same day (S 12 1) 1.9 Automobiles
mM San Francisco Muni adds new communicating streetcars, has to remove old onh

es . ) . . ) o .
|
blocking comms to increase service (R 19 95); Muni driver leaves car, which Wenzleg\ée;)knls cyclist while trying to save Tamagotchi virtual pet on her key ring

) |
on driverless! (R 19 95) : . I$h Wilson (draw)Bridge warnings not set, truck plows into car (S 17 1); See relevar
hi Grenoble streetcar ticket machine welcomes you to London if you detegish discussion on human errors by Don Norman (S 17 1-22)

language interactions (R 24 07) - ) .
*fm Chunnel has ghost trains, emergency stops (due to salt water?) (S 20 3:9) !$fr1'ia'\|{llfsr'csg§sse?%%?Eil\lNelrjh (gsreiie;;l-stop no-skid brake computer left 368-foot skid

Vf Phantom trains down Miami’s Metromover inner loop for 2 days (S 20 5:8) Hf Mercedes brake test: unworkable demonstration rigged (R 24 11)

$*H SF Muni Metro crash; operator disconnected safety controls (S 18 3:A3) | ; . o >
) . 1$f? Audi 5000 accelerates during shifting. 2 deaths. Microprocessor? (S 12 1)
$d Washington D.C. Metro stops payments on troubled computer (S 23 4:21) SHAOF Car computer systems at risk to viruses (R 23 96, R 24 01; S 30 6:21)

h LA Rapid Transit District computer loses bus in repair yard (S 12 2) - . . ,
$f LA RTD phantom warehouse in database "stores" lost parts (S 12 2) *f’.i:I::g‘ii-avt?(I)tr? g(;g %bélg)vehlcles may be hazardous to rescuers’ health? (R 23 35),

fhi Analysis of the Chicago train/bus crash (R 17 43) . . . . o o
*\/m Water seepage stops Sydney automated monorail computer controls (S 13 zll*)l'nzlleo(g) red-light cameras fail to reduce accidents, despite increased violations (R

Vfh Daylight savings time changeover halts train for an hour (S 15 3) : S . . .
if Amtrak’s on-line trip planner suggests Portland to Seattle via Chicago and LA (Hﬂg?i;iggcgin(éozludgé)hand|capped-eqwpped Dodge controls rendered inadequa

2320,22) Ly \ : . .
2
m Risks of the modern train: lots of inconveniences (R 20 54) $Enlédgcr:é(;prl(zc(;e|<ssg)rl’:;;§£|\3anoer;j ;Vtggga?gilisgff g)lesans, 400K Alliances/

@$dmf Las Vegas monorail big development delays; drive-shaft fell off; flaw in train - . -
spacing software (R 23 37; S 29 5:14) ?mM More on risks of microprocessors in cars (S 16 2)

f Sydney trains disrupted by unknown software glitch, stranding passengers for t\;\%(f?) Saturn auto assumption cuts off engine at high speed (R 21 10); Nissan also

. . (R2113)
hours (R 23 35; $ 29 5:14) *fm Formula 1’s string of control-system failures (R 21 48,49)
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*SM Sudden auto acceleration due to interference from CB transmitter (S 11 1)  malfunctioned, Aug 1990, injures German defense attaché and American aide (R
*M Sudden acceleration of Dutch bus commonplace: interference (S 23 1:11, R 1921 06; S 26 1:26)
40) *f Problems with the Wide Area Augmentation System (WAAS) (S 25 3:17, R 20 84
M GM sudden acceleration (31 deaths, 1121 injuries between 1973 and 1986) liffliechusing parts inventory system overshoot: bits needed to remove spot welds fror
to EMI in court; Audi cases still suspected; cars less protected than aircraft (R 19one car by one person required purchase of entire stock of drill sets each weeker
38); note from Adam Cobb in Australia (R 19 42) for 3 months; result: predictive system ordered many hundreds! (S 27 3:10, R 22
*m Runaway Pontiac Sunfire racing out of control, rescued dramatically (R 23 33-3@%)
m? Runaway truck locked at 60mph for 140 miles; driver wants to sue manufactupér/-) Integrated Project Control System: the smart highway (R 22 01)
(Sorcerer’s Apprentice in the Driver's Seat?) (R 24 05; S 30 6:17)

*fm Hour-long runaway Renault regulator, speed reaches 125mph; solution: pull o .
the elechonic cord (& 23 56) P P PuloY 10  Motor-Vehicle and Related Database
*fhi Another near-disaster due to vehicle automation; accelerator jammed at 130mph Problems
(R 24 25,29) . o ) )
fm 2004/early-2005 Prius cars shut themselves down at speed (R 23 87; S 30 4:24 !h Bus crash kills 21, injures 19; computer databas_e showed driver’s license had
*i Handicapped’s gas pedal on left side of car leads to 3 injuries (R 22 90) een revoked, but not checked? Also, unreported citation (S113)
M Remote-control car starter also controls car doors, turns on heater, defroster, P Stalker obtained address of TV actress Rebecca Schaeffer from Calif DMV
air-conditioner, up to 400 feet away (R 19 37) DBMS, and murdered her, July 18, 1989; new regulations on DB access: notify
*fmi The dangers of remote start on a car with manual transmission (R 22 90) interrogatee, then delay response for two weeks (S 14 6, R 9 18)
*fm MS Windows crash traps Thai politician in BMW (R 22 73, S 28 6:11) $SP Misused (25% of sample) computerized Calif auto registration info (S 16 4)
@*fM Keyless remotes to cars suddenly useless (R 23 45) SHI 24 California DMV clerks fired in fraudulent license scheme (S 23 1:14, R 19 27
*f/m [but not human error] Fire truck with electronically controlled all-wheel drive SP California DMV online database reveals too much (S 27 3:13, R 22 05)
auto-steers itself into tree (R 23 30; S 29 5:14) @cCalifornia DMV fosters identity theft: 100,000 of 900,000 duplicate license
*fh Two Opticon-enabling fire trucks collide (R 23 34) requests in 1999 were fraudulent! (R 21 07; S 26 1:34)
f(i?) BMW under GPS navigation driven into Havel River (R 20 14) *SH California Ex-DMV worker admits altering driving records for money (S 17 1)
Shi French motorist obeys GPS navigation, makes U-turn into traffic (R 23 62) $SH Personal misuse of motor vehicle data by London policeman (S 17 1)
fhi More risks of in-car GPS navigation (R 24 10-14) $SPH lowa theft ring misusing license plate info, busted (S 18 1:19)

i?h?f? Man trusting in-car computer directions to meeting in York in NE England *SH British auto citations removed from database for illicit fee (S 11 2-4)
arrested for speeding, banned from driving; computer had directed him to smafSH Father's desktop publishing used for bogus drivers’ licenses (S 18 3:A8)

village in NW near Manchester (R 22 37) P Risks of stored digitized photos on drivers licenses (S 19 1:9)
M Swedish policeman’s handheld digital radio triggered his car airbag, which hit fifalifornia DMV computer bug hid $400 million fees for six months (S 11 2)

with the radio unit (R 19 43) $f Toronto motor vehicle computer reported $36 million extra revenue (S 11 3)
SM Cell phones can interfere with auto systems (R 19 63) Vef NJ DMV computer system upgrade crashes'on fir'st live use (R 19 80)
SM Czechs ban mobile phones in gas stations (interference) (R 19 68-69) hP NY State DMV accidentally cancels auto registrations (R 21 15, S 26 2:7)
Sf Denver car-emission testing program bypass (S 21 4:17, SAC 14 3) hi Audit shuts down Minnesota car license website; previous warnings ignored (R 2
f Connecticut automobile emissions test readings in error; propane measured insteBes S 30 4:24) ) )

of hexane (R 23 28) V(m?e?) Massachusetts Motor Vehicle computer down after maintenance (S 14 6)
f Auto onboard emissions chip major malfunction (R 24 19) ef Massachusetts new online renewal system issues ID cards instead of drivers’
$f Toyota smog-warning computer lawsuit (R 20 48) licenses to 3,600 drivers (R 22 35)
f Germany to rely on on-board diagnostics for vehicle emission checks (R 21 15, fs“%%fgal’:l)DMV program bug jails driver [Computerworld, 15Apr1985] (S 10

2:7) S Lo-

f$ Emissions software glitch falsely fails hundreds of older cars in Atlanta (R 20 0 Parisian computer transforms traffic charges into big crimes (S 14 6)
*? Fly-by-wire SAAB: joystick, no mechanical linkage, keyboard, screen (S 17 3)$ Georgia vehicles stopped as stolen; new tags match old ones (S 15 3)

*Viefm Jaguar loses all power due to faulty car phone installation (S 15 5) $f New California DMV computer system issues_large erroneous bills (S 16 1)
*f 1986-87 Volvos recalled for cruise-control glitch (S 13 3) $e SW patch adds $10-30 to 300,000 auto tax bills in Georgia (S 19 3:5)
*f Renault cruise-control failures? car won't slow down (R 23 81; S 30 3:25) $ Chicago cars get erroneous tickets for illegal parking (S 15 3)

* General Motors recalls almost 300K cars for engine software flaw (R 18 25) ~ $h 1000 IL residents dunned for bogus parking violations (S 15 3)
f*$ General Motors recalled almost one million cars (1996-97 Chevies, 1995  $f NYC parking violations computer issues many bogus bills per year (S 15 5)

Cadilacs) for undesired airbag deployments; Chevy fix involved software chandé=omputer glitch mails Mass. driver's licenses ‘en masse’ (S 22 4:29, R 18 83)
(R 19 85) NJ DMV computer changes drivers’ names to "Watkins Leasing Co." (S 12 3)

*f$ GM recalling around 127,000 Chevrolet Corvettes for program flaw (R 23 18) $ NSWales computer deregisters ALL police cars; unmarked car scofflaw (S 15 2)
*f GM recalls 12,329 Cadillac SRX for anti-lock brake flaw (R 23 30; S 29 5:14) | M|Ieage input default problem in lll. exhaust emission enforcement (S 17 2)
m Sony recalls 40,000 more Vaio PCs due to defective power supply (R 22 70) $fd California DMV system upgrade botched; $44.3M deadend (S 19 3:5)

- Comments on software explosion in new automobiles (S 22 2:23) dehi German registration offices new Meso softV\{are system cutover failed (R 24 08
*H Home-reprogrammed engine micro makes 1984 Firebird into race car (S 12 1) Computer crash caused loss of scheduled taxi cab pickups (R 20 98; S 26 1:20)
SH Hacking of car engine computers reaches Australia (S 13 4) f Fire engine startup risks: computer-controlled engine requires minutes to reset (F
*f Anti-skid brakes and computer controlled race cars? (S 12 1) 12350) _ ‘

*Vrf Car with computerized steering loses control when out of gas (S 12 4) hi Massachusetts mileage sign errors (R 24 08)

*V/f Non-fail-safe power-outage modes — car locks (§131) Automated highways:

*Vrm Experimental semi-truck micro died (EMI) when near airport radar (S 12 1) © Human risks in IVHS automated vehicles (R 19 08,10,11)

*$f El Dorado brake computer bug caused recall of that model [1979] (S 4 4)

oo - . : ) . .

ITQ 1‘5.4)FordNW/N|ssan cars with Microsoft dashboard Windows PCs (S 23 3:25, Rl.ll Electrical Power (nuclear and other) and

*$f Ford Mark VIl wiring fires: flaw in computerized air suspension (S 10 3:6-7) Energy

*Vf Cadillac recalling 57,000 cars for headlights-out computer problem (S 12 3)

* Computerization of the automobile continues apace (R 23 76; S 30 3:27)

V$f Oldsmobile design lost: hard disk wiped, backup tapes blank! (S 12 4)

f GM blames smelly Astros and Safaris on faulty computer fuel mix (S 13 4)

*mh Computer blamed for unbalancing of tires (S 14 6)

$drf Computer traffic/revenue model problems delay Denver highway (S 17 3)

m True Value 500 lap-counters in 5 cars fail during race; no time for backup (S 22
5:13)

*m Automated Pentagon car barrier hoisted limousine, injuring Japanese Defense
Minister and five others, Sep 1998; faulty sensor (R 19 97); same gate

..... Nuclear power:
'V$rh Chernobyl nuclear plant fire/explosion/radiation [26Apr1986] (S 11 3)
Misplanned experiment on emergency-shutdown recovery procedures backfired.
Fatal (at least 31), serious cases continue to mount. Wide-spread effects. (The tc
of Chernobyl is now being dismantled.) [Vladimir Chernousenko, director of
exclusion zone, estimates already 7-10K deaths among the clean-up crew,
according to San Francisco Examiner, 14Apr1991, p. A560,000 contaminated,
229,000 in clean-up crew (San Fran. Chron, 17Apr81500 in clean-up crew
dead, many others (San Fran. Chron,14Apr91,p.A10); Greenpeace says the
Chernobyl accident will claim the lives of more than 93,000 (Tierramérica, 3 May
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2006) hd Grid-lock: Software missing, California electric power deregulation delayed (S 2
* Forsmark (Sweden) atomic power plant shutdown triggered by short circuit, 17 Augj25, R 19 52)
2006; AC/DC converters died, leaving reactor in an unknown state; GovernmentSHO Calif. PG&E power substation damaged; note links attack to McVeigh verdic
shut down all similar reactors (R 24 41, S 31 6:26) (R1921)
*V$f 14 failures in Davis-Besse nuclear plant emergency shutdown (S 11 3) mf$ “Heading off emergencies in large electric gridl2EE Spectrunarticle, April
*$hrmi Three Mile Island PA, 28 Mar 1979, subsequently recognized as very close 1997, pp.43-47) (R 19 09)
meltdown (S 4 2:4), with 4 equipment failures, nondisclosure of faults, operator@$* Risk: Analysis, Perception and Management (report), assessing the worth of e
error, and misjudgement. SW flaw noted: thermocouple sensors were able to readtiman life around £2M to 3M, .5M in Transport Dept. (S 18 1:11)
very high abnormal temperatures, but the software suppressed readings that waf#r 9 Nov 1965 Northeast power blackout (NY, PA, VT, Conn, Mass) due to
outside of normal range, printing out “??????7?" for temperatures abouve 700  set-too-low threshold being exceeded; roughly 13 hours to recover

degrees. (S 11 3:9-10) *V$r 13 Jul 1977 power blackout (lower NY state) took twice as long to recover fron
*$h Three Mile Island accident revisited on 22nd anniversary: Loss of as 1965: up to 26 hours
Comprehension, not just Loss of Coolant; typical of software development as wé@\'hmfir 14 Aug 2003 massive northeast power-grid overload blackout; recovery
(R2131) took up to 44 hours to get most but not all power back (R 22 85-86, S 28 6:6; also
11IV,$ Various previous nuclear accidents — American (3 deaths SL-1 Idaho Falls) 22 96); computer failures led to NE US blackout (R 22 90); pithy analysis of the
Soviet (27-30 deaths on Icebreaker Lenin, three other accidents) (S 11 3) bigger picture of critical infrastructure vulnerabilities: The Road to Vulnerability,
*mfh Restarting the Salem nuclear reactor with a flawed part; sensors moved to avéidtrick Lincoln (R 22 86, S 28 6:6-7); latent software bug in GE XA/21 energy
detection! (R 23 63; S 30 2:17) management system contributed to the 14 Aug 2003 northeast blackout (R 23 18
*r Subsequent to Chernobyl, US Nuclear Regulatory Commission relaxed fire computer failure analysis found a race condition, failures in the alarm system
isolation guidelines, enabling a fire to wipe out two systems (S 11 3) causing alarm queues to back up, crashing a computer (R 23 31; S 29 5:13-14)
f* US-lent Russia Microsoft nuclear monitoring software, which lost track of nucledr$f Power blackout of 10 Western states, propagated error [20ct1984]; one-hour
materials (R 21 50) outage resulted from a supposedly routine event that was misread by an Oregon

*$ Crystal River FL reactor (Feb 1980) (Science 207 3/28/80 1445-48, S 10 3:11-13ubstation computer (S 9 5:5)
*Vrf Bug discovered in Shock Il model/program for designing nuclear reactors to *V$mh Western U.S. power blackouts, more propagated effects [2Jul1996] (R 18 2!

withstand earthquakes shuts down five nuclear power plants (S 4 2) S 21 5:13); apparently, initial report of outage from tree touching a power line was
* Nuclear power-plant safety (S 12 4) not relayed: operator could not find the phone number to call!
Sfi U.S. nuclear powerplants may not have firewalls (and not supposed to be link&d$mhf West-coast summer power losses: 10 Aug 1996 affected 8 million accounts
the Internet!) (R 22 90) in 8 states, parts of Canada and Baja, with major outages, air-traffic effects; many
*$f? British nuclear reactor software safety disputed (S 14 6) interlinked causes. 13 Aug outages included Palo Alto shutdown due to erroneou

*d Untested risk management system for UK nuclear power stations? (S 18 2:10) signal (S 22 1:16); Palo Alto outage fried the Cable Co-op Playboy channel
*$hf? Sizewell B nuclear computer safety software complexity causes concern;  scrambling chip, programs went out in the clear (S 22 1:17); Stanford outage 10-.
Sellafield reprocessing plant computer error adds further concerns (S 17 1) Offici@ct 1996 takes down Silicon Valley Internet connectivity, newpaper Web sites;
report summarized. Maintenance work underway. Two shield doors left open.  caused by rats, explosion (S 22 1:16) (R 18 27-29,34); Claims that the 2 Jul 1996
Waste raised. Plant still shut down, more study. (S 18 1:27) See also Dolan (R 1®utage could not happen again (R 18 32)
58) and Parnas (R 15 59) on software testing. VSH(O?) 3.5-hour San Francisco power blackout 23 Oct 1997 blamed on sabotage
fff Czech Temelin nuclear plant problems: vibrating turbine causes three-month 23 1:13, R 19 42)
shutdown; restart again shut down due to software flaw; 23rd shutdown since V$m Downtown Chicago hit by electrical blackout, 12 Aug 1999; 3 of 4 transformer:

beginning of operating tests (R 21 64) down, plus high-voltage cable (R 20 55)
*$f? French nuclear power software safety considered error-prone (S 15 1) $Vh Power-plant apprentice’s mistake melted down $500,000 transformer, blacking
*Vm Oswego NY Nuclear reactor offlined by 2-way radio in control room (S 14 5) out Palm Beach; west-bus switch turns on cooling system; east-bus switch close
VSMr Interference downs lowa nuclear power plant (2nd time) (S 18 1:12) first, in another room (R 22 22)

*f SW error at Bruce nuclear station releases radioactive water, and raises questitVi8hm Another San Francisco power outage: SFO Airport, Pacific Stock Exchange
about Darlington (S 15 2); more on Darlington, shutdown SW difficult to modify, rapid transit down, 1 million customes affected (S 24 3:25, R 20 11)
verify (S 16 2); still more (R 22 87) Vmf Customs computer system down for 5.5 hours; 2000 passengers waiting at

* Fuzzy control in nuclear reactor startup/shutdown (Omron FZ-1000) (S 16 3) Miami International (R 24 02; S 30 6:17)

*r Nuclear Regulatory Commission Emergency Response Data System vulnerabilithi Los Angeles power outage affects 700,000; worker cut wrong line; spec wrong

only one modem (R 20 11) (R2404;S306:17)
*hhf Report by Chiaki Ishikawa on Japanese nuclear accident, with significant *Vm More Los Angeles power outages in summer 2006 despite redundant grid
radiation release: a case study of bad design (R 20 61) hookups and backup batteries; in one case, gravity-fed diesel required electric
*f Grenoble neutron reactor 10% over limit; equations wrong and instrument pump, which always worked in tests — with power! Another item on emergency
miscalibrated, ordinary not heavy water assumed in both cases! (S 15 2) shredding strategy that passed tests but would fail under power outage (R 24 37-
$df New French reactor’s distributed computer system abandoned (S 16 2) S 31 6:23-24)
*$VSH Lithuanian nuclear power-plant logic bomb detected (S 17 2) V+ LA Cable Company, powered by an extension cord (R 24 37-39,41, S 31 6:25)
Vhi 20 of 59 Soviet N-Plant shutdowns 1st half 1991 due to ‘human error’ (S 16 4)Vm Weeklong power outage in Queens NY, July 2006; burning wires, explosions ir
f (Assumed) false alarm at San Juan Capistrano nuclear plant (S 16 4) manholes; some wiring was 100 years old (R 24 36)

*Vf Power surge shuts down 9 Mile Point nuclear station Oswego NY; uninterruptife Enron power outage downed database servers used for gas and power trading
backup power fails as well; site area emergency triggered (S 16 4; R 12 13) raised floor had collapsed (R 24 43, S 31 6:24)

$* Tolerability of Risks from Nuclear Power Stations (report) (S 18 1:11) Vmf Earlier power outage recalled: AC-DC converters failed, failure mode not

* Northeast Util. Millstone 2 nuclear power problems, underreporting (S 19 4:7)  anticipated, no switches (R 24 41, S 31 6:24)

Vhi Xerox machine caused nuclear-power plant emergency halt (S 21 5:16) Vm Scotland Yard power-outage chaos: all phones out, police emergency call logs

VSH Florida nuclear controls “vandalized"? Switches glued (R 18 35) failed (R 22 77)

*H More than 150 cases of falsified reports on welds in nuclear-power plants. (R $9mhe Huge 2003 London blackout caused by using 1-amp fuse instead of 5-amp
39) fuse (R 22 91); later report: due to sloppy maintenance (R 22 97,98)

@eh Pilgrim nuclear plant Y2K readiness questioned by NucRegComm (R 20 40$Vmhi London data-center power&backup outages Jul 2006: 11 hours; illustrative
*+/- California’s Diablo Canyon 1 nuclear reactor auto shut down releases some saga (R 24 41, S 31 6:24-25)

radioactive steam; shutdown worked properly (R 20 89) $Vhi Nov 2006 widespread European power failure: Ems River transmission line
*f Australia’s Beverly uranium processing plant software bug blamed in radioactive shut down proactively, with unanticipated propagation (R 24 46,47, S 32 1)

spill (S 27 3:6-7, R 21 90) $Vm Another power outage and backup failure brings down German TV station
h Accidental alert spooks Vermont Yankee nuclear plant neighbors (R 22 44) NDR, 26 Nov 2006 (R 24 48, S 31 1)
Mmf Peach Bottom nuclear plant shut down by lightning strike (R 23 05; S 29 2:9)m Auckland NZ without power for weeks; El Nino drought affects cables (R 19
*h Nuclear reactor guard asleep on the job (R 22 92; S 29 2:10) 61); Auckland major power supply failure (4 power-cable failures): analysis repor
..... Nonnuclear power: released (R 19 88)
Im,h Electrocution leads to more deaths (R 21 15, S 26 2:7) Vm$ New Zealand cable service disruptions due to (1) digging, (2)rodent, shut dow
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stock exchange and other enterprises (R 23 91; S 30 4:22) 1.12 Medical, Health, and Safety Risks

m Remote line break leaves San Juan Puerto Rica without power (R 21 04; S 26 1:%1) http:// iat . findex.html in which th d )
Vm Power cut in northern India hits 226,000,000 people (R 21 18) €€ hilp:/www.1atrogenic.org/index.ntmi or cases in which the SUpposed cure IS

Vm Power cut blocks emergency calls (R 21 16) worse than whatever the cure is intended to remedy. There are many such cases

*V$ Don't forget the 6-week power outage in Quebec in winter 1996-97 due to a’\‘/“of‘g thﬁ foII(_)twllng gehmsith bl
massive collapse of heavily iced transmission towers, which had massive eﬁec;gr:]'. N?ndqusl OSD'E} and hea f-c_are pro emz - 1.5M Ameri iniured
Although it was not directly computer related, whoever designed the towers  * inIIe?j écaache;reo;s'b;arnme%i%(;rt‘igﬁ'grr;z’r:v(rgnzgll ??73633 1 6 23)mer|cans injured or
certainly did not allow for reality as the weight of the ice was way over the . A e : .
desiglneyd Iload W e welg Ice was way ov Ihrife Therac 25 therapeutic accelerator programming and operational flaws; 2 [nov

*Vrfm Maine Emergency Broadcast System fails: no emergency power (R 19 55) i]glglsleg 33njuredT(: 181 3 12 3);'\sl$eAaIsg I\éar‘sSPet/%rs;)géSgien(tf N dev]\(/_s,_tq.z Mgr(
V$m Intel shut down by power-company software bug, 5-hour outage (R 18 02)  Jon Jacky, The Sciences, cad. el Sep/oct 69. See he detinitive arti

*m Jan 1994 L.A. earthquake power failure affects Pacific NW (S 19 2:3) by Leveson/Turner, An Investigation of the Therac-25 Accidents, IEEE Computer

Vm$$ Chicago Loop tunnel flood blows power, computers, comm 13Apra2 (S 17 3);uly 1993, pp. 18-41: 2 deadly flaws: a nonatomically edited command line who:s

m 22-state PULSE ATM network completely disabled by Houston computer centertrffECt ﬁ'd ntot cohmpll(eta W'Ctjhm 8 §etc0|nds|:(, a ﬁ_')ri'b't C(Z)lént?r t_haItV\&hen zero bypass
flooded by Tropical Storm Allison (R 21 47) e collimator check. Hardware interlock in Therac 20 eliminated.

*Vf Ottawa power utility loses working three units to faulty monitor (S 11 5) !hl’gherac-llke failures: Data-entry errors kill five patients in Panama (S 26 6:8, R 21
V$fdmh $25M Australian power system runs amok; damages = $1.5M (S 20 2:1]1% )

PP . i?) Zaragoza Spain cancer radiation mistreatment; at least 3 died (S 16 2)
*VSi Misdirected phone call shuts down local power (S 20 3:7) el ) e . . o
m Boa constrictor triggers blackout in Honduras (R 23 39) *hHfm Medical Usability: How to Kill Patients Through Bad Design; 22 ways that

*V$rma Squirrel arcs power, downs computers in Providence RI (S 12 1) automated hospital systems can result in wrong medication (R 23 84,87)

V$rma SRI attacked by kamikaze squirrel who downs uninterruptible power (S léi
Vrma 4th SRI squirrelcide causes 8-hour outage, surges, system rebuild (S 20 1: . . . -
V$rma 5th SRI squirrelcide causes 18.5-hour institute outage, knocking out ; ospltal turr]s away as many as 300 radiotherapy patients due to computer virus
cogeneration power and disconnecting from utility power (R 19 96); earlier cas?}#rgeck“nﬂ eqL_JtlpIment (R 24t02) lant mi tched - fail to check blood t
see (R 17 91, R 18 52-53). Thi Duke Hospital surgeons transplant mismatched organs; fail to check blood type

] ,‘ 58-59)
Vm 6th SRI-wide power outage “caused when Cogen staff pressed the wrong bu} - . .
and took the facility off-line.” (S 27 1:9, R 21 72) .F‘II aby dies after untrained doctor presses wrong button on bypass machine (R 2

Vma Another squirrelcide: San Jose Airport power cut (R 20 87) *h'zli)tt burah hospital perf tect tient . itch
V$rma Squirrel attack brings down Walla Walla (S 21 2:17) i Pittsburgh hospital performs mastectomy on wrong patient (specimens switchec

Vrma Squirrel knocked out Trumbull Connecticut infrastructure computer center (SWlth ten legal cases pending (although the hospital had passed fe_deral Inspectior
22 1:17) Maryland hospital lab sent out hundreds of erroneous false-negative blood test

Vma Racooonoitering causes power outage at UC Santa Barbara (R 21 11) results; lab mistakes; questionable links with oversight groups (R 24 11)
A ’ A p
Vrma Snail causes Liechtenstein's cable TV system to fail (S 22 1:17) A risk of laparoscopy: accidental damage from stray electrical charge led to 13

: f : operations and further complications; lack of device testing (R 24 20)
Vrma Kamikaze raccoon downs cold fusion experiments (S 14 5) *Q%ti Mode-change fault leads to FDA warning on glucose monitoring device (R 24
0)

Cancer therapy missed tumor sites in 10 Australian patients (R 22 78, S 28 6:9)
%Z{hf 77 cancer patients exposed to excessive radiation (R 23 83; S 30 3:22)

Vrma Rat bridging connector downs U.C. Berkeley campus power (S 19 4:6) @Al
see Nasdagq squirrel outages (S 13 1) and (S 19 4:5-6)

Vrma Rat-induced short-circuit at Barranquilla airport closes airport (R 19 38)

Vrma Rat-patrol cat in Dhaka, Bangladesh, shorted out power station control roo
19 74)

Vra* House cat kills power to commercial district in Dhaka Bangladesh (R 19 67)
(“Un chat" in the dark?)

Vmr Fire ants enjoy the comfort of electrical equipment (R 19 17-19)

Vrfh Vacuum cleaner interrupts uninterruptible power (S 19 3:8)

*Vm Reactor overheating, low-oil indicator; two-fault coincidence (S 8 5)

Vhi Trainee raises false alarm on utility emergency printer (S 12 3)

Vmf Fire risks compounded by loss of residential power; alarms and cordless ph(?R
ran off house power (R 19 82) :

*f Brit. hospital radiation underdoses by 30% due to SW bug (S 17 2, 19 1:3)
l’E&/gg;hPossible Varian radiation therapy risks: run by 3 Windows 2000 PCs, crashes,
chedule delays (S 27 1:8-9, R 21 74)

* X-ray machine risk due to mm vs cm units confusion (R 21 67)

I*h Flying oxygen tank kills MRI exam subject (R 21 55) — 16 safety lapses
subsequently cited in internal report; earlier case also reported of police officer's
gun yanked out of his hand and fired (R 21 55); Hospital fined $22,000 (R 21 67);
New England Journal of Medicine article cited (R 21 68)

mV Explosion and fire at fuel depot hits Cambridge UK hospital patient information

stem and other installations (R 24 13)

3 patients die when Russian hospital omits utility payments (R 20 25)

- Booming computer firms are running out of power (R 20 98) 1(f?2)(h?)(i?) Robot malpractice? da Vinci robot remot.ely c_ontro!led by doctor from

- Russian troops override power shutoff for unpaid bill affecting missile base (R 2;[ /?T?’;elggk?c?tcrlgﬁgtrli);tcztt ?:(;rlti?o?:ig (;?:r_bllood ;/essze.l, patler?;dled (R2236)

05: S 26 1:21) ? pital (R 23 92; S 30 4:20)

Ih lllinois man dies after utility cuts power for arrears (R 20 95; S 26 1:21) fh U_r Olziﬁgi(gczaé ?;’ﬁiﬂ;rtﬁii?;?o%&;n;tggir;g5") process failure: one criterion

$*m/h? Swedish power company system sent excessive voltage to customers, Caﬁﬁ%ownsi de of Wired Hospitals: contaminated computer keyboards (R 23 87)

fire in one house, destroying heating systems (R 23 56) - o . \ . :
m Hydroelectric plant in Nova Scotia shut down when humpback whale breachecikv(n;2 l;;_ng)Of an ‘uninterruptible power supply’ that wasn't: baby born by torchlight

underwater gates and neared turbines (R 23 51) . . .
fh Don't get stuck in the dark: not much improvement a year after the 2003 powe:Vm Fuse ca_used a hospital to d!sconnect from the power grid (R 20 11)
$V Cost-cutting endangers hospital power (R 22 26)
outage (R 23 50) vim P tage | hospitals in the dark; inadequate backup (S 24 4:26-27, |
$mmf Australia’s Channel 7 off-air due to multiple system failures; power outage, rm Power outage leaves hospitals in the dark; inadequate hackup ( eueh

; : . . . 20 25)
backup failure took down national phone system; (R 23 84,85; S 30 4:24) ) . . - "
mf Power outage causes motorized-chair shopping carts to run amok; default staltfé}:l\'/;n:ggokr'tlIgstﬁ:::%r:ltﬁ;\fir;‘zdés i'?:gj&%ﬁ;ﬂ;::géec(osml%ué?gf”or blamed for
ke off, in f R 21 S . . o

mg%vin%dtl-rllovtgrvgédvgﬁ:éés takjg)ut computers in Livermore (R 21 51) Whri Girl electrocuted by heart-monitor plugged into electrical outlet (S 12 1)

Natural Gas Ifm MLKing/DrewMedicalCenter $411,000 new patient monitor system failed to
""" i ; : ; NSt alert nurses, disconnected following 2 deaths (R 23 20)
Vm One-meter ice block in main gas supply knocks out 1/4 of gas in Victoria, m Seizure-inducing video hospitalizes 650 Japanese youths (R 19 51)

Australia, with secondary power losses (R 19 81) . : . ; .
V*hm UK Cable-and-Wireless employee accidentally cut gas line while repairing [!'};Z?:E]pifep;{;%feﬂﬁﬁﬂr dg (ge;zog?advertently killing patients (R 18.28,29); stor

phone line (R 19 96) - ; : .
V*m Esso natural gas plant explosions in Victoria, Australia, killed 2, requires SMmfizlte\r/f\{a\r::eer; 2;’%2;;%;':;2/“3?5'?3 Tgﬁall\tliivr\:s\(icr)lrlz(;isﬁﬁssliggc?)%(t:rcc))rllssI(dRerstulsSe)r
people to shut off gas, despite three other plants (R 20 01) *hi FDA warns Hitachi Medical about MRI systems; failures not properly reported (F
23 95)
*f Flaw is found in software used to accredit hospitals (R 23 92; S 30 4:21)
*fhi? 2,000 patients hit by lab test mix-up in Calgary, Alberta; results mixed up
patients (R 23 94; S 30 4:21)
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*fhiV? Information system for Lisbon hospitals stopped for (at least) ten days; masteGirl suffers 2nd-degree burns after laptop explodes (R 22 50)

patient index inaccessible (R 23 94; S 30 4:21) *()m Failure of electronically controlled of operating table during heart surgery (R
*fmV Frozen Windows system in hospital delivery room (R 23 92; S 30 4:21) 22 60)
*fhi Too many features in blood-glucose meter; mode confusion (R 23 95-96; S 30 Deep-vein thrombosis case results from 18-hour days of computer use (R 22 53,¢
4:20-21) SM TETRA radios pose some risk to hospital equipment (R 22 55)
rfhm Computer-based patient monitor problems: improvements still needed in  *hi Pharmacists worry about automated drug vending units (R 23 44)
anesthesiology (R 20 49-50) hi Search Engine Dependence Syndrome as a neuropsychological disorder of
*+/- Open-source anesthesia softwasalpn R 20 52) physicians (R 23 89; S 30 4:26)
*hi Bar codes identifying prescriptions cut 7000 hospital deaths due to medication... Pacemakers, interference, etc.
error in half (R 23 21) 1SrfM Arthritis-therapy microwaves set pacemaker to 214, killed patient (S5 1)
*VmM? Medical monitors reboot in mid-surgery due to EMI? (R 20 49); other I1SrfM Retail-store anti-theft device reset pacemaker, man died (S 10 2, 11 1)
medical risks (R 20 51-52) 1*f$ Heart pacemaker and implantable cardioverter defibrillator recalls and alerts
*f\ Laser eye surgery risks (S 26 6:8-9, R 21 59) involve 520,000 devices (S 26 6:8, R 21 60)

*f The benefits and risks of robot surgery; hip/knee replacement robot criticized (R\22fM Electrocauterizer disrupts pacemaker (S 20 1:20)

90, S 28 6:7); more, on German Federal Civil Court ruling on Robodoc cases (R2# Pacemaker locked up when being adjusted by doctor (S 11 1)

33,S315:19) +M Improved designs (including sealed titanium cases) have reduced the likelihooc
V*m Clinical disruptions following loss of telephone service (R 20 50) of RF interference. Seeesign of Cardiac Pacemakerdphn G. Webster (ed.),
h* Medical paper retracted following discovery of programming error (R 20 48); IEEE Press, 1995, pp. 207-211.

Statistical errors in medicine (R 20 49); Misplaced priorities with electronic *Mi Japanese woman'’s rice cooker reprograms her pacemaker (R 22 67)

hospital records (R 20 50) IVrSM Cellular/radio RFI affects medical equipment; defibrillator fails;
*fmd Life-threatening flaw in implantable cardioverter-defibrillator and other TV-RFl-altered diagnosis leads to unneeded pacemaker (S 19 4:7)
life-threatening medical equipment failures (R 20 48); Complexity and Safety irSMVf Digital mobile phones can phreak pacemakers (R 22 77)
Medical Electronics, Dr. John Doyle (R 20 53) +M RF risk turns pacemaker failure into accidental life-saver (S 19 4:7)
*$f Defibrillator maker AED issues recall, goes out of business (R 23 61; S30  *Vf Risks of flaws in programmable defibrillators (R 19 50,52,53)
2:20-21) i Heart-monitoring software interface problem (R 18 49,50)

*fh Clinac 1800/2100C interlock boards switched, some calibrations x2 (S 16 4) *SM Stereo speaker risk to heart device (S 14 5)

*fi Risks of false alarms in medical systems; disconnected alarms (S 19 2:3) *Vm Failed heart-shocking devices due to faulty battery packs (S 10 3:7-8)
@*SHI Hacker-nurse unauthorisedly changes prescriptions, treatments (S 19 2:3)rM Medical electronics RF susceptibility: triggers hospital alarms respirators
h Bremen hospital computer uses financial bottom-line whether to give intensive caf&jed because of portable radio interference (S 14 6)

local government objects (R 18 84) VrSM New HDTYV signal shuts down Baylor heart monitors on same frequency (R 1
$ Walter Reed Hospital health care system botches prescriptions, lab orders; acce€2)o
narcotics not secure; increases doctors’ workloads (S 17 3) I1SrM Miner killed by radio-frequency interference (S 14 5)
mf California outage causes prescription mix-up (R 22 64; S 28 4:6) *VSHP Risks of Internet-connected heart devices (R 20 78)
$f NY Blue Cross system confuses patients with same gender, birthdate (S 17 3)..... Chemical health hazards
m Harvard Pilgrim HMO scheduling system creates chaos (S 21 4:13) ! Higher miscarriage rate for women in computer-chip manufacturing (S 12 2)
@f/h? Empire Blue Cross/Shield glitches necessitate $50M write-off (S 18 3:A5) !* Reports on miscarriages in U.S. chip workers, Finnish VDT users; effects of
i Infirmary patient mistook painkiller button for call button (S 18 2:5) Nintendo and other games on epilepsy (S 18 2:10)
*rf Blood test for man born in 1889 "normal” (for 1989 birth!) (S 15 2) * “Dirty Secrets" of chip industry: hazardous chemicals (R 19 55)
*f Medical SW fails to identify high cancer risks in British women (S 17 3) *f(h?) Computer flaw drops chlorine level, makes water undrinkable in Lewiston ME

1$dfh London ambulance service SW development woes; major test fails (R 13 (S241:32,R1992)
38,42,43; S 17 3) Complicated system, incomplete training, "wartime action rodfilon-mercury replacements for blood-pressure cuffs may be unreliable (R 22 13)
(R 13 88,89, 14 02,09; S 18 1:26) Up to 20 deaths from delays, worst case 11 hrs. Electromagnetic and other occupational hazards

(R 14 37; S 18 1:28); LAS made ‘virtually every mistake in the book’ in *flh US occupational hazards much worse than in Europe? (S 14 6)
implementation. (S 18 2:9); DEFINITIVE final report (R 14 48) *m Video display terminal health safety a continuing concern (S 11 3, 11 5); Series
*Vf 100 US hospital computer systems die; 2**15 days after 1/1/1900 (S 14 6) three articles imhe New Yorkeby Paul Brodeur, 12-19-26 June 1989 Article on
$ Computer delays cost Nottingham Hospital over £300K (S 17 1) VDT Radiation, Paul Brodeur in MacWorld (S 15 5); VDT health effects discussec
*f Three medical product recalls due to software errors (S 14 5) in K.R. Foster book chapter (R 14 70, S 18 4:5)
*f Overseeing dementia patients by computer: conflicting advice (S 16 4) *m Scandinavian study shows magnetic fields increase leukemia risks (S 19 1:3)
*f Multipatient monitoring system recalled; mixed up patients (S 11 1) ? Mobile phones cause memory loss? (R 20 23); Italian hospitalized for “acute
*f Diagnostic lab instrument misprogrammed (S 11 1) Internet intoxication” (R 20 24) Studies continue to show possible health hazards
*fi Al medical system in Nevada gave wrong diagnosis, overdose (S 11 2) from cell phones.

$* 2nd mammogram after first botched causes health insurance denial (S 16 3) * Computer noise linked to stress, especially in women (S 15 5)

f Doctor phone analysis skewed by inability to register long waits (S 18 2:13) *f Killer terminals —teletypes (old) and Televideo 910s (S 14 1)

*h Nondial emergency phone gives recording to DIAL another number! (S 15 2) * Repetitive strain injury, other risks in video terminal use (S 12 2)

*SHi Rochester General Hospital disowns Web site heart-attack info (R 20 83-84% British Telecom pays £6000 for repetitive strain settlement (S 17 1)

fim/hli/+/- Fascinating article on reducing risks to hospital patients; only 1in 20 $ Apple settles RSI claim, after lawyer’s error; IBM off the hook (R 16 86)
involved human error with most of the rest being caught in time; computer prog$aifhree awards (largest $5.3M) for arm, wrist, hand injuries attributed to Digital

cuts mistakes; only 1 in 80 adverse drug events reported (R 21 69) LK201 keyboard (R 18 66); references on RSI (R 18 68); Judge overturns all but
*fh Hospital's drug-error risks tied to computers; 22 types of mistakes identified (R smallest verdict in Digital keyboard case (R 19 14); a New York jury ruled Digital
2378; S 30 3:25) was not responsible for 9 workers’ RSI cases (R 19 82)

*hi Computerized Physician Order Entry Systems; bad doctor interface design; riskaarpal tunnel syndrome (R 10 12,10.14), ulnar nerve syndrome (R 10.13)
of relying on technology; also thoughtful pieces by Bob Morrell and Don NormarBlackBerry Thumb: reports of repetitive-motion injuries (R 24 08)

(R2379,81; S 30 3:25-27); more (R 23 82)k *$ Long Island county legislation on VDT Use (S 13 3)
*m Helsinki Health Department Pegasos computer system down; hand-written * VDTs and dermatology: rosacea, acne, seborrheic dermatitis, poikiloderma of
recording slows down treatment (R 22 55) Civatte. Medical article, useful references. (S 13 4)
*Hi Large surgical tool left in woman’s stomach for 4 months, equipment audit  * VDTs and deterioration of eye focusing (S 13 4)
ignored (R 22 44,46) * Health risks from dusty computer displays (R 18 21,23)
*hi Inappropriate human-machine interface on medical device: suction pump to * Glass cleaner causes static sparks, PC fires (S 13 2)
remove fluid from infected wound (R 22 62) 1$ 2 Compags (Portable I1) exploded after battery circuits rewired (S 12 1)

*m$ Computer crashes threaten Beth Israel Deaconess Medical Center operatiotisi(BK office building evacuated after 30 computers exploded (R 22 96)
22 62, S 28 3:5); caused by research effort flooding the local network (R 22 64)m 83 reports of exploding cell phones: bad batteries and chargers (R 23 61)
m/h? Toronto public health computer accidentally erases many immunization rectmis Dell recall for exploding batteries fails to check serial number and gives no
(R2262,S283:5) diagnostic therefor (R 24 38-40)
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* Exploding cell phone shocks 911 dispatcher (R 23 71) conversion (R 22 55-56)

*VV GPS receiver explodes; PLGR violent venting at Fort Irwin (R 18 32) e Combatting data extinction resulting from unreadability caused by dead
* Health hazards attributed to laser printers (S 12 1) technologies (R 22 89)
@m Display lasers affect aircraft: pilots blinded over Las Vegas (R 17 55) @hi Proper understanding of “The Human Factor” (essay by Don Norman, R 23 07
*f Dangers of computerized robot used in surgery (S 10 5) commentary on two earlier RISKS items in R 23 04 and 06); two follow-ups from
* Computer use and extension phones linked with weight gains (S 15 3) Doug Jones and Peter Ladkin (R 23 08); more on Murphy’s Law (R 23 09) and
m*? Risks of computerized Japanese toilets (R 20 51-52) developers (R 23 09); similar arguments about medical records (R 23 10)
f/m Bug in Windows-operated vacuum-operated toilet system fails throughout ~ SP Case of pharmacy mixing up confidential records (R 19 53)
London’s One Aldwych Hotel (R 23 20) SP Surplus computer in Kentucky held supposedly deleted AIDS files (R 22 55)
*Ih Trash compactor kills shoplifter; original story on automatic initiation incorrect@SP+ New California Online Privacy Protection Act requires posting of privacy
(R2090-91) policies, effective 1 Jul 2004 (R 23 46)
..... 911 and related emergency system problems See other sections on privacy problems for additional related database privacy issu
@'Vhi Death of 5-year-old boy due to SF 911 computer equipment failure (S 12 2)... More safety risks
Ultimately blamed on terminal operator failing to press a button. ! Man dies after playing computer games non-stop for 86 hours in Internet cafe (R 2

If CADMAS 911 dispatch SW problem contributed to woman'’s death (S 16 1) 30)

@!'f Emergency dispatch EMS SW truncates address, man dies (R 11 55,57,60) *f New UK Millennium Bridge closed after one day: alarming instability despite
@!'f 911 software discarded updated address in fatal Chicago area fire (S17 1)  extensive simulation; resonant frequencies at walking speeds! (R 20 93,95)
IVfmh NYC 911 system crash during backup generator test: backup failed for an*fe Risks on Auckland harbour bridge: no signal defaults to “lane open”; wait for a

hour, main for 6 hours (R 20 19) power outage! (R 22 27)
m Los Angeles 911 system with no alternative power fails for 17 hours, but backuth Risks in scuba equipment (S 26 6:10, R 21 41)
system worked! (A novelty in RISKS archives!) (R 20 03,07) *fhi Risks of increasingly complex hardware/software in skiing rescue gear (R 24 3¢
m Wet cable leads to 120 false 911 calls (R 20 10) S 315:18-19)
h? Fort Worth TX police computer makes 1,300 invitational calls in the wee hoursif$ Product recalls and class action lawsuit against Uwatec, Scuba Pro and Johnso
“reverse 911" (R 20 23) Outdoors over faulty assumption in 1995 model Aladin Air X Nitrox scuba-dive
Vm* Small fire escalates into major disruption for 113,000 Toronto phone lines, witltomputer (R 22 57); further discussion (R 22 76)
resulting protracted outages including 911 services (R 20 49,51) - Internetomania: psychology of net usage (S 23 5:26, R 19 78)
Vi/m/h? Glitch misroutes Nevada 911 calls to San Diego CHP (R 20 62) *fm? Medical image compression problems discussed (S 16 2)
*f 911 call show wrong address (R 24 27,28) S Actress Margot Kidder’s breakdown reportedly triggered by computer virus’ lost
Vm Water line break closes 911 center & police department (S 27 3:7, R 21 89) files (R 18 46)
hf 911 computer fails to find “street address” for stricken tourist at DC FDR h EverQuest game program is the “digital version of crack”: highly addictive? (R 20
Memorial (R 21 40) 52)
Ifh Botched 911 call led to man’s death: incomplete database (R 22 87) lh Woman electrocuted in hotel; faulty air-conditioning? (S 20 5:9)
e Laptop configuration screwups and accidental 911 dialing (R 21 57,59); more dii[bogus] 2 dead, 1 brain-dead from Chilean bank terminal [Weekly World News] (S
accidental 911 calls (R 21 92) 122)
1hi 911 emergency operators drop call from rowboat occupants with unrecognizabié? Baby death due to software-controlled air bag deactivation? (R 20 28)
location (Long Island Sound) (R 22 58-59) * Computer CPU falls on man’s foot (S 12 4)

*f Emergency 911 call from cell phone can be routed to wrong service (R 22 67) * High-power laptop injures lap: hot stuff! (R 22 39)
fmM Flat-screen TV emits international distress signal (R 23 57,59); similar story+ E-mail between Bordeaux and Minneapolis rescues a suicide attempt (S 18 1:6)
related to NY Civil Air Patrol Emergency Locator Transmitters (R 23 58) + Microchip in dog tag identifies Australian boy (S 19 1:3)
mi Man trapped for hours by finger stuck in payphone slot (R 23 05) $SHAP FDA approves use of implantable ID VeriChip in humans (R 22 32-33)
+? Cat dials 911, saves owner (R 24 14)
..... Database and system issues . .
fe Risks in SEVIS foreign students database: files accidentally or ‘misplaced’ blockl'l3 Other Environmental Risks
re-entry, inability to do upgrades, random crashes (R 22 81) I*$hi Indian Ocean Tsunami: Natural Disaster Imminent: Whom to tell? How?
*f More on computer glitches and laboratory result reporting (R 23 64; S 30 2:21-2%_mgjii (R 23 64,65; S 30 2:21)
SP Kaiser Permanente medical e-mails go to wrong people (R 21 02; S 26 1:38) @*SH Tsunami warnings and spam (R 23 65; S 30 2:23-24)
*f 14,000 radiology reports not sent to doctors, patients not notified over one-yeafem(SA?) June 1999 fatal 16-inch pipeline rupture in Bellingham WA spilled

period (R 23 63; S 30 2:21) _ _ _ 237,000 gallons of gasoline, which ignited; blamed on unexplained unreproducib
*hi Automated medication system worse than the disease (iatrogenic)? Many new gcADA system slowdown just after new database records added; one account fc

potential risks (R 23 62,64) ] ] all operators; modifications performed directly on live system; error logs apparent
SPh,h URL typo + Web glitch = private Florida Health Dept files world-readable ot watched (R 22 36,40)

(RISKS 21.09-10) . (1*$$hif Exxon Valdez oil tanker on autopilot runs aground with captain absent;
*P$ US Government's healthcare database contains inaccurate and flawed worst oil spill in US history; computer records deleted (S 14 5)

information (R 21 15) » _ _ fExelon Power monitor misprogrammed by vendor for wrong standards, air quality
Sf Sensitive health data on PrecisionRX.com Web sites reflects lack of security gy fers (R 23 93; S 30 6:18)

awareness (R 22 75,76) ’ *fh Automatic speed reduction causes New Orleans Bright Field crash (S 22 2:19)
h UK hospital tells elderly men they're pregnant (R 21 87) _ *f/h Computers blamed each time, 3M, 5.4M, 1.5M gallons of raw sewage dumped
$de Old data systems a health-care burden; one-third of health-care costs in into Willamette River in three separate incidents (S 13 3, 13 4)

adminstration (R 22 54, S 28 3:5) ] , ﬁf/m/h?) Computer-related sewage release into Massachusetts Bay (R 21 08; S 26
@$deh $35M San Mateo California health system upgrade is a downer; receivab es:18)

backlog over $40M; blame scattered (R 20 98) h GPS setup error affects dredge dumping in California (S 24 4:27, R 20 30)
e$ NZ healthcare-insurer computer upgrade delays payments (R 21 88) rfh 1993 Midwest flood-warning problems; operations, models flawed (S 18 4:5)
SHI DMV security code disclosed at hospital in New Haven (R 18 28) *m Warning system failed during Southern Maryland fatal tornado; number of
$SHAI Mass. hospital technician accessed ex-employee’s account, accessed 954 filssnties to be warned exceeded programmed limit (S 27 6:10, R 22 17)

harassed former patients, raped girl (R 1707, SAC133) h/f? Orlando newspaper forces stormwater tax delay; computer blamed (S 17 2)
SHI 6000 AIDS records stolen from Miami hospital PCs and diskettes (S 19 2:9);:08fhoke ban in India brings back mosquitos, malaria (nontech risk) (S 19 4:7)

prank follows (S 20 5:10) @*f Ozone hole over South Pole observed, rejected by SW for 8 years (S 11 5)

SHI 4000-person AIDS database leaked to press, Pinellas County, FL (R 18 48,5¢)im Channel blocked, Discovery runs out of storage for ozone data (S 18 3:A14)
former Health Dept employee and roommate charged (Reuters, 15 Feb 1997)

f SW error almost doubled apparent death rate in St. Bruno, Canada (S 15 3) . .
P Confidential medical records sold at auction (S 16 4) 1.14 Robots and Artificial Intelllgence
fe Hospital computer listed 8,500 discharged patients as dead, and informed

insurance companies and Social Security Admin; mapping error in database $Vime All 15 entries fail relatively quickly in DARPA robot desert race; 7-mile

maximum over expected 150-mile course (R 23 27)
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@fe Spirit Rover failure on Mars: software upload to delete files failed, file space !f ALCOA worker killed in interaction with automated guided vehicle (S 16 1)
exceeded, caused reboot with insufficient file space, causing reboot loop (R 23*$fm Computer-related British chemical industry accidents: watchdog program fails
14,15, see final summary in R 23 24) [“Spirit was willing, but its flash was weak.” other SW errors; operator overloads; maintenance error (S 14 2)

Jim Griffith, R 23 17] *$rh Union Carbide leak (135 injuries) exacerbated by program not handling aldical

@SH Abuse of electronic copyrights: humorous piece on Mars Pathfinder landing oxime, plus operator error [NY Times 14 and 24Aug1985] (S 10 5) [This was afte!
was reported from the Martian point of view; later adapted by someone else for the 3 Dec 1984 Union Carbide Bhopal pesticide plant incident, which killed more

Spirit, without attribution (R 23 18) than 3000 people and injured 200,000; many others have died since of gas-relate
@!(f?)(h?)(i?) Robot malpractice? da Vinci robot remotely controlled by doctor fronillnesses.]
screen accidently cut aorta and other blood vessel; patient died (R 22 36) *$h Dutch chemical plant explodes; input error gives wrong mix (S 18 2:7)
* Battlefield Robotics are risk to the world public (R 23 58-60) *m Power surge ignited high-voltage transformer; ensuing fires caused evacuation
+? What the world needs is more lawyer-bots (R 23 57) Australian steelworks (R 19 48)
Im Japanese mechanic killed by malfunctioning Kawasaki robot (S 10 1, 10 3:7) *$fe During SW maintenance Alta Norwegian flood gates open in error (S 12 4)
(Electronic Engineering Times, 21 December 1981) 1?7 Automated toilet seat in Paris killed child??? (S 12 2)
Im At least 4 more, possibly 19 more robot-related deaths in Japan (S 11 1) V$f 3 computer crashes rupture Fresno water mains, 50 plumbing systems (S 14 1,
ImM? 6 of these deaths due to stray electromagnetic interference? (S 12 3) V$f Stanford collider shut down due to innate complexity (S 13 4)
Im Michigan man killed by robotic die-casting machinery (S 10 2, 11 1) $f "Redundant" air-conditioning system with a single thermostat (S 14 2)
| [bogus] Chinese ‘Al computer electrocutes its builder (S 10 1) [WWN] f Computerized air-conditioning bugs chill employees (R 21 05; S 26 1:26)
If [bogus] Computer electrocutes chess player who beat it! (WWN) (S 14 5) $f Computer controls tear movable Olympic Stadium roof in Montreal (S 13 4)
* Two cases of robot near-disasters narrowly averted by operators (S 11 3) $f Toronto SkyDome movable roof open and shut case: software problems (S 14 5)

V(') Budd Company robot commits suicide by dissolving its electronics (S 13 3) *$m 8080 control system dropped bits and boulders from 80 ft conveyor (S 10 2)
$hi Programmed tunnel-digging robot runs amok (a-muck), $600,000 to fill hole (S (Someone later suggested it was really 2 wheelbarrowfuls of gravel!)

22 5:13) *f Automatic doors lock up Amsterdam patrons in new building (S 14 1)
hi Robot car park holds cars hostage; software license expired, and hundreds of §arg/elland Canal Bridge (not remotely controlled) lowered too soon, clips off top of
were trapped for days (R 24 36, S 31 6:27) wheelhouse of freighter Windoc, which caught fire (R 21 61); incidentally, in 2002
f Servant robot runs amok, winds up in court (S 11 5) Windoc broke loose from its mooring in 130-kph winds, drifting 5km (R 21 95)
f NBC network-news robot camera runs amok during broadcast (S 13 3) *m Shorts open Seattle drawbridge without warning in rush-hour (S 15 2)
$S Risks of on-line robotic SW repair: SoftRobots (S 12 4) f Dover DE drawbridge computer failure blocks traffic for 1 hour (S 18 1:8)
Vmf? Stanford robot veered off course, fell down stairs (S 18 1:7) df Seattle drawbridge control: manual automatic system for safety! (S 20 1:16)
V$m Fiber cable snap ends Dante robot only 21 ft into Mt Erebus volcano (San fm Automated bridge in Kupio Finland sticks in the up position (R 17 32)
Francisco Chronicle, 3 Jan 1993, p.B-6) *m Ghost bridge traps motorist in Kropswolde (R 20 43)
V$m Dante Il robot explores Mt Spurr plagued by problems: bear chews on anteifi&estaurant orders on-line; computer crash overcooks steaks (S 12 2)
power loss; topples over; tether snaps; finally helicoptered out (S 19 4:5) h Sydney Restaurant computer data wrong, menu items transformed (S 13 4)
f Hospital delivery robot blocks exit from elevator (R 20 42) m Saab Story: Cars rolling off the assembly line in empty factory (S 19 1:4)
*Sr Thai robot has Web interface controlling a gun; risky! (R 21 02; S 26 1:19) ..... Theatricks:
SHh Texas officials wary of plan to hunt animals by Internet (R 23 60) *$f Computer-controlled turntable for huge set ground "Grind" to halt (S 10 2)
*Sr(f?) USAF self-triggering robotic weapon system: airborne laser on a Boeing 787 Computer stops "Les Miserables" set; 4600 refunds, $60,000 lost (S 12 2)
(R2120, S 26 2:5) *$M Secret Service phone interference plunges theater into darkness (S 12 2)
*fm Tourist balloon stuck over Baltimore, stranding 17 for 2 hours; automatic $SM Mobile-phone interference moves Sunset Boulevard sets (S 18 3:A10)
shutdown of control equipment impairs rescue (R 23 46; S 30 1:10) V$m Computer problems cancel Boston premiere of The Who’s Tommy (S 19 2:2)

V$f Prolonged Theatre Royal booking computer outage blocks tickets sales (S 12 2

*m Computerized theater winch goes berserk (full-speed-up and crash) (S 12 2)
1.15 Other ControI-System Problems $m Los Angeles premiere of Goldenthal/Taymor opera Grendel delayed by comput

11$r,h? 1983 Colorado River flood, faulty data/model? Too much water held back Malfunction; 28 motors, 18-ton wall! (R 24 29, S 31 5:18)
prior to spring thaws; 6 deaths, $ millions damage [NY Times 4Jul1983]

* Fishermen rescued after Vancouver area dam malfunction (S 27 6:11, R 22 14) _Ai _ P

f?h? Computer glitch causes false dam failure warning (R 22 75, S 28 6:7-8) 1.16 Other CompUter Aided DeS|gn Problems

*m Topeka KS water treatment outage (S 26 6:9, R 21 43) If 98-foot section of Paris Airport new $890M terminal vaulted roof collapsed,

ImfV In emergency override during Tropical Storm Allison, elevator in the BofA killing five (R 23 38; S 29 5:14)
building in Houston goedown,drowning its occupant even before reaching the *rh Hartford Civic Center Roof collapse: wrong model (S 11 5, ref. 14 5)
bottom; perhaps a good strategy in a fire, but not good in a flood (R 21 47) *f Salt Lake City shopping mall roof collapses on first snowfall (S 11 5)
[Apparently not quite correct, drowning occurred after walking down to the gara@&/m Computer-center roof collapses in snow, downs 5000 ATMs (S 18 3:A4 and 5
] Alan Wexelblat's Law cited in an article by Joel Garreaurime Washington Post, $rf America’s Cup Stars&Stripes misdesign due to modeling programs (S 12 1)
31 Aug 2001: “When it comes to technological arrogance, nature has a nasty stirshn Hancock Building in Boston — problems in “active control" (S 12 1)

of humor.” (R 21 65) *f Potential building collapse: the 59-story building saga in New York (S 20 5:10)
ImfV MIT elevator stopped moving on a floor at which there was a fire, roasting thedi Bridge construction mismatch: Upper Rhine Bridge half 54 cm lower (R 23 29);
occupants (early 1970s, noted by Henry Baker) 27 cm roadway difference recognized but corrected in the wrong direction (R 23
*mV Computer malfunction floods Boulder garages and basements (S 23 1:11, R 180); Similar differential in Australia’s Wallerawang Power Station (R 23 30)
34)
'fe 2 Ottawa elevator deaths; interlock logic bug; flaw unfixed after first death (S 14 . . .
5): first death (R 8 48-50,52-54); second death (R 8 77); failure to fix known 1.17 Accidental Financial Losses, Errors, OUtageS
problem (R 9 01); third death noted (R 22 89) ) $eh Largest computer error in US banking history: US$763.9 billion (S 21 5:13)
'm Man decapitated after being caught by Houston hospital elevator door (R 22 g Oct 1987 Dow-Jones index losses amplified by program trading (S 13 1);
87,89,5286:7) . ) Side-effects of saturated computer facilities; brokerage sued (S 13 1); Losses ove
*m Computer controller crane goes unstable, forcing evacuation of nearby apartmeqgg points truncated to two digits by Signal service (S 13 1); Program trading
for at least two days, Jan 2002 (R 21 91) halted by Wall Street firms for own stability (S 13 3)
hi Off-by-one error in data entry during weekly emergency system test: Evacuateghg a. County’s pension fund loses $1.2B over 20 years due to programming error
entire state of Connecticut! (R 23 70; S 30 3:29) (R 19 66)
:MV RFIand elevators (R 8 57,58,61,63 $fe New £170M system gyps British pensioners of up to £100 each week (R 20 05)
Safety risk in elevator door closing algorithm (R 10 74) V$m U.S. national EFTPOS system crashed on 2 Jun 1997 for two hours, 100K

*SPe Woman locked in Newcastle-upon-Tyne computerized Cyberloo rescued by fi@nsactions were “lost”. One CPU failed, backup procedures to redistribute the
brigade ripping off the roof; elevator escape hatches welded shut to prevent danggkgy also failed. (R 19 21)

to children (R 21 35) ] ) e$ Canadian Imperial Bank upgrade affected half the transactions (S 22 2:22)
'mV Computer-controlled computer-room door kills South African woman (S 14 27 canada’s Bank of Commerce glitch delays 85,000 transactions (R 19 72)
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$e Fidelity Brokerage computer problems from new system installation (S 22 2:22) subsequent users; cold weather affected cash doors (R 22 64; S 28 4:8)

$h Mistyped password put two brokers in the same computer files (S 13 1) $SH Russian ATM software error credits 2 billion rubles on 2000-ruble deposit; whe

$f Investment program turns into selling-only doomsday machine (S 19 1:5) informed, disinterested clerk ignores it; ensuing saga interesting as customer

$f $32 Billion overdraft at Bank of New York (prog counter overflow) (S 11 1) parlays this into 20 billion rubles! (R 24 40, S 31 6:27)

$fe Ent Federal Credit Union misprocessed multiple same-day transactions for o@&HfeDiebold Opteva 520 ATM crashes, exposing Windows XP Inside! (R 23 28)
year, retroactively deducted $1.2 million from accounts (R 18 53) $ Norwegian bank ATM gives 10 times the requested cash; long lines (S 15 3)

$h Franklin National Bank earlier lost $50M in speculation, led to demise (R 18 5&i Cost of online banking typo put on consumer: extra digit in Swedish Internet

$f UK bank SW glitch hands out extra £2B in half hour (S 15 1) banking account number transferred large sum to wrong account (no check sum)

$hi $2 Billion goof due to test tape being rerun live (S 11 2) nasty results (R 24 43,45; S 31 6:27)

$m Mag-snag hits Reserve Bank of India’s clearing operations (S 19 3:6) $h European bank mounted wrong tape redid monthly transfers (S 14 2)

$d UK paid SD-Scicon £7.3M for scrapped IBM 3090 SW system (S 18 1:11)  $he Wells Fargo deposits slip — another software glitch (S 14 5)

$de Bit bucket swallows AU$17M in new system (R 24 38, S 31 6:23) $f Wells Fargo 1987 IRS forms stated 100-times-salary for employees (S 15 1)

$dh BofA MasterNet development blows $23M; backup system gone(S 12 4) Twd/(m?f?) Wells Fargo computer network outage (R 21 15, S 26 2:6)
BofA executives leave after DP problems costing $25M (S 13 1); $60M more spilei@itibank ATM network outage due to software problems; online Internet service

in botched attempt to fix it (S 13 2) crashed also (R 21 65)
(%) Barclays Banlalmosttransfers £14 billion to Greece (S 17 1) Viim? Repeated computer outages for Swedish Nordbanken, affecting 3.5M
$def $18M new system hinders collection of $10M in L.A. taxes (S 16 2) customers; cause not reported (R 21 18)
$h British woman overdrawn by £121 billion, due to typing error (R 20 04) V$fei Mizuho online banking system 3-way merger huge failure, outages,
$f $100M overdraft plus daily interest in Sydney — "computer error" (S 13 1) incompatibilities (S 27 3:7-8, R 22 03,05)
$rih $.5M transaction became $500M due to "000" convention; $200M lost (S 10 h? Resolution Trust Corp badly overreports to IRS on interest paid (S 18 2:11)
3:9-10) $f 120,000 long addresses mess up British building society computer (S 14 6)
$hi? California bank deposited $1M instead of $100K; it was spent (S 19 3:5)  $f Program bug permitted auto-teller overdrafts in Washington State (S 10 3:13)
$$ High stakes: Wall St bank wires average over $1.2 trillion/day (S 12 2) h 2,000 Texans get false overdraft notes from Bank One in Y2K test (R 20 13)
$h Slow responses in Bankwire interface SW resulted in double posting of tens o$h Glitch causes 4 billion euro overdraft (S 24 4:27, R 20 30)
$millions, with interest losses (S 10 5) fe Many Vermont (and other) gas pumps cannot handle gas at $3/gallon (R 24 03)
$f Australian Comm. Bank doubled all transactions for a day (S 13 2) $h New Zealand student grants debited instead of credited (S 14 5)
$h Some French civil servants get paid twice, others not at all (S 21 2:17) fm More nonatomic ATM transactions: account debited, no cash (R 19 40)
$h Teacher receives $7.9M for 18-minute job; employee number entered in hourlh Brown University senior’s account mistakenly given $25,000 (S 12 2)
wage field; payroll fail-safes “didn’t work” (R 22 28) $f $80,000 bank computing error reported — by Ann Landers (S 12 4)
$(f/n?) Double posting of credit-card charges (S 19 3:6) e? Lisbon ATM gives receipt in esperanto instead of espanol (S 18 2:11)
- ISP whacks game fan with $24,000 bandwidth fine (R 21 08; S 26 1:26) $dem Brit. Foreign Office accounting computer outage off by £458M (S 16 2)

$fi NYC subway fare cards double-deduct; user interface at fault (S 19 3:6) f Freddie Mac profits misstated by $220M due to accounting software error; bug ha
$fe Extra line in Chemical Bank program doubles ATM withdrawals (S 19 3:6) persisted for several years (R 24 09)

$h Doubled payroll run surrounds Thanksgiving, run before and after (S 20 2:9) $f $40M Pentagon foreign military sales computer misses $1B (S 13 3)

he National Australia Bank operational goof: payroll program not restored after tdstBritish audit missing £37M (16M ‘usual errors’, 21M lost) (S 18 3:A6)

payroll missed (R 19 97) $fe Minnesota PR firm cut over to untested system, bills months behind (S 13 4)
$h $98,002 refund check based on zip code, not correct amount $1.99 (R 19 16)f$ San Jose system stops issuing garbage bills (S 22 2:20)
$f German Bundesbahn (railway) software messes up payrolls (S 20 2:9) $fe IRS COBOL reprogramming delays; interest paid on over 1,150,000 refunds (S
$h Computer blunders blamed for $650M student loan losses (S 14 2) 10 3:12)

$h Unvetted software patches threaten $26B federal retirement fund (S 20 3:7) $fh IRS overbills 1000 people by $68M in five flood-damaged states (S 18 4:4)
f/h? Empire Blue Cross/Shield glitches necessitate $50M write-off (S 18 3:A5)  $h IRS audit turns up $752 VDT valued at $5.6M; $36K payment for idle mini; 32

$f California state computer wrote $4M checks accidentally (S 11 5) duplicate payments, overpayments worth $.5M, $17.2M undocumented (S 18 4:4
h? 75,000 duplicate Calif. unemployment checks issued accidentally (S 18 3:A5)$SP IRS computer modernization problems: privacy and security, cost (S 18 4:4)
$f Farmer receives $4M US Government check instead of $31 (S 17 3) f$ Greenpeace donation transfers accidentally multiplied by 100 (R 24 14)

$f Canadian Pacific stock price sanity check rejects legitimate data (S 12 4) $f Variances in up to 25% of adjustable-rate mortgage bills (S 16 1)
$(hi?) New York City school system accidentally issues check for $8.6 million for $f British retail price index 1% off, costs £121M, testing (S 16 1)
settlement of $86,000 (R 23 85); forgotten decimal point? V$h San Jose library lost two weeks of records. Books, fines lost. (S 11 3)
$h Australian man can keep $335,000 windfall from computer data error (S 12 4)V$fm Los Alamitos racetrack lost $26K in excess payoffs; betting halted (S 16 2)
$f/ilh? Howard Jenkins receives accidental $88M; bank system error (S 19 4:8) fi Risks of banks’ not retaining data between Quicken runs (R 19 39)
SHI Dutch electronic-banking direct-debit scandal: Friesian church minister $h Fire-control test backfires in midst of bank’s end-month processing (S 15 5)
discovers surprise privileges (R 18 81) $fm Newly centralized Sendai postal/banking computer crash effects (S 16 3)
$f SW errors blamed for £71,000 VAT misdeclared; £21,000 fine results (S 16 3) + NY Federal Reserve bank Fedwire EFT survives power outage, no loss (S 15 5)
$h First Boston loses $10M to $50M on computer securities inventory (S 13 2) $m LA Federal Reserve computer snafu delays bank deposits (S 17 3)
$f New software system blocks commercial loans in California (S 14 5) V$f SW flaw freezes Barnett Banks (Florida) computer for one day (S 17 4)
$f $2B (3M bank transactions) stalled when computer rejected posting (S 13 2) $fh 5M NWB credit-card users get erroneous bills (S 17 4)
rf More on ATM range checking. $999,999,999 deposit test goes through (S 15 5@SH World Bank virus (“Traveller 1991”) (S 16 4)
$f Computer system refuses deposit of $200K; max just under $100K (S 17 4) S$e Barclays Internet-banking security-glitch following software upgrade enables
f Bank’s Exchange network overloads in Oregon and Wash, ATMs act up (S 155) access to accounts of others (S 26 1:37; R 21 01)

mh Computer aspects of Credit Lyonnais Fire discussed (R 18 14) Vm Barclays’ BACS payment system failure (S 27 3:8, R 22 02)
Vm Computer-center roof collapses in snow, downs 5000 ATMs (S 18 3:A4 and 5 Barclays outage of 1,500 ATMs on 27 Mar 2005 originally attributed to manual
$fi Chase Manhattan computer glitch affects thousands (S 21 4:12) Daylight Savings cutover, subsequently to a hardware fault; (R 23 82-83; S 30
$m 2000 Toronto-Dominion ATMs crashed for a weekend (S 22 2:22) 3:24-25:); earlier days the changeover required a manual switch! (R 23 84)
$m 2001 Toronto-Dominion Bank system outage affected debit-card users (S 27 fV Belgian Dexia ATMs freeze up on pins including ‘7’ (R 24 07)
1:9-10, R 21 72-74) f Risks of financial planning engines with bogus results (R 20 48)
$h Codelco loses $207M on mistyped instruction (buy, not sell) (S 19 3:5) f (begets f) Visual Basic problem with decimal points and commas affects vehicle
$f Ben & Jerry’s expects first-ever loss, partly due to SW problems (S 20 2:11) tracking software (R 23 27-28)
$f NZ Databank computer error withholds funds for many accounts (S 16 2) $mh Operating under huge backlog, human error resulted in monthly Swedish chilc
$m European ATM repeated debit (S 14 2) stipend deposit of roughly $10 billion (instead of 950 SEK per child); error
Ve Chemical Bank’s ATMs go down after botched file update (S 19 4:6) corrected the next day, backing off 15 million SEK in interest as well (R 22 32)
Ve 1529 Bank of America ATMs down after maintenance goof (R1916) ... Lottery, Gambling, etc.:
Vfe Bank of Montreal card functions paralyzed by software flaw (R 20 01) $SHf Firmware bugs in Dutch gambling machines easy to exploit (S 13 4)
e Non-U.S. Bank ATM users’ debited, get no money; botched upgrade (S 18 2:12§SH Harrah’s Tahoe $1.7 Million payoff internal fraud — Trojan horse chip? 6
$mf Haywire Fargo ND ATM spits out no cash for some, and extra cash for slot-machine progressive payoff triggered (S 8 5) 11 indicted (17 riggings in 3 yrs
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‘winner’ later found dead (stoolie?) eBay rebuts (R 22 67,69; S 28 4:9-10)

$SH See Jeff Burbank’s wonderful invited talk at EVT/WOTE 2010, Outsmarting $SHfe Internet gambling: Play at your own risk [resembles Internet voting!] (R 27
Regulators: Gambling in Nevada, based on his baalense to Steahuge 60)
relevance to election systems.

$SHIA Autotote ex-programmer hacks winning Breeders’ Cup Pick Six horse-race . . .
bets and more; Drpexgl frat buddies implicategd (S282:13; F?22 33,38-40); 1.18 Financial Frauds and Intentlonally Caused
programmer Chris Harn got only a year and a day in jail, because he helped the Losses
authorities; his buddies get two- and three-year terms (R 22 65) ) )

$f Bug in Queensland gambling machines scrambles checking facility (S 172)  $SHA See Bruce Schneier article on the Future of Fraud (R 20 08)

$SHO Sierra On-Line gaming site cracked (R 19 52) $SHOf TILT! Counterfeit pachinko cards send $588M down the chute (S 21 5:19);
$SHOIA Risks of offshore Internet gambling (S 23 1:14, R 19 27) Pachinko cards suggested by a CIA briefing to hinder money laundering (S 22 1:1
$SH Hackers and others win big in attacks on CryptoLogic Internet casino one riggid! Volkswagen lost $260M to computer based foreign-exchange fraud (S 12 2) £
for $1.9 million (S 27 1:12-13, R 21 67,69) people (4 insiders, 1 outsider) convicted, maximum sentence 6 years.
+ Federal prosecutors indict offshore Internet gambling operators (R 1963)  $SH Computer problems at BCCI; records “confused™? (S 16 4) ' _
@+/- Senate bans Internet gambling (R 19 89) ($)H Four financial frauds, each foiled (e.qg., by luck) $70M Chicago First National,
$H West German crackers use knowledge of Poker game machine programs for big®4-1M Union Bank of Switzerland (S 13 3) 250M kroner Norwegian clearing
payoffs. 160,000 machines at risk. (S 12 3) ouse Bankenes Betalingsentral BBS (S 13 3) $15.2M Pennsylvania lottery scan
$mSHf Glitch lets gamblers beat Nova Scotia video lottery terminals due to chip flaPst-fabricated ticket (S 13 3)
(R2264;S 28 4:8) $SH $70 million bank scam attempt; bogus request overdrew account (S 17 3)
$f Sacramento woman denied $2.8 million casino jackpot by fail-safe mode (S 2738dRisks in CHIPS clearinghouse handling $1M/sec. $20M stolen in 1989,
R 21 65) distributed widely; culprits caught but only $8M recovered (S 18 1:10)
$ 110 Powerball lottery players hit 5 of 6 numbers, because of a common fortune$SHI Salomon Brothers scandal aided by misuse of database confirmations (S 16
cookie, totaling $19M (R 24 33) $SHO FBI arrests Emulex securities and wire fraud suspect in stock manipulation
S+/-? Casino can reprogram slot machines in seconds (R 24 24, S 31 4:34) hoax (R 21 04; S 26 1:27) with stock plummeting 62% in one day; Mark Simeon
($) Connecticut lottery computer accidentally gave backdated tickets (S 13 3) Jakob pleads guilty, 29 Dec 2000, surrendered $54,000 in cash to court; sentenc
$ShH Proprietor tries to cash 5 extra winning lottery tickets (S 18 4:3) on 7 Aug 2001 to nearly four years in prison. _ _ _
$f(H?) SW enables winning tickets purchasdter lottery drawing (S 16 1) $SHO Jason Diekman settlement: $272,826 for perpetuating false information on tl
fim Maryland Lottery software glitch distributes wrong winning numbers (S 22 1:20jnternet and profiting from stock fluctuations in Just Toys Inc. and The Havana
$f,h California Lotto computer crash and its costly effects (S 14 1) Republic (R 21 04; S 26 1:27-28) N _
$m Computer problems delay California Lotto payouts (twice) (S 15 3) $SHOA/I Russian hackgr \_/Igdlmlr Levin breakg Citibank security (S 20 5:1:_%),
h Calif. lottery computer gets ahead of itself; sales halted early (S 20 5:10) sentenced to 3 years in jail (R 19 61) $10 million transferred, but most of it
Vm U K. lottery terminals downed by satellite network breakdown (S 20 5:10; R 17 recovered ' '
18) $SH $15.1M fraud accidentally foiled because of a computer error (S 13 2)
f$ Arizona Lottery Pick 3 random number bug: 9 never picked; not so random afté&SH $9.5M computer-based check fraud paid legitimate DCASR invoice (S 13 2)
all (R 19 83) $SH Czech hackers allegedly rob banks of $1.9M (S 22 2:22)
H Cooperative database develops winning combinations for Dutch soccer scatch@Blab27,000 euros disappear in 22 bogus transactions; accused Berlin social work
with 1445 alternatives; competition cancelled (S 22 1:21) not guilty because of system deficiencies (R 24 03; S 30 6:18)
$15.2M Pennsylvania lottery scam — post-fabricated ticket (S 13 3; R 6 77) $H European Community study of fraud on the Internet (R 19 13)
$h Programmer unauthorizedly limits sale of certain lottery tickets (S 15 3) $SHI Olympia WA HealthDept check scam detected; four indicted (S 18 1:12)

$f California lottery delayed; Daily 3 had flawed pseudorandom program (S 17 3)$SHI Military pay fraud nets $169,000 using bogus account (S 23 1:14, R 19 26)
h Oregon lottery coincidence (reported by Infobeat) caused by computer crash: $SHO Plot to tap British bank/_cr_eqn-card information by higher-tech gang revealed
winning numbers published before they were drawn by editor mistakenly using Py coerced software expert in jail (R 18 70) )
Virginia numbers after a crash! (R 20 94) SHAO Chinese hackers who transferred 720,000 yuan to their own bank accounts
$f One-armed bandit chips "incompatible”; 70.6%, not 96.4% payoff (S 17 4) sentenced to death (R20 14) _ _ _
$f Electronic Keno game beaten; pseudorandom sequence gets reset (S 19 3:10@SHI l\_/lassachusettslwelfar(_e fraud investigators fired: tax-recpr_d misuse (S 22 1:2
fS Unlosable casino game: browser clicktmackto undo loss; risk of negative bets @3$S Risks of Conn. fingerprinting system to catch welfare recipients (R 18 69) Als
for intentional losses subtracted from losses! (S 22 1:20) note earlier NY Medicaid proposal (R 1340)
@$Hhi Greyhound racetrack takes bets after race; NZ$7,000 payout (S 18 2;4) e Software incompatibility hinders Florida fingerprint system (R 20 02)
$em Racetrack betting seriously impaired by degraded computer system (S 12 2$SH! Teller embezzles $15K, caught by computer audit-trail (S 19 3:10)
$Vf Saratoga Race Track parimutuel computer down on opening day (S 14 6) $SH Brussels BNP branch hit by BFr 245M computer fraud (S 19 1:6)
V$m Dog-track computer outage costs bettor $17,000 (S 19 2:2) $SHI Joseph Jett, Kidder Peabody, creat_ed $350M phanto_m profits, got bonus of
$ Breeders’ Cup tote-board display crashes, reduces betting take (S 22 2:21) $9M; scheme undetected by KP oversight (double meaning not a pun) (S 19 4:12
Vm 1996 Melbourne Cup off-course betting computer fails (S 22 2:21, R 18 58)) $SH U.K. computerized bank fraud nets £1M (S 14 2)
$SH Russian cockroach race swindle involved altered computer files (S 22 2:21) $SH 1993 Prague computer crime up 75.2% including a $1.2M transfer (S 19 1:7)
+/- U.S. Senate bans Internet gambling (R 19 89); U.S. House rejects bill restrictiﬁéH $1.2M Czech computer fraud culprit gets 8 years in jail (S 19 2:7)
Internet gambling (R 20 95) $SHI Japanese ba_nk _Workers s_teal 140 million yen by PC (S 20 2:12)
+ Co-owner of offshore online gambling business goes to prison (R 21 01; S 26 135! Bank executive in Malaysia transfers $1.5M (S 15 5)
+? Use of ‘unpredictable auditable random numbers’ in casino/gaming systems, $SHI $550,000 Tokyo bank fraud suspected in funds transfers (S 19 2:6)

possibly relevant in elections? (R 22 57) $SHI Beiji_ng Hotel managers empezzle $9K by rigging billing records (_S 19 4:13)
S? New cell phones well suited to wireless gambling (resembling the voting mactiifeChemicals cause checks to disappear, bogus checks clear and vanish (S 13 3)
situation?)! (R 22 55) $SHA Foiled counterfeiting of 7,700 ATM cards using codes in database (S 14 2);

$Vfmde Three Canadian Banks experience computer software screwups within ondve admit automated teller scam (Mark Koenig) (S 14 5) '
month: RBC account balances off for three days; CIBC untested upgrade crasi®dO Italian thieves use bank cards, PINs, captured with bogus machine (S 17 4)
system, recovery caused double postings; TD Canada Trust two-hour outage $SHA Customer reprograms ATM to debit $5 for each $20 (R 24 43, S 31 6:28-29)

disabled ATM/Web services (R 23 48; S 30 1:11) $SHf Is a cleared check really like money in the bank? NO! Another scam (R 22
$f US Airways credit-card snafu: double billing due to known “programming error® 44-45) . _ _

(R 2154) $SHAOei Bogus Yahoo e-mail gathers credit-card numbers from unsuspecting peo
$f Walgreen accidentally double- and triple-charges up to 4 million customers, due (& 22 31) .

overuse! (R 23 65) $SH Bogus ATM used to steal PINs, withdraw $100,000; two arrested (S 18 3:A9) ¢
$f 8,498 Massachusetts Fast Lane accounts double-billed (R 24 09,11) arrested; 300 accounts hit at 50 banks; $12M in fraud activity (R 14 85)
hi $8M tax bill on house worth $122K; several missing plausibility checks (R 24 18SHP UK stolen ATM captures IDs/PINS, enables 250K-pound theft (S 19 4:12)

S 313:21-11) SH$ Phony ATM installed on High St in London, nets £120K (R 17 34)

@$fe Paypal meets the Patriot Act: eBay accused of facilitating Internet gamblingH Theft of entire ATM bungled in British Columbia (R 19 20)
fSH Instant money: Bogus deposit exploits ATM flaw (S 22 2:21)
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$SHAOei NY Municipal Credit Union victim of massive ATM fraud following 11 ~ $S FBI sting nabs man trying to sell 100,000 credit-card data items for $260K (S 22
Sep 2001 outage; unchecked access (R 22 19) 5:14)

$SHO Polish gang carries out ATM fraud in Israel (S 22 2:23) $SPH 2,300 credit-card numbers stolen from ESPN Sportszone, NBA.com (R 19 2

@$SH 1994 UK National Audit Office report on computer misuse in government:$SHI Tower Record credit-card info offloading; 2 convicted (S 21 4, R 18 02)
140% increase; 655 cases, 111 successful; £1.5M defrauded; misuse; 350% SHI Time Inc. employee peddles credit-card information (to detectives) (S 17 4)
increase in viruses; 433 computer thefts, worth £1.2M (S 20 3:11) $SHI NJ car dealership in theft of 450 credit-card numbers, almost $4M (S 19 2:7)

$SH European cyberfraud: $150K phone calls, $400K Dell losses (SAC 13 3)  $SHIO 40 arrested (9 postal workers) in massive D.C. credit-card fraud (S 19 2:7)

$SH Cybercrime losses double to $10 billion; 485,000 credit-card numbers stolei$SH 3 Britons charged with 2.5M pound European credit-card fraud (S 19 2:8)
from e-commerce site; hacking credit cards is preposterously easy; (Credit-cariSHO 2 computer crackers sentenced for $28M MCI credit-card fraud (SAC 13 3)
fraud worldwide is reportedly just under $1 billon a year, at about .7 percent of $SH ATMs gave $140,000 on Visa card over weekend — software glitch (S 11 2)
gross. It represents only about 2% of banking losses. PGN) (R 20 85) fSA SW failure in UK credit-card authentication system (S 21 2:18)

$SP Professor stole 40 student SSNs and IDs to get credit cards (R 21 02; S 26 $88)A Diner’s Club authentication in Belgium out; Royal Bank transmission failure

$S International credit-card fraud growing. On-line fraud is estimated at $24 millionin Canada affects many (R 20 02)

per day (R 21 36) $SHOf Thief gets $63,900 with stolen ATM card&PIN, ATM program error (S 17 2)
$SHfe Stolen ATM card nets $346,770; limits inoperative (S 20 2:12) $SHATf Security Pacific ATM theft bypasses PINs, limits, nets $350,000 (S 14 1)
$SH Health cards used to rip off ATM for $100K (S 20 3:12) $SHfe Australian Westpac ATMs big losses (IMS 2.2 installed untested) (S 12 3)

SH Bogus card reader opens ATM door and helps capture IDs and PINs (S 19 3:$6j Australian Westpac Internet Banking upgrade problems lock out customers ove
@$SP Barclays credit system voice-mail hack gives sensitive info (S 18 1:20) the weekend (R 23 59)

@$SH U.Texas Dean’s conferred password used to misappropriate $16,200 (S 1#h8)Vestpac bank shares suspended after annual results released early (R 24 10)
$H Two charged with computer fraud in jewelry store credit scam (S 18 2:14)  $SHA $1800 card maker and spied PIN numbers nets $86K from ATMs (S 12 3)

$SH Reservation computer fraud nets 50M AA frequent flier miles (S 14 1) $SHA PC spoofed Italian bancomat ATM, ate cards after capturing PINs (S 14 1)

$SHI Frequent flier computer scam nets 1.7 million bonus miles (S 14 2); Prison $SHI UK Clydesdale Bank cash machine fraud; insider job suspected (S 16 2) ban}
terms for travel agents in AA FreqFlyer ticketing fraud (S 16 2) engineer records ATM PINs, fabricates cards, takes money (S 17 3)

$SH $Millions of bogus airline ticket sold in Phoenix (S 14 6) $SHrf ATM accepted lollipop cardboard as $1M (New Zealand) deposit (S 11 5)

$fH Reversing air return/depart dates fakes out reservation computers (S 14 6) $Hhf Two cases of erroneous deposits $95,093.35 and $520,000 (R 17 32,35)

$SH Bogus computer message nets 44 kilos of gold from Brinks (S 14 2) $ 525K Smith Barney customers credited temporarily with $19M each (S 22 5:13)

$H ‘Credit doctors’ sell clean credit records to high-risk clients (S 13 4) $SH ATM scam gets PINs for stolen cards in Boulder (S 13 4)

$SPH ASIS seminar reported $15M in 1991 Medicare fraud penalties (S 18 1:21SH UK banks suffer phantom ATM withdrawals, ATM removals! (S 17 3)
SH Wall St audit trail off enables $28.8M computer fraud (S 12 4) [bogus???]  @$SH 550 felonies in 1991 for SSN misuse; 12 people adopt a single SSN; $10,0C

$H Hertz computer system kept two sets of books for accidents (S 13 2) charge loss; 5 people cleaned out someone else’s benefits (S 16 4)

$h Hertz charged $5 for gas<f 50 miles driven and tank filled (S 18 2:9) $H Scholarship scam used to gain SSNs, bank and credit-card numbers (S 18 1:14

$H Value Rent-A-Car system charged for bogus 5 gallons (S 18 2:9) $SHI Social (In)Security employees sold 11,000 SSNs to activate cards stolen in th

$SH NYC gas pumps rigged to deliver less fuel than charged (S 18 4:3) mail (S 21 4),(R 18 02)

$SH Computer-generated Dartmouth graduation tickets sold for $15 (S 19 4:12) SPhi US POWs in Iraq have their Social Security numbers revealed; implications

$h Manual card-swipe gains weeks in taxi charge float (R 20 02) discussed once again (R 22 67-70)

SH States (MO, NJ, TX) crack down on “cyberfraud” (S 19 4:10) P Virginia appeals court bans use of SSNs in voter registration (S 18 3:A11)

SHOI Italian police stop digital bank robberies with bogus shadow system; 21~ SH Japanese department-store credit-card fraud case; incidents are increasing (R
arrested (R 21 08; S 26 1:25) 77)

SHOA Linear search nets 17,000 bank records from GST Startup certificate supidrdapanese BBoard fraud traps passwords, gains money; culprit caught (S 17 4)
(R2094) $Hhi Greyhound racetrack takes bets after race; NZ$7,000 payout (S 18 2;4)

$Shi Maryland State insurance pool has low threshold for fraud detection (R 23 95kHS/ideo quiz game scam — teams of "experts" with right answers (S 11 5)
30 6:22) $fH Students cheat Brit. Telecom, gain £68,000 in contest (S 17 4)

f? Kansas lottery picks same number three nights in a row (R 24 13,14) $SPH Brazilian bank reserve data disappears; political link? (S 18 2:15)

..... Tax fraud and tax data misuse: $SPH Kuwait Investment Off. diskettes stolen from Spanish Govt. (S 18 2:16)

$SHAI Massive NY City tax fraud wipes out $13M in taxes; many implicated (S 2%$H Nick Leeson’s Barings losses predate new risk-management system (S 20 3:7
2:23,R 18 63) $H Savings and Loan defaults linked to internal fraud, creative mismanagement.

$SH Dublin tax collectors faked VAT repayments by spoofing computer (S 124)  What could computers have done for S&Ls to prevent fraud/abuse? (S 14 2)
$SH 45 phony computerized IRS tax returns net $325,000 in refunds (S 14 6)  $SH 1987: FBI estimates average computer fraud $650K, total $3B-$5B/year (S 12
$SH Computer-filed tax returns net $100K in refunds from bogus W-2s (S 18 1:14) 3) and $1.5M average for computer frauds in financial institutions [old data as of
$SH Tax preparer accused by IRS of $1.1M fraud, 431 false electronic claims; then?]

Congressional hearing discloses inmates creating bogus returns; 61,000 bogu$SH 2002: U.S. Computer crime way up, says FBI (S 27 3:11, R 22 03)

returns in 1st 10 months of 1993 totalling $110M (S 19 2:5-6) $H Customs Service back-dates computer clock at end of fiscal year (S 14 5)
$HI Store owner hid $17.1M sales, avoided $6.7M in taxes; cost: $15M (S 18 4:7$H Alleged fraud in computer billing services (S 14 5)
$H Point-of-sale tax evasion via software data diddling in Quebec (S 23 3:25, R 19H Risks in check forgery (S 15 1)

48)
SHI IRS agent accused of giving defendant tax data on judges/jurors/... (S 16 3:9)
SH Thief nabs tax preparer's computer, generously returns floppies (S 13 3)

1.19 Stock-Market Phenomena

SPI Risks of IRS outsourcing processing ?f tax returns (R 18 81,82,87) $hi UBS Warburg trader’s error causes multi-million-dollar loss on Tokyo Stock
mfP Off-by-'one error reveals ot.her people’s tax de.talls (S 18 3:A6) . Exchange in trading Dentsu Inc.: 610,000 shares of Dentsu at 16 yen sold instea
fP Connecticut unemployment insurance folks mail out “off by one” tax letters with ¢ 16 shares at 610,000 yen [30 Nov 2001] (S 27 2:5, R 21 81)

information on other people (S 27 3:9, R 21 90) $fhi Mizuho’s trading error leads to $225M loss: sold 610,000 shares of J-Com Co.
----- ATM and credit-card fraud: ’ 1 yen share, instead of intended one share at 610,000 yen; Tokyo Stock Exchang
$SH US Coast Guard accessed Customs’ computer to transfer $8M (S 12 3) software faulted for preventing order cancellation! (R 24 12,13); Note similar
$SH ATM money dispensers blocked and emptied later by youths (S 11 5) earlier case above, four years earlier (R 21 81)! Someone is not learning!
$SH Barclays Bank hacked for £440,000? (S 11 5) $hi Another finger goof at the Tokyo Exchange; broker sold 25,000 shares of the

$SH 5 British banks penetrated, blackmail attempt to disclose method (S 16 1) wrong company, losing 500 million yen (R 24 15)
?$SH Cyberterrorists blackmail banks and financial institutions (this was in an artiglesoftware bug causes worst-ever Japanese stock exchange system crash; montl

with considerable hype) (R 18 17,24) upgrade failed, backup used same software and also failed (R 24 09)
$SH MasterCard lost $381M in 1991, Visa lost $259M in 1989 to card fraud; +$ Comparative Crash Management: OMX and TSE; Swedes handle obviously
Credit-car_d _fraud investigatipng of computer misusg in San Diego (S 17 3) erroneous trades much better (R 24 17, S 31 3:22)
$SHI Visa victim of PC theft with info on 314,000 credit-card accounts (R 18 62) ¢y German stock exchange bond futures goof: wrong buttons (S 24 3:25, R 20 09)
@SH Nasty scam exploiting Y2K card authorization expirations (R 18 68) $f Multiple stock transactions result from blocked confirmation (S 13 1)

$SH Risks of credit-card numbers being sniffed (R 17 69,71,76, S 21 4, SAC 14 3 Midwest Stock Exch 13-yr error redirected $Millions in broker fees (S 17 1)
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$HI Bre-X Minerals gold scam (Indonesian no-gold) causes unprecendented tradBidylistaken order on Chicago Board of Trade’s E-Mini Dow Jones Industrial Averag
crashing Toronto Stock Exchange computer system (R 19 09); Bre-X, stock fromFutures caused wild market swings: 10,000 contracts instead of 100 (R 22 79-82

$200 to .06, files for bankruptcy (news item, 9 May 1997) e Risks of Dow-Jones over 10,000: D10K (R 19 64,73); no big deal — nothing adver
$ Computer-induced big stock-market swings (S 11 2, 11 5) happened.
$rf Vancouver Stock Index lost 574 points over 22 months — roundoff (S 9 1) reh Berkshire-Hathaway 1st NYSE stock to exceed $10,000 per share (S 18 1:9);
$f Wild stock trade swing reports suppressed on 13 Oct 89 (S 15 1) Warren Buffet's never-split NYSE Berkshire Hathaway stock quotes BRK.A reach

$f Quotron SW problem gives wild swings in Dow Jones Industrial Ave (S151)  $32768 per share, must be entered by hand, blowing on-line databases (R 19 64
f E*Trade Market Watch shows Dow Jones average at $1, down $10936.88 (R 20 Sénilar events in Australian stock market (R 19 70)
f Another D10K problem? DATEK reports Dow Jones Industrial Average at $0.20if$ Software allows SEC stock-ownership limit violation (R 22 83)
down $10031.08 (presumably instead of $10000.20, down $31.08) — perhaps a
result of earlier D10K fixes? (R 21 28)
$f London Stock Market index quotes down for 2 1/3 hrs [23Jan1990] (S 15 2) 1.20 Telephone Frauds

$hi Reuters/ZDNet typo (TMCO instead of TMCS) causes wild stock fluctuations (RiSHOA Increasing phone fraud, switch cracking (E.Andrews, NY Times,

2011) _ _ ' 28Aug91) Mitsubishi lost $430,000 in 1990, P&G lost $300,000 in 1988. NY City
f(h?) NYSE and derived sites temporarily reported Motorola stock drops 99.95% top;man Resources Administration lost $529,000 in 1987. WRL lost $106,776 in 3
one penny (R 21 56) o wks. CIA PBX cracked as well... (S 16 4)
flh? Stock listing error: IBM at 0 1/16, down 88 1/2; implications? (S 17 1) $SH $4B phone fraud per year reportedly due to organized crime rings (S 18 3:A7)
$h Milano stock falls 20% due to typing error (S 19 1:5) $SHO Nevada teens ‘blue-box’ $650,000 in phone calls (S 13 4)
f$ Dutch price index wrong due to software error (R 2284) $SHO Canadian $500K phone fraud from altered voice-mail messages (S 19 2:8)
e Bureau of Labor Statistics Producer Price Index delayed significantly by upgradgyao pacific Bell voice-mailboxes hacked, bogus messages and passwords (S 19
complexities (R 23 27) 2:8)
$f Computer malfunction causes panic selling at Hong Kong stock exchange (S 28s4a0 Zotos switchboard cracked for $75K in calls (S134)
2:20) . ) ) $SHA Phone credit-card numbers stolen from computer. $500M total? (S 12 3)
V$m NY Stock Exch. halted for 41 minutes; drum channel errors killed primary aREHO Netfill porn access scams 900,000 credit cards (R 20 37)
backup computer systems [24Feb1972] $SH Bogus cellular phone chip permitted free calls ($100M/year?); Secret Service

V$fe SW update hqlts NY Sto_ck Exchange for one hour _[18Dec1995] (S212:16) developed SW patch, blocking 5000 calls the first day! (S 16 3)
V$m(h?) Voltage-dip power glitch downs NYSE for 24 minutes [220ct1991] (S 17$]S)H Buyers of hot cracked Italian portable phone pay seller’s calls (S 17 2)
Vm NY Stock Exchange computers crash for about an hour [260ct1998] (R 20 OgksH ys Sprint, computer penetrations, free calls, arrests (S 12 4)

he$ Software upgrade disables half of NY Stock Exchange stocks (S 26 6:9, R 254fia Crackers attack phone information systems and switches; arrests (S 13 4)

V$m London Stock Exchange computer system crashes [23May1986] $SHAO AT&T computers penetrated by Herbert Zinn, Jr. (‘Shadow Hawk’); $1M

$hfe London Stock Exchange horrors on cutover to new system (S 12 1) program previewed (S 12 4); sentenced; more background (S 14 2)

$S London Stock Exchange "Taurus" problems in paperless authorization (S 17 sHAO Pac*Bell System computer attacker Kevin Mitnick arrested (S 14 1); further

$df Chicago's Globex trading system delays, critical test fails (S 17 3) background (S 14 2); sentenced to year in prison (S 14 6); Leonard DiCicco

V$m Hurricane Gloria in NY closes Midwest Stock Exchange (S 11 1) pleaded guilty to aiding Mitnick in DEC SW theft (S 15 1); Kevin Mitnick arrested

$eV Missing full-stop (.) in software change crashed New Zealand's stock exchangggain after hi-tech tracking (S 20 3:12)(SAC 13 3); Mitnick’s Defensive Thinking
for five hours (R 22 87) , Web server vandalized twice (R 22 55)

mf Stock market problems |n_27—28 Oct 1997 fluctuations (S 23 1:10, R1929)  ¢sH Corte Madera CA teenagers arrested for $150,000 in phone calls (S 13 3)

V$m Nasdaq OTC stock trading halted for 3 hours (S 12 1) $SH Milwaukee computerized phone phreaking (S 14 2)

V$f E-Trade computers crash repeatedly (S 24 3:25,R 20 20) Sth Risks of modern PABXs and digital phones (R 19 52)

V$ef Schwab’s e-brokerage crashes (S 24 3:25, R 20 23) SHAO Many telephone answering machines remotely accessible by anyone (S 13

V$ma Squirrel arcs power, halts Nasdaq computers (S 13 1) Sf Security problems in Deutsche Telekom T-Net-Box answering machine (R 19 29

V$ma Another Nasdag squirrel 34 min outage, backup power fails (S 19 4:5-6) sf Remote-access phone security discussed:; serious risks (S 18 4:8)

V$de/m SW upgrade downs Nasdagq for 2.5 hrs, backup fails (S 19 4:5-6) S Sprint account balances freely accessible; potentials for misuse (S 16 3)

$Vh_e Network Solutions goof bumps Nasdagq off the Internet (S 23 1:10, R 19 34)hH NY Telephone free long-distance calls due to software glitch (S 14 5)

$Vrih NASD loses records on 20,000 brokers (S 22 4:26, R 18 82) $SHf Ringback number glitch in Ireland permitted free calls for 2 wks (S 16 4)

V$df Alberta Stock Exchange shuts down again, 3rd time in 1997 (S 22 4:25, R 1§S Computer intruders access NASA phones. $12M in calls? (S 16 1)
89) ) $SH Staten Island youths arrested for voice-mail misuse (S 16 1)

V$m Telstra's Haymarket exchange overloaded, crashing bank computers, data/gp wa prison inmates phreak Fone America via collect-call indirection (S 17 1)
lines f_or an hour in Sydney; 1000 manual resets needed (R 19 90)_ ~ $SH Swedish phone system free call-back from payphones (S 17 1)

V$rfh Singapore Stock Exchange outage crashed repeatedly due to interaction vggtiﬁ/h) Canada’s Bell Millennium payphones give free calls to anywhere; flaw widely
backup system (R 20 47) _ _ _ known and exploited for 6 days before being fixed (R 21 41)

ef DB upgrade causes crash of Italian online stock.tradlng. (R 2095) $f SW flaw in payphones allowed free phonecard calls (S 16 1)

$Vdfh Johannesburg Stock Exchange computer fails, again (S 22 1:17) $SH Customer-owned payphones Trojaned to steal credit-card numbers (S 16 3)

$V$m Toronto Stock Exchange down 3 hours; multiple disk failures (S 14 6) software bug downs half of New Zealand Telecom's payphones (R 22 86-87)
SH Toronto Stock Exchange virus scare causes all-night search (S 18 2:16) $SH Japanese Daiwa Bank hit by prison inmates’ phone fraud (S 18 2:16)

V$m Five NY futures market shut down; uncertainty over cause (S 15 3) $SH $85,000 phone fraud on Minnesota Representative’s account (S 18 3:A7)
$S GAO finds computer security at stock exchanges vulnerable (S 15 2) $SHO Phone calls to Moldova result from porn scam (R 18 80,83,84,87); 38,000
$S Stock Exchange network security flawed, lacked risk analysis (S 16 4) customers get credits or refunds totalling $2.74M (R 19 45)

$H Chicago Bd of Trade automating commodities markets to hinder fraud (S 16 ‘@SH Prisoner gets free calls by spoofing victim’s call forwarding (S 18 4:6)
$h Salomon accidental stock sale, value in $ entered in shares column (S 17 3) ¢sH plumber call-forwards his competitors’ phones (S 20 2:12)

h Elbow on keyboard causes 145 sell orders (for 14,500 government bonds) on spig Emergency call-boxes ripped off, cell-phone serial nos. reused (R 17 35)

French futures exchange (R 20 04) _ SH$ German telephone card system cracked, many free calls made (R 17 36)
$reh Spanish bank accidentally buys many shares because of bounds check misgings gritish Telecom replaces payphone software after flaw exploited (R 17 36)
after Euro cutover (R 20 20) SH Rigged phone trapdoor enabled priority NBA playoff tickets (S 18 4:7)

$h Bear Stearns’ erroneous o_rder to sell $4B stock instead of $4M (R 22‘28) @$SH Aussie Cracker charged with phone fraud, accessed US computers (S 16 4
$ Euro changeover computational problems (R 21 70-71); bank assets disappear connecticut Dept of Public Utility Control gets slammed (long-distance carrier
during Euro changeover (R 21 73); bank credits 300,000 euros instead of pesetaéhanged) (R 18 69)
(R2178)
$h lomega stock volatility blamed on AOL postings (R 17 91)
$h Computer glitch on Citicorp merger alters Dow Jones industrial average (R 20 03)
*SH Spoofed press release on Aastrom Biosciences Web site announcing merger with
Geron caused stock rumbles (R 20 81)
$h Leaving a field blank temporarily wipes out 13.2B£ in stock selloff (R 20 57)
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1.21 Other Telephone and Communication service NY to MD (R 20 93; S 26 1:20-21); another outage in Massachusetts (R Z
97)
Problems $Vhme Ground-cable removal blows lowa City phone system upgrade (S 20 2:8)
Ihi Death of 5-year-old boy due to SF 911 computer equipment failure (S 12 2) Vm WorldCom cable cut near Jacksonville affects telephones, ISPs (R 19 88)
Ultimately blamed on terminal operator failing to press a button. V$hm Massive fiber cut near Cleveland 29 Sep 1999 resulted from gas-company
@!f CADMAS 911 dispatch SW problem contributed to woman'’s death (S 16 1)  workers during construction, affected east-west traffic; various ISPs still down
If Emergency dispatch EMS SW truncates address, man dies (R 11.55,57,60) hours later (R 20 61-62)
If 911 software discarded updated address in fatal Chicago area fire (S17 1)  V$m Baltimore train tunnel fire damaged fiber-optic cables, derailing Internet servic
le Computer delays response to fatal fire; faulty reload blamed (S 18 2:13) postponing Orioles games (R 21 54)
If Incorrect 911 call redirection blamed in Massachusetts murder (S 18 2:13) Vm Fire in Stockholm tunnel blacked out 50,000 people and high-tech companies (
h Role of 911 in Atlanta Olympics bombing aftermath: see transcript (R 18 35) 21 27)

VSH Swedish cracker disrupts 11 north Florida 911 Systems (R 18 90) Vm Deja vu: Stockholm power outage hits high-tech companies (S 27 6:10, R 22 1.
*V$f Nationwide AT&T congestion [Martin Luther King Day, 15Jan1990] The @$VSHm Attack on fibre-optic cables causes Lufthansa delays (S 20 2:12)
official AT&T report with further comments (R 9 63): fault-recovery fault Vh Oregon Garbage truck worker wipes out telephone service (S 21 4:13)
propagates [Se&elephony22Jan1990, p.11.]; attributed to "switch"..."if"..."break*V(f/e?) Philadelphia 911 crash (S 19 3:8)
in SS-7 (S 15 2); Relation of AT&T congestion with SDI testimony of Sol *me San Francisco 911 systestill not working properly (S 21 2:19)
Buchsbaum (S 15 2); See also three RISKS items (R 9 61); cf. 1990 ARPAnet V(h/H) Merit (NSF) T3 fiber cable cut by backhoe; RISKS story bogused (S 18 1:6)
collapse: PGNeumann, Risk of the Year, COMPASS 1990. Vmh NY Tel cable cut causes extensive three-day disruptions (S 18 4:5)

*V$fe Signaling System 7 protocol implementations again cause extensive phon&/m Campfire melts fiber-optic telephone cable in Connecticut (S 19 1:4)
outages: WashDC (6.7M lines), Los Angeles, 27Jun91; Pittsburgh (1M lines): S¥v Severed MCI fiber-optic cable in NY cripples East Coast Internet and phones (F
flaw: DSC Comm small patch installed without regular testing. (S 16 3) FCC repot® 82)
implicates typing mistake (6 instead of D), faulty data, clock failures, and other V$m Los Angeles fire knocks out phone service (S 19 3:7)
triggering events (S 17 1) Vm MFS Communications switch fails, with widespread effects (S 23 1:10, R 19 39
*V$h AT&T standby generator accidentally not configured, backup batteries drairdn Mud slide cuts East-Coast MCI fiber, phones (S 19 3:7)
4-hour outage in 4 ESS closes 3 NY airports, 17Sep91. The two knowledgeabltm Optic fibre fragment kills Australian Telecom worker (S 19 1:4)
people were in a class on the power-room alarms! Alarms had been disconnecté¥e SanFran outage 1Jul91: faulty clock maintenance; another a few days later (S
because of construction triggering them (S 16 4); FAA review concludes: 5M call46 3)

blocked, air travel crippled, 1,174 flights cancelled/delayed (S 17 1) *$Vmf Stamford CT 18-hour telephone switch outage affects 27,000 phone
Vfe$ AT&T frame-relay network interruption (S 23 4:21); “unique sequence of customers; two-minute atomic action atomizes #1A to #5 ESS cutover (S 15 3)
software flaws” (R 19 72) f Software fault prevents 76,000 Telstra customers in Brisbane from receiving phon

Vm Lucent loses all connectivity in Allentown PA; AT&T lost over 400 T3 lines, calls (S 25 4:8, R 20 87)
forcing rerouting and a further outage; fascinating propagation case (R 20 05) Vde Netcom database upgrade indexing error makes half of Norway'’s cellphones g
V$hm AT&T Canada fibre-optic frame-relay link cut affects computers, phone linespffline, after promotion of all-wireless service (R 23 90; S 30 4:24)

Bank of Nova Scotia, southern Ontario (S 24 3:26, R 20 13) Vm Utility outage downs phone system, San Jose airport (S 19 4:9)
Ve MCI WorldCom frame-relay network problems, 5 Aug 1999, due to Lucent ~ Vfm UMASS/Amherst has week-long phone degradation (S 19 4:9)
hardware/software upgrade; CBoT, ATMs, etc. affected (R 20 54) Vm 100,000 without phone service in Plano TX for 9 hrs (R 20 50)
Vfe Phone system outage on 925/510 split cutover; cable modem good backup (RfI@otorola cell-phone software bug: accidental denials of service (R 17 26)
95) *Vhi SpaceCom technician omits CR >, disables millions of pagers (S 20 5:8)
Vm Most of Schenectady NY telephone exchanges downed for 24 hours by $Vfe Word Perfect upgrade crashes Utah phone system (S 15 5)
water-main break (R 21 18) $Vf Software bug cripples Singapore phone lines (S 20 1:16)
m Heavy rains take out State Department phone service for 2 hours, backup batt¥i{je4?) Cyprus village telephones disconnected: “computer error” (S 21 2:18)
out because of earlier fire (R 20 93; S 26 1:21) Vmh Tele Denmark Internet downed by truck delivering Uninterruptible Power
$mh Drop of welding material causes fire that affected 27 cables, telephone serviceSupply (UPS) crashing into power cabinet (R 20 56)
for 25,000 (R 20 93; S 26 1:21) fm UPS backup system burns up, cutting off power (R 20 91)
m Algeria earthquake cuts Internet connectivity of major Greek ISP (R 22 75, S 2gmfm Power coming back on causes UPS to lose power (R 20 55); more UPS
6:8) problems (R 21 36,40,41)
Vm Australian largest undersea Internet cable severed, disrupting 60% of Telstraf Sensors for load-shedding and for UPS start-up in conflict (R 21 49)
international traffic (R 21 13) fe Brazilian telephone network upgrade for two extra dialled digits results in chaos (
*m$ Backhoe takes down Telstra service in New South Wales from North Sydney t@0 47)
Queensland border (R 21 41,44) re Fixed-length fields strike again: Israel Defense Forces automated systems need
If 320K calls in hour for Garth Brooks concert tickets block 911 (S 17 4) 10th digit for cell-phone numbers (R 23 21)
*VH Toronto 15-yr-old paralyzes 911 emergency system (S 18 1:14) *h(V to others) Intentional total Moroccan communications blackout for 4 hrs after

*mf Complaints on failed Dutch newspaper presses saturate phone system, which Hassan Il died (R 20 50)
converts 650611 calls into 0611, national emergency number (S 18 1:12) *$V(f/m/e/h?) British Telecom computer failure cuts off 42,000 (S 16 4)

*VSH Ex-employee Trojan-horses emergency system, which fails (S 17 4) $Ve East-coast 800 telephone numbers disabled by flaky SW upgrade (S 17 1)

i Accidental redial phones and alarms mother, who calls police (S 19 4:5) Veh Upload of flawed AT&T SS7 translation database took out 800 service (R 19 3¢
Vm Blown fuse takes out lowa 911 system (S 22 2:21) Vf The IBM “Gerry Johnson Bug” downs IBM global net (R 17 38-41,47)

Ve Bell Atlantic 411 outage for several hours; backup failed also (S 22 2:21) $VfISDN SW bug causes half-day telephone outage in Hamburg (S 19 1:3)

Vhm Cut telephone line induces emergency response (R 20 11) Vmf Diagnostics stymied by loss of 37K lines due to tape malfunction (S 18 2:12)
*V$H Thieves steal live Sprint telephone switching equipment (R 20 15) Vm 42K Ohio Bell lines disrupted for 45 min due to CPU failure (S 18 2:12)

V(f/m?) Swedish telephone outage (S 24 4:27, R 20 29) Vm 54K Ohio Bell lines disrupted for most of day by blown fuse (S 18 2:12)

fh C&P Tel glitch converts not-in-service messages to circuits-busy (S 18 4:5)  $*Vm 21-hr Pacific Bell SF "Message Center" double HW failure (S 16 4)

*Vh Chicago phone cable cut, 150K people and O’Hare flights affected (S 16 1), &edPacBell uploads corrupted database, disabling PCS digital telephone service (R
subsequent discussion by R.l.Cook on multiple failures (S 16 1) 84)

VSH Vandals cut cable in Newark, slow NY-DC MCI service for 4 hours (S 20 1:28)/SHm MacNeil/Lehrer reported on phone system risks, 20 Jan 1992 (S 17 2)

$*Vhe AT&T fiber-optic cable cut in removing old cable [4Jan1991], affecting $(f/m/h?) One customer's telephone problems include nonoriginated two-party call
commodities markets, NY air traffic ctl, flights, phone calls (S 16 1,2) false billings, incorrect numbers even when correctly dialed, multiple phone

$*Vh 2 fiber cables severed in Annandale VA, 14 Jun 1991, 80K circuits affecting conversations on the same line, nonoriginated emergency calls. This saga promg
AP, UPI, Pentagon (R 11 92, S 16 3) discussion of numerous other horror tales, plus hacking possibilities. (S 15 3)

*$Vm Sprint long-distance out for 3.5hrs, 15 Jul 1991, due to fiber-optic cable cutiErroneous Skytel paging network broadcast mushrooms, deluges 100,000
San Fran East Bay Area; AT&T saturated by rerouting (S 16 3) customers, some of whom received 300 calls an hour (R 18 75)

*Vm Portland OR area suffers fiber-optic phone cable cut, incl. 911 (S 17 1) $f Pac Bell loses $51 million on lost phone-call charges (S 11 3)

m Sliced fiber-optic cable in Lancaster PA disrupts local and long-distance phonebh AT&T goof disrupts toll-free calls; switchover botched (S 15 2)
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$h Bell Canada misbills for 17,000 calls; exchanges exchanged (S 15 2) fi Calling Number ID (CNID) ghost calls (S 20 3:10)

$fe US West overcharges users by factor of 10 (S 16 4) @SP CNID: negative ruling in California, free per-call blocking in Vermont;

$h lllinois Bell bills customer for $8,709,800.33, not $87.98 (S 16 1) approved in 20 states, Washington D.C., and Canada (S 17 2)

$f 400 pay phones in Hackensack lost charges for half of the calls (S 11 3) P Anonymous-call rejection to “balance” the effects of calling number ID blocking
$fh 2M free long-distance calls blamed on "programming error" (S 17 4) (R1983)

$fe GTE Sprint incomplete SW changes lost $10-$20M in Feb-Apr 1986 (S 11 3)f CNID fails to block in 510, 415 for four weeks (S 22 4:31, R 18 82)

$fe GTE Sprint billing errors from botched daylight savings cutover (S 11 5) SP Calling Number ID revisited (R 24 05,06; S 30 6:24); more (R 24 07-08)

$f 4,800 customers billed in error for telephone calls to Egypt (S 13 2) fh Monitoring systems cause unintended changes in Bell Canada operator behavio
$f 2M AT&T customers billed twice (S 13 2) [and Metro Toronto Police] (S 18 2:6)

$f Hangups lost, calls billed at 999 minutes (average overcharge C$2,450) (S 13 4Bezeq (Israeli telco) writes form letter to a public payphone (S 18 2:13)

$f Bell Atlantic forgets AT&T charges in phone bill for 400K customers in D.C. areaFax services for prayer, confession; beeper for Messiah arrival (S 18 2:13)

(R1957) + Success: SW permitted AT&T to reconfigure after Hurricane Andrew (S 18 1:5)
$f Brisbane telephone accounting — erroneous $900 bill (S215:18) ... Communication satellite problems
$f/h? Computer error costs MCI $millions (S 21 5:13) fh Satellite transmission snafu leads to diplomatic incident (S 23 1:11, R 19 26)
f Northern Telecom DMS-100 billing errors result from upgrade (R 19 38) $Vm* Galaxy IV malfunction causes massive pager outages, with backup also failir
hd Utrecht phone-book database problems prevent publishing (R 17 38) (S 23 5:25, R 19 75-77); two other Hughes HS601 satellites failed, but backup
$Vm Sharks munch out on fiber-optic phone cables. $250,000/bite (S 12 3) worked: Galaxy VII's primary control processor on 14 Jun 1998, and another
$Vm Fiber optic cables can self-destruct at high temperatures (S 17 1) satellite used by 3.7 million subscribers of DirecTV, on 4 July 1998 (R 19 85);

Vmfh April First 1998, a bad day for high tech in Holland: cable cut downs phone overdependence on satellites and pagers (R 19 76,78,81); primary failure still
service, BeaNet transaction system down, Postbank maintenance problem (S 23unknown, backup failure due to crystal buildup in switch (R 19 93)

4:21) Vm GE-3 satellite spin cuts news services incl. AP, 12 Mar 1999 (R 20 25)
*he Vodafone Spain’s network down for almost 7 hours after botched “basic Vm Indian satellite power failure leads to abandonment (S 23 1:11, R 19 41)
maintenance” (R 22 59) @Vm U.K. lottery terminals downed by satellite network breakdown (S 20 5:10; R
*f U.lowa phone system program limitation — ringing forward to busy, phones 17 18)
incompatible: explosion or fire if misconnected (S123) ... Other computer network and ISP problems

*$Vfe Michigan Bell ESS office, 2 long outages. SW updates in progress. (S 11 3)rf ARPAnet ground to a complete halt; accidentally-propagated status-message
*$V 707 area code (above San Fran.) shut down completely for 5 hours (S 11 5) virus [270ct1980] (S 6 1: Reference — Eric Rosen, "Vulnerabilities of network
$*V Atlanta telephone system down for 2 hours (S 11 5) control protocols", SEN, January 1981, pp. 6-8)

*$V C&P computer crashes 44,000 DC phones (S 11 1) Vrfd ARPAnet loses New England despite 7-trunk “redundancy”; one accidental
*$V Dallas 4-ESS, backup down for most of day, area code 214 isolated (S 12 2) cable cut in White Plains knocks out all 7 links, 12 Dec 1986 (S 12 1)

$Vf Program glitch disrupts PacBell 619 calls (So.Cal) for most of day (S 12 4) Vhef Internet routing black hole cuts off ISPs; MAI Network Services routing table
*V(f?) Computer ‘bug’ downs 1000s of phones in Vancouver for an hour (S 13 4) errors directed 50,000 routing addresses to MAI; InterNIC goof as well, 23 Apr
$Vfe Improper SW upgrade disrupts NY Tel Poughkeepsie-area for 21 hrs (S 12 4)1997 (S 22 4:25, R 19 12)

*Vfe 30,000 phone lines in San Luis Obispo out due to faulty upgrade (S 16 1) Vm Explosion causes Internet blackout in New England (S 23 1:10, R 19 29,30)
$Vfe SW upgrade glitch shuts down phones for 4 hours in Minneapolis (S 12 4) Vhe DNS upgrade causes e-mail black hole (R 20 25)

Vm Snowstorms cause telecommuting phone-line tie-ups (R 17 61) Ve Internet nameserver problem affects .com and .net, 16-17 Jul 1997 (S 22 5:13)
$Vf Week-long voice-mail snafu in Boulder (US West) (S 16 2) fh “Unfixable" error in InterNIC Whois database with hame confusion: another
Vm/f? PacBell voice-mail system failure 25 Jul 1998 due to cable cut or software Catch-22 (R 19 77)

upgrade? (R 19 89) - ICANN takes hits from lawmakers (R 22 90)
(h/fim?) 60,000 Demon Internet e-mail messages go astray/delayed (S 21 2:18) SPhi Open letter to ICANN from Lauren Weinstein: Why “dot-xxx" is for Chumps
$f C&P computer "tape flaws" delay 100,000 bills by two months (S 11 5) (R2405)
f(h?) Bell Atlantic sends mistaken notices of area-code change (S 20 5:10) Vm UK ISP suffers three-fold power loss: public grid, backup generator, and standk

$Vf 1979 AT&T program bug downed phone service to Greece for months (S 10 3:®ptteries (R 22 69; S 28 4:6)
*\/ World Series ticket orders block phone exchanges, 911 for 3 hrs (S 13 1) m Added note on risks of systems maintenance taking place in a different time zone
Vh France '98 World Cup soccer ticket massive telephone overload (R 19 71,73) (re: .COM, .NET DNS tables) (R 19 35)

Vm$ Qwest overload problem: 500,000 calls per hour blocked (R 22 24) Vf “Redundant” Finnet virtual circuits both fail (S 22 4:27, R 18 76)
@Vh Star Wars Phantom Menace tchatchkis bring down eBay server on 3 May 1@9@hef Internet routing black hole cuts off ISPs; MAI Network Services routing table
Amazon had no troubles (different system types) (R 20 38) errors directed 50,000 routing addresses to MAI; InterNIC goof as well
IVfm 41-year-old died while NYC's 911 system was down due to test-induced failurf23Apr1997] (S 22 4:25, R 19 12)
(R2039) VSH Network Solutions blocks bulk accessesvimois database (R 19 96)
*Vm Los Angeles computer blamed for 911 system crashes (S 14 2) m/f/h? Root servers used by Network Solutions failed (R 21 03; S 26 1:18-19)
Vdf Tacoma, WA 911 computer system problems (S 23 4:22) @Vhe Network Solutions goof bumps Nasdag off the Internet (S 23 1:10, R 19 34)
$fM Ghost phone calls to 911 from cordless phone interference (S 11 2) f Nasdagq glitch duplicates reports for stocks starting with ‘M’ or 'N’, inflating daily
mMe More ghost phone 911 calls resulting from phone system changes (R 18 71, 7A&)lume figures (S 27 6:10, R 22 18)
and related number compatibility issues (R 18 72). $f Nasdaq temporarily reports incorrect pricing, down 98% (R 22 86)

SfM More cordless phone problems; interference again calls 911! (S 18 4:6) Vh Minneapolis homeless burn out US West Internet fiber cables (R 17 23)
+=- US West discovered its 911 lines were too silent, added noise (R 19 41); simié&r Bad upgrade disconnects much of Minnesota (MR.Net/InternetMCI) for 12 hour:

problem with Lexus engines (R 19 42) (R 18 46,47)
m North Yorkshire UK emergency call-center power-supply problem (R 22 20) h AOL Long Distance electronic (non)billing (S 23 4:22)
*im Communications errors delay response to San Francisco fire (R 18 68) $(h/m?) Erroneous AOL stock charts attributed to “malfunction” (R 19 66)

*S Telephone sales pitch computer calls emergency broadcast number (S 12 2) Vh Star Wars Phantom Menace tchatchkis bring down eBay server on 3 May 1999;
VSh Ross Perot’s high voice tone shuts down newspaper phone hotline (S 19 2:10Amazon had no troubles (different system types) (R 20 38)
$hi Swedish phone bill of $2600 — program error plus human error (S 11 5) Ve eBay embarrassed by crash and 22-hour outage, plunge of stock (R 20 45); trac

$ Salem OR library computer racks up $1328 in phone calls (S 12 1) to absence of upgrade (R 20 47)
$i Some risks of reaching someone else’s phone number (S 12 4) $ei MSN “upgrade” creates long-distance calling charges (S 26 4:6, R 21
i Canadian government toll-free number for safe boating recycled to phone-sex line32,40,54,56)
(R2384) ff Swisscom Mobile GSM network breaks down for 10 hours, due to two independe!
fh Computer blamed; Yorkshire cricket fans reach sex hot-line (S 15 1) software flaws (S 26 6:9-10, R 21 60)
i One-run computer discrepancy in India-WestIndies cricket score causes critical (m/f?) Long blackout of mobile phone service in greater Frankfurt (R 22 90)
confusion (R 22 11) $f Siemens software flaw in S65 mobile phones causes substantial losses (R 23 60
$a Dog trained to reach out and touch 911 dials 900 numbers (S 16 1) m Cingular wireless goes down in heat wave (S 26 6:10, R 21 60)

i Risk of snowbound east-coast bookstore phones forwarded west (R 18 65)
f SOUNDEX algorithm for directory enquiries fails for Gaelic, French (S 17 4)
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1.22 Election Problems available (R 21 51); the final version is on the FEC Web site at http://www.fec.gov
. . . It still fails to address some of the most important integrity issues.
We have reported election problemsSoftware Engl_neerlng Notegd RISKS for_ $SH See Jeff Burbank's wonderful invited talk at EVT/WOTE 2010, Outsmarting
many years. Many of these problems are summarized below. More recently, in egulators: Gambling in Nevada, based on his badense to Steahuge
2000 election, particularly in Florida, the chickens of neglect have come home to . '
L . - relevance to election systems.

roost, exemplifying everything we have been saying all these many years — and U.S. election events. 1984 and before:
more. Similar to the 1988 fiasco where a 210,000-ballot undervote occurred in {ig 2: Iélkhart Indiana ;,)rogram failed in rﬁidstream programmer rebooted or
Senate Race in four counties run by BCR/Cronus, 19,000 votes were disqualified. . ' ' : PR Q. . ‘

. . . . tched th tem on the fl ring the election pri .(S103:8); morein (S
for the presidential race in Palm Beach County, and many more in Broward Cou atched the system on the fly during the election process. (S 10 3:8); more in (S

— perhaps because of the confusio_n raised by the buttt_erﬂy_ ballots. Thefe are agﬂ 1984: Series of articles by David Burnhaniline New York Time$§29Jul, 30Jul,
some reports of the Ieft-_hand and right-hand pages being |mpr9perly aI_lgned, so 4Aug, 21Aug, 23Sep, 24Sep, 18Dec 1985) documents vulnerabilities to tamperin
that a vote for one candidate actual_ly c_ounted for another candidate. Dimpled Chﬁ'g omputer Election Systems (then the dominant electronic vendor); elections
became important — perhaps resulting in part from blocked and never-cleaned C%ﬁi their machines challenged in Indiana, WVirginia, and Maryland, with rigging

trays (and there was a lot of extra chad resulting the invalidated multiple votes?). suspected in the 1984 election in the first two states; Federal Election Commissic

There were many wregulgnnes involving improper voter d|senfranch|sement_, W'thstandards inadequate; Texas also investigated numerous discrepancies, involving
at least 91,000 voters being unable to vote because of a largely erroneous list of

. ; ; ) 2 Business Records Corporation (which subsequently was involved in the Florida
supposed convicted felons — including one election commissioner who found

. . fiasco of 1988) — formerly known as Computer Election Systems; NSA asked to
herself incorrectly on the list, and was apparently the only one to block use of the. ) y b Y

list in her reglon investigate if CES systems were open to fraud; California and Florida also
Also, see the CACM Inside Risks articles from November 1990 (PGN), 1992, lggslnvestlgated, Michael Shamos quoted — CES systems equipment "is a security

] - hightmare open to tampering in a multitude of ways.” The Burnham articles are a
2000 (Rebecca Mercuri), January 2002 (Mercuri), as well as November 2003, . ; : :
) startling warning shot that was almost completely ignored. [Most lawsuits later
2005, 2006, and 2007 (various authors). 9 9 pielely 19 [

; ol thrown out: not guilty or lack of evidence, particularly in the absence of audit
(http://www.csl.sri.com/neumann/insiderisks.html). gurtty P Y

. : . . frails!].
Numerous problems are noted in the on-line RISKS, along with various comment ]

b G837 McCloskey Mclntyre Congresional election in lllinois long questioned, with
(R21 10.'14)' We n_ote_that punche_d-card syste_ms are |nhe_rent|y flaky .(!)’ andt aE)Inly a few votes making the difference depending on which were thrown out in
even optical scanning is problematic, but that direct-recording electronic system

; . . . - MSwhich recount. Other problems in Dade County in 1984, West Virginia, St. Louis
tend to be subject to serious potentials for fraud and manipulation. Internet votmg{S 10 3:8)

is a disaster waiting to happen in light of the inadequate security of the InternetS
personal computer systems, and subvertible servers. For example, the SERVE

system appears to be seriously flawed. Proposals to vote from automated teller allowing self-madifying code, calls to undocumented/unknown subroutines

machines (R 21 15-16) are also problematic, and basically undesirable. Election bypassable audit trails (Eva Waskell S 11 3); Report from the Computerizéd

2000 demonstrated once again that we need to reexamine the entire election Voting Symposium, August 1986 (S ‘11 5) '

process objectively, and devise less-easily subvertible checks and balances thﬂtéﬂt?rical error blaméd for election computer program mishap (S 11 5)

provide much greater assurance. Election 2002 still had vastly too many proble,é:jlﬁﬁf System designs, bad software engineering, standards (Eva Waskell, S 11 3)
| marny O;Whicl:] havi no: be_en eIiminate_d for Ele(_:tilorjAZ(c)iO4. divh S[H?] Alabama, Geor’gia election irregularities (é 121) ’
ntegrity throughout the election process is essential. And yet we repeatedly hea . ) )

about unexplained anomalies (enumerated below, including the 1985 articles b%h Texas beefs up security of computerized voting (S 12 1)

David Burnh ted bel d vari o f fraud ith 1988 U.S. election events:
avid Burnham noted below) and various suspicions of fraud — some wi SH Computers in Elections (see the excellent article by Ronnie DuggeriNew

conviptions. For example, Ransom S